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What is Cyber Range Poulsbo?

 Shared cybersecurity education ecosystem
« Combines technical infrastructure with human collaboration

 Scalable Hands-on learning, workforce, and research
opportunities across Washington state
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More Than a Technical Lab
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Timeline

2017

Cybersecurity program director has
vision for Cyber Range

2021 - 2023

2026 and beyond

Cyber Range Platform Ul v1/v2 Road to v4 — adding events (OpenCT],

CTFd)

2018 - 2020

Initial Cyber Range hardware and
infrastructure configuration

>

2024

v3 beta launch
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Live Real-World Data

* Honeypots
* Live honeypots capturing real attacks
 Public Infrastructure Security Cyber Education System
(PISCES)

 Large scale monitoring of real public secure network traffic
* A live feed most students never get near

 Cyber threat intelligence feeds
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Capstones: Bringing it together

* Place where industry and students converge
* Proving ground - learn, train, build, deploy
 Portfolio development
« Research
 Career pipeline
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Proven and Ready to Scale

Layer 1: Infrastructure Layer 2: Platform Layer 3: Application
(The Foundation) (The OS) (The Capability)

e Cost-engineered e Custom, multi-tenant, e Virtual Internet, PISCES,
commodity compute & zero-licensing, identify & Honeypot Stack

high-speed networking federation

Opt-in Al Data Lake for next-generation research
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Where the Data Meets Al/ML

Al Data Lake

« The honeypot and network data pooled and ready to query. A real place to
train and test models against.

* Local Inference Engine
« Self hosted, open-source models running on the range.

The Cyber Range has the data and the compute. Bring an idea and build something!
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Announcements

Be cautious of emails from unknown sources. A simulated phishing compaign is
underway. Report any suspicious emails immediately.

A critical security patch has been released for the operating systems in use. Ensure all
systems are updated within the next 30 minutes.
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Thank you for participating in today’s cyber range exercise. Your dedication to
improving cybersecurity skills is commendable. Look out for the debriefing report for
further insights.

As the exercise concludes, prepare for the debriefing session to discuss key leamings,
challenges faced, and areas for improvement.

One of the firewall appliances is malfunctioning. Troubleshoot the issue and restore
normal functionality.
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Thanks!

Questions?
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Cyber Range Contact

Angela Henderson
Cyber Range Academic Liaison
Email: Angela.Henderson@wwu.edu

Website: CyberRangePoulsbo.org




