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INTRODUCTION

Realistic cyber-range exercises are expensive.
Commercial platforms and hand built labs require
dedicated infrastructure, licensing, and weeks of
setup from a team.

Beyond cost, two problems other problems are
prevalent: manually built labs aren't easily reset and
lack the realism of actual users in the environment.

We present a pipeline that generates a complete,
attackable enterprise from one declarative
organization file. The file is loaded into our
framework, which instantiates the entire
environment automatically.

This organization file defines the entrypoint, which is
a deliberately vulnerable website which will provide
access to the internal company network via a VPN
profile.

The internal company networks runs Windows hosts
populated with GHOSTS agents, which simulate
realistic user activity like a real organization.

These combined techniques create a high-fidelity
environment that is easily reproducible, and
deployable by anyone.

GHOSTS FRAMEWORK

GHOSTS is an open-source framework that
drives autonomous users on Windows hosts that
can browse, email, edit documents, and run
shells commands to create realistic network
traffic and logs.

GHOSTS was developed by the Carnegie
Mellon SEI.

Figure 1: GHOSTS framework dashboard

= Use of GHOSTS within cyber exercises has
been related to students reporting higher value
In the training, especially within the realism
aspect.

THE ORGANIZATION FILE

= Asingle declarative file that defines the entire
exercise including subnets, hosts, accounts,
entry point, and GHOSTS behavior

= Easily version controlled and human readable,
the goal is for anyone to deploy.

= On load, the framework provisions the exposed
website, VPN tunnel, and internal Windows
hosts isolated within a Proxmox server.

= Every deploy aims to be the same copy, to keep
it fair between teams running in the same
exercises.
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Figure 2:. Vulnerable web app

Figure 3:. Exploiting the vulnerable web app

EXPERIMENTAL SETUP

The exercise hosts loads a single organization file.
From there, the framework utilizes completely
open-source infrastructure to stand up the
exercise.

Entry Point: an internet facing vulnerable web
application. This web application is designed to be
flawed and eventually provide an OpenVPN profile
to gain access to the rest of the exercise.

Tunnel: An OpenVPN or WireGuard server that
connects the students to the internal Windows
infrastructure.

Windows and GHOSTS: Internal Windows hosts
run GHOSTS agents that generate continuous
user activity, so the network produces realistic
traffic and logs with no host input.

Infrastructure: Everything was designed to run on
the open-source Proxmox hypervisor, contained in
a series of LXC containers that control the
exercises. Proxmox allows for extensive API use
which allows us to bring up and tear down whole
exercises programmatically.

INTENDED PATH

= Recon: After getting through the vulnerable
website, participants enumerate the host and the
network reachable through it, including a
Windows Active Directory domain. This domain
connects all of the Windows hosts, mail servers,
and general configuration infrastructure.

= |nitial Access/Execution: The public facing
perimeter is breached through the vulnerable web

app.

= Discovery: From the breach, students research
and map out where they can reach from within
the company VPN.

= Pivots: Students will find a series of vulnerable
machines until the end goal is reached.
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