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RESEARCH QUESTION

Real-World LLM Exploit Incidents

RECONCEPTUALIZING RESILIENCE
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convincing phishing emails in five minutes that would normally

take up to 16 hours to produce. [5]

Layer 3: Synthetic Interaction
The Relational Level
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HOMOGENIZATION AS AN
EXPLOITATION VECTOR

Distinguishin #hishing from legitimate communication is
increasingly difficult — and will only get harder.

 LLMs reinforce standardized expression, driving significant
linguistic homogenization across digital communication. [7]

« LLMs generate polished phishing emails that fool inattentive

Chatbots, Social Engineering, Persuasion Loops (socially validated narratives)

Layer 2: Synthetic Identity
The Persona Level

Voice Clones, Face Swaps, Fake Docs (manufacturing "credible witnesses”) _ o _
the Air Force Research Laboratory and Griffiss Institute.
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longer need to guess a company’s tone — they‘ve already Text, Images, Audio, Video (low cost, high realism, infinite variant fakes) WASHINGTON STATE

shaped it.
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