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My Recent work



The Need for AI in Cybersecurity

• Cybersecurity alerts are growing exponentially 
• Security Operations Center (SOC) analysts face alert fatigue 
• Traditional security workflows are slow and expensive
• AI is transforming modern security operations 
• Future SOC systems will be collaborative and autonomous



The Real Cybersecurity Problem

Modern Cyber Security Challenges
• Attackers are leveraging AI to automate cyberattacks 
• Millions of logs generated daily 
• False positives overwhelm analysts 
• Slow response increases damage 
• Security teams are understaffed 
• Human analysis does not scale



Traditional SOC Workflow

Traditional Pipeline
• Logs → Security Platform → Human Analyst → Manual Decision
Limitations
• Reactive workflows 
• Limited scalability 
• Slow incident handling 
• Human bottlenecks 



How AI Changes Cybersecurity

AI-Powered Security Operations
• AI reads logs automatically 
• AI identifies attack patterns 
• AI classifies threats 
• AI prioritizes incidents 
• AI security agents work autonomously to identify risks, take 

actions, and secure systems
• AI agents collaborate like security teams



What is Agentic AI?

Agentic AI systems contain:
• Multiple specialized AI agents 
• Role-based collaboration 
• Shared reasoning 
• Autonomous decisions 
• Goal-oriented execution



Agentic AI : From Prompt to Purpose

• Artificial Intelligence is evolving beyond static, one-off responses 
into systems that can think, act, and adapt on their own. This new 
wave, known as Agentic AI, marks a shift from reactive 
automation to proactive autonomy. 

• Instead of just generating answers, these systems plan, reason, 
execute actions, and even reflect on outcomes. 

• Its like an assistant that manages your project end-to-end.



What is Agentic AI?

• Agentic AI refers to AI systems designed to act as autonomous 
agents, entities capable of perceiving their environment, 
reasoning about goals, and taking actions through connected 
tools or APIs. 

• Unlike traditional AI models that wait for instructions, Agentic 
systems continuously monitor triggers, learn from context, and 
choose their next steps dynamically.



What is Agentic AI?

Core Characteristics:
• Autonomy: Executes actions with minimal human supervision.
• Tool Use: Connects to APIs, services, and devices to get real work 

done.
• Memory: Maintains context and history for long-term reasoning.
• Reflection: Evaluates past actions to improve future decisions.



Agentic AI

The AI Evolution
• From Rule-Based Systems → Machine Learning → Generative AI 

→ Agentic AI



Evolution of Intelligent AI Systems
From Chatbots → RAG → Tool-Based RAG → Agentic AI

Traditional AI Chatbots (Pre-2023)
• Core Idea: Rule-based or intent-classification chat systems.
• Technology: NLP + dialog trees + static responses.
• Limitations: No context retention, no external data, no reasoning.
• Example: FAQ bots, customer-support flows.



Evolution of Intelligent AI Systems
From Chatbots → RAG → Tool-Based RAG → Agentic AI

Retrieval-Augmented Generation (RAG)
• Core Idea: Combine LLM + knowledge retrieval.
• Pipeline:

• User query
• Retrieve relevant documents (vector DB)
• Generate answer using context

• Benefits: Up-to-date, domain-specific, explainable.
• Example: Enterprise document assistants, research QA bots.



Evolution of Intelligent AI Systems
From Chatbots → RAG → Tool-Based RAG → Agentic AI

Tool-Based RAG / Function-Calling Systems
• Core Idea: LLMs use external tools & APIs for reasoning and 

actions.
• Capabilities:

• Call Python code, SQL, search APIs.
• Integrate retrieval + computation.

• Example: Data-analysis bots, multi-source assistants (e.g., 
ChatGPT + browser).



Evolution of Intelligent AI Systems
From Chatbots → RAG → Tool-Based RAG → Agentic AI

Agentic AI (2024 → Now)
• Core Idea: Autonomous, goal-oriented systems using memory, 

planning, and multi-agent collaboration.
• Features:

• Task decomposition and self-reflection.
• Dynamic tool use and feedback loops.
• Long-term state and multi-modal capabilities.

• Example: AI research agents, AI tutors, workflow executors





















































Workshop Roadmap
We Will Build
Demo 1
• AI SOC Log Analyst using n8n
Demo 2
• AI Phishing Email Detector
Demo 3
• AI Driven Security Alert Prioritization
Demo 4
• CrewAI Multi-Agent Security System
Demo-5
• CrewAI Multi-Agent Security System



What is a SOC?

Security Operations Center
A SOC is responsible for:
• Monitoring security events 
• Detecting cyber attacks 
• Investigating incidents 
• Coordinating responses 
• Protecting organizational infrastructure



Common Cyber Attacks
Examples
Brute Force
• Repeated login attempts
Phishing
• Fake credential theft emails
Malware
• Malicious code execution
Insider Threats
• Unauthorized internal actions
Data Exfiltration
• Sensitive data leakage



Demo 1 Overview

AI SOC Log Analyst
• Workflow
• Logs → OpenAI → Risk Decision → Alert
Technologies
• n8n 
• OpenAI 
• Gmail alerts 
• Conditional logic

Manual Trigger
↓
Security Logs
↓
OpenAI Analysis
↓
Risk Decision
↓
Alert System



Why n8n?

n8n Advantages
• Visual workflow automation 
• Easy AI integration 
• Real-time orchestration 
• Low-code architecture 
• Fast prototyping for SOC systems



Resources and NoteBooks

• https://tinyurl.com/AgenticAICyber



Transition to Phishing Detection

Next Challenge
• Email-based attacks remain the #1 attack vector worldwide.
AI Phishing Email Detector
Workflow
• Email → OpenAI → Classification → Alert



Demo 3: SOC Triage Simulator

Concept
• Multiple events → AI prioritization → operational decisions
Security Event Batch
• Failed login attempts

PowerShell execution
Large external upload
Normal VPN login
Password resets
Ping sweep activity



Demo 3: SOC Triage Simulator

AI Risk Prioritization
AI Tasks
• Classify events 
• Assign risk score 
• Rank incidents 
• Recommend escalation

Event Risk
PowerShell attack 10/10
Data exfiltration 9/10
Ping sweep 6/10
VPN login 1/10



Transition to Multi-Agent AI

Real SOC Teams Have Specialists
• Security operations require multiple expert roles.
• So should AI systems.
CrewAI Multi-Agent SOC
Agents
• SOC Analyst 
• Threat Intelligence 
• Incident Responder 
• Report Generator 
• Email Notification Agent



Transition to Multi-Agent AI

Logs
↓
SOC Analyst
↓
Threat Intelligence
↓
Incident Response
↓
Executive Report
↓
Email Notification

















Academic Contributions

Online Udemy Courses: 07
• Number of Learners: 43000+
• Number of Countries: 160+
• Average Rating: 4.4
YouTube Channel:: Simplifying Computer Education
• Subscribers: 27500+
• Videos: 500+ 
• Views: 10,35,000 + 
• Watch Hours: 31000 +
FDP and Workshops Conducted: 60+





Books
www.parteekbhatia.com



For more information

• Please visit: www.parteekbhatia.com; 
• For online Video Courses: https://www.udemy.com/user/parteek-

kumar-4/
• For YouTube Channel:
• https://www.youtube.com/user/parteekbhatia
• For Books: Amazon.in : Parteek Bhatia
• For Workshops and invited talks, please write to:
parteek.bhatia@gmail.com
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