A Primer on
Hardware Security

Leon Li, EECS, Washington State University
5/19/2026



Cloud Computing Stack

Services/workflows built on top of platforms

Applications e.g., Quiz, Grading, Discussion, Dashboard,

Analytics, Video Gallery, API, LTl integrations.

Ecosystems that host/manage applications

P
SRR e.g., Canvas .l.'-'.\
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Foundational computing resources

e.g., Cloud servers (AWS) aws
v7

Infrastructure



Software Stack
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A Primer on Hardware Security: Outline

Exploiting Leakage from Hardware:
Side-Channel Attacks

Securing Systems with Hardware:
Hardware Security Modules

Protecting Hardware Itself:
|IC Supply Chain Threats & Defenses

Towards an Open World:
Security in a White Box




Exploiting Leakage from Hardware:

Side-Channel Attacks
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Side-Channel Attacks

Acoustic
side-channel
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Side-Channel Attacks

Sometimes measured “indirectly”
through remote attacks

Typically require physical - 4
__—access to the device ~ T7-- A \_
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Source: http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-3/physec/papers/physecpaper19.pdf 8



Simple Power Attacks (SPA)

Step 1

Step 2

Step 3

Step 4

Step 5

DES encryption

64-bit, plain text

Initial permutation (IP)

W 16 rounds 16 rounds P

Final permutation (FP)

64-bit, plain text

Source: wallarm

Voltage(mV)

See how power traces align with
the sequence of the algori‘rhm
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x1073

123456789

x '8 ¢ 1
+ B S - W

Time(ms) x10°

Randolph & Diehl, Cryptography, 2020



Differential Power Attacks (DPA)

e Collect a lot of traces

) ]
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(mA)

 Divide traces into 2 groups
based on internal behaviors

under a key guess i M‘Ih‘r’ﬂ"wh'v.'fﬁ“ 4 *“f"ﬁg rM'W.MVWfWV netWr i Correct K

Current (pA)

* If the 2 groups exhibit {w««m«w« w*rW» Ay
substantial differences: 5 Incorrect K,
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« The predicateis valid ’
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# 1000 samples

* Thus, the key guess is correct
Kocher, P.; Jaffe, J.; Jun, B. Differential power analysis. 1999
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Side-Channel Attacks on CPUs

eModer n

Pipeline

Execution
Clock 1 2 3 4 5 6 7 8 g 10 11
Instruction1l IF ID EX MEM WB

Instruction2  IF ID EX MEM WB

Instruction3 IF ID EX MEM WB
Instruction4 IF ID EX MEM WB
Instruction5 IF ID EX MEM WB

Instruction6  IF ID EX MEM WB

Instruction7 IF ID EX MEM WB

Source: GeeksforGeeks

processor s

are packed

Cache

Word Block
Transfer Transfer
CPU Cache " Main i
Memory ° Memory
Fast Slow

Source: Tech Differences

Speculative Execution

Correct Path

>2>2>2>2> 22

Speculative Prediction

S

2222222

Retire

* Kk K K Kk kK X §  Ssaussh

Mis-predicted Path (Transient Execution)

Source: Intel

W |
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Spectre Attacks on CPUs

Memory Map 4}
[ array1 (8-byte) ] ......

\ J

Attack's target is way out of bounds (at index 80)

Code

If (x < arrayl size )
y=array2|[ arrayl [x]*512 ]

 Code runs in a trusted context

« Adversary wants to read memory and
controls unsigned integer X

Attack Process

Attacker calls victim code with x=80

Predict if() is true

Read atarrayl base+30, returns byte = 09
Request memory at @rray2 base + 09*512)
Brings array2] 09*512] into cache

Realize if() is false: discard speculative work

Attacker times reads from array?2[i*512]
I=01 is slow,i=02 is slow, ....i= 09 s fast
* A secret =09!
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Key Takeaways

* Power side-channel attacks happen because the encryption process
manipulates data-dependent intermediate values, causing measurable
differences in power consumption, timing, electromagnetic radiation, or
cache activity during execution.

« Secure algorithm# Secure implementation

 Modern CPUs became vulnerable to Spectre because they aggressively
optimize for performance using speculation, caching, and prediction.

« Performance optimization A observable physical behavior

 Security is not just a technical problem —it is also aneconomic and
ecosystem problem involving vendors, users, incentives, and standards.

13



Emerging Frontier of Side-Channel Attacks

Emerging chip design technologies (e.g., More sophisticated control and
chiplet) provide novel access channels observation mechanisms
= Laser Impedance i Laser Impedance
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Source: Spying Across Chiplets
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Securing Systems with Hardware:
Hardware Security Modules




System Security Requirements

We want a separation between
“Normal World” & “Secure World”

Normal World Secure World

A Host APP B
Untrusted code

Untrusted Data

(Normal 0S ystem Calls
Enclave

Management

Side-channel
Resistance

TZ Interface

TC Features

E—

SoC-bound :
Execution |
L _Environment _!

[
SoC CPU i

OCM

Source: SecTEE

We need hardware support for
primitive security capabillities

tRoot H5 Hardware Secure Module

Secure instr.
controller

SRAM

UART I/F

GPIO I/F
Secure data
controller

SRAM

Key
management
bR

Security
accelerator
(AES, SHA)

DID I/F

TCM
SRAM

HPI I/F

ECC/RSA
public key

accelerator

Source: Semiconductor Engineering
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Hardware Security Modules

A secure area within the main
processor that ensures code and
data loaded Inside are protected
with respect to confidentiality AMD
and integrity.

Intel SGX Intel TDX AMD SEV
« Cryptographic Acceleration o N
i
* True Random Number Generation = '
« Secure Storage ARM. IBM
_ ARM Apple IBM
* |solated Secure Execution TrustZone Secure Enclave Secure

Execution
Secure Boot and Attestation Source: @dan_nanni



Exploitation of Randomness

Ring Oscillator is a : OA 1A OA 1A ..

great entropy source

, Physical Unclonable Function (PUF)
True Random Number Generation enables unique device identification

with Clock Jitter

_________ Expected period Ring Oscillator

LSI i . i o N N R N

oscillator-/ -------- i”’é" < Clockjitter E }‘D"‘D’ e D’— Counter
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Gaussian distribution \ : E Counter
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Period time

Oorl
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Open Questions

Victim Thread Attacker Thread

@ Create thread T;

The global interactions still leave @ Make ecall_1
opportunities for exploitations

global counter = 0 ;@ Data race @ global counter = 1;

d .
/ Data corrupte @ Smgle-step

execution

if (global counter == 0) foo();
T

Chen, Sanchuan, Zhigiang Lin, and Yingian Zhang. "Controlled

data races in enclaves: Attacks and detection." USENIX 2023.

:Raw Random

| PR | 3
| R | sequence Algorlthm|c§< i ;
.. . . ! Entropy Source > Extractor . Cryptographic H /> TRNG output
Fault-injection and aging can | | | Post-Processing | ; 2
. | Raw Noise G t §
compromise randomness e T Y | Offfine 4 oystunciona

: 4 I Statistical Test o Alarm
| On-line | é , Dysfunctional
! Health Test || Alarm
| |
| |

b e e e e . — — — —— ——————— o ———————

Yu, Yang, Michail Moraitis, and Elena Dubrova. "Can deep learning break a true random number
generator?." IEEE Transactions on Circuits and Systems II: Express Briefs 68.5 (2021): 1710-1714.
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Protecting Hardware Itself:

|IC Supply Chain Threats




Globalization of Integrated Circuit (IC) Industry

UK: Semiconductor
IP houses license IP
blocks to fabless firms

* The industry has evolved into a complex chips witshe.

1 support of EDA software : Netherlands: Fab Capital , companies form
1

1 Equip t make th cess ! silicon ingots from
d ee p Iy I nterco n n eCted We b Of E egzzpmzzt uszdebyefa%r:to : pure silicon and
1 manufacture chips ! slice into wafers

global partners.

» Constant movement of intellectual e IRORSRO. @
products across trust boundaries: ®® @ O () oteqrate s e M

1
1
1
!
1 I
1 I
]
1 1
1
|
1

end product electronics

« IP vendor A chip designer

: Taiwan: Foundries etch

: 60+ layers of transistors

1 and interconnected wires
! onto wafer to develop

1 integrated circuit (IC)

 chip designer A foundry/SAT

: India: Design

e production A market

12 ! verification
| teams verify
Argentina: :specifications '
/ \ Consurﬁer buys ' Germany: 1 and layout .
smartphone X GI_?SES‘ sTeCiE:jlty 1 Malaysia: OSATs
2 o ' chemicals an ' assemble, package, and
IP Ch I p Foundry CommerCIal I US: Test equi t fi ; fab consumables ! test semiconductor chips
C r -> g = = g 'y " is sgt#]pr:efn t]rms 1 suppliers equip
ores Design & SAT Environment j design and marufacture ! fabs with key
, €quipment uze Y h_ATS to 1 fabrication and Source: Qualcomm
\ / y test semiconductor chips :facility cleaning
' materials
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https://www.qualcomm.com/news/onq/2022/02/how-harness-power-semiconductor-value-chain

Hardware Trojans

Design RTL
Specification Design Netlist
= [ ({e}) ]
=== [
- mlmi

« Adversary (malicious
foundry) modifies the
|IC design by embedding
backdoors

Correct Trojan- infected
Design Design 29



Hardware Trojan Detection

 Trojan detection has been challenging
*We don’'t get to see the internals of every
« Trojan isvery covert and has little impact on functional and side-channel behaviors
 Trojan footprint is tiny and can hardly be located

What We Asked What We Got

i
|

How do We

Compare?

23



Hardware Trojan Detection

o Chips
Fabrication
Power
Slmulator

I I Inc(?)

Layout Ipa(?)
101 === 011
Stlmull
PV
Model PAM Golden Chips
« Leverage power side-

channel to differentiate Trojan Chips
" I Liu, Yanjiang, et al. "Hardware trojan detection leveraging a novel golden layout model
In fe Cted C h | pS towards practical applications." Journal of Electronic Testing 35.4 (2019): 529-541. 24



Hardware Trojan Detection

* What stimuli/patterns do we use for simulation/testing?

« Generate high-coverage test patterns to ensure Trojan logic is activated

» Refine test patterns using superpositiontechniques to magnify the
Impact of Trojans

« Achieved more than 300X improvements in revealing Trojan signals
Test Pattern Superposition

i N
/ it IR il e

Excitation Magnification Detection

Coverage |solation

H
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Piracy and Reverse Engineering

Enhanced design from

Original Direct photographic clone Reverse Engineering
Intel 8086 Soviet K1810VM86 [ NEC V30 [2!

microcode

0 Identical layout 0 New microarchitecture based on

0 Slightly slower reverse-engineered microcode
0 Pin-compatible and substantially

[1] https://habr.com/ru/articles/493294/comments/ fa ster ( 1 O%-4O %)
[2] https://en.m.wikipedia.org/wiki/File:NEC_V30_die.JPG
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Logic Locking

A design-for-trust technique to shield against piracy, overproduction, and RE.
» Lock the designbefore sending it to untrusted environments.

* The key is loaded in a Tamperoof Memory (TPM) through a trustworthy channel.

Trusted
Environment

Activated
Circuit

( et

HOEREE ctivate

Netlist

Original

Secret key

Locked

Circuit

Untrusted
Environment

Netlist

27



Logic Locking — Pasta Recipe Analogy

Locking Process Unlocking Possibilities

Key 2

Original
Design A ac
(c I_-|

N

28



Weakness of Logic Locking

Functional Implementation Structural
Weakness WEELGQERES WEELGQERES

“Key Recover by Tastes” “Key Recover by Split Patterns” “Key Recover by Looks”

+ Blind tasting of the + Understanding of how the _
expected dish cooking & hiding processes work + Nothing!
(i.e., oracle query) (i.e., locking & synthesis tool)

29



Functional Weakness of Logic Locking

Locked Netlis Oracle

LfU

Find effective key- Learn true outputs Eliminate
distinguishing patterns from oracle query wrong keys

Repeat until key recovery



Implementation Weakness

* Locking tools exhibit Ergely deterministic and predictable behavior
* ML model can be trained to learn these behaviors ewkrsethe process

Pre-synthesis
key gate

Post-synthesis key gate

Pre-Synthesis

T
D—D"

Post-Synthesis

(@D

=D,

Post-Synthesis

’.
DD

Recovered
pre-synthesis

Post-Synthesis

oo

Post-Synthesis

Pre-Synthesis

T
D—D"

Chakraborty, Prabuddha, et,al. "SAIL: Machine learning guided structural analysis attack on hardware 31
obfuscation." 2018 Asian Hardware Oriented Security and Trust Symposium (AsianHOST). IEEE, 2018.



Structural Weakness

Who would snap
spaghetti in half?

Ketchup is a no-no

Attack Model

_J R

- 4o

As long as we know it's supposed
to be a rational Italian dish...




Structural Weakness

The circuit is irredundant X Redundant logic exists 33



Vicious Cycles of Logic Locking

* Functional and structural traces lead to continuous vulnerability discovery
 Derive internal secrets from the original design to deliver corruption

Internal Secrets
Only the designer can calculate Corruption

=— Protection against hardware
@ reverse engineering
Original Design
Only the designer can access
= s
SECRET -:nc-
External Secrets =2 Key Exposure
Only the designer has access to Clues towards key recovery

34



Components of JANUS Obfuscation

A/ Configuration - based Locking
Synthesize the design under configurations

to produce a corrupted netlist.

B/ Configuration Assignment
Determine the configurations that
minimize key exposure

C/ Hybrid Activation Control

Combine intrinsic sequential evoluation &
external secret key for activation control

35



Towards an Open World:
Security in a White Box




Threat Landscape

4
9 Attacker’s Objective

Counterfeiting 4[]k
& piracy ”'f 3
Malicious 4 J'.'o" .
modification L2JF

53

Ilm

Fault injection

©

Attacker’s Visibility

IO enumeration
-based cloning

ﬁ Black-box

Competitor RE

« nerating Condiuc
L ‘Sruption &
Denia. ~f-Service
Foundry
overproduction/
IP core overuse

Stealthy &
Precise Payload
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Threat Landscape

@enues of gaining informat@

Design
e Sharing

directly expands
adversarial access

Reverse
; Engineering

enables adversarial
access escalation

.' Black-box

% Gray-box
@ White-box

-

Threat levels )

More visibility
for attackers

More danger
for IP right owner
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Functional Reverse Engineering

Circuit

Design

Accelerate to
Start

Highwa
Contro
Collision
Avoidance |

LaEe TrLa:F
Trackin St ackiny
&ewr Hls:w!av EE'BT Brake g
Vehicle rake Urb
e 2 ollowing Vehicle %rb%n
Control Following Lngahts.}

Urban |
Control

24

E13

Highway Urban

Signs
Accelerate’
De-:selerate it P;gt od
to Stop at 2
SIglFl, Until Go E30 SPEE

Malicious
Actors

Recover functionality at chosen conditions

Foundation for all subsequent functional analyses

Easily accomplished via combinational simulation
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https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.researchgate.net%2Ffigure%2FAutonomous-Ground-Vehicle-Finite-State-Machine-for-High-Level-Decision-Making_fig4_324416578&psig=AOvVaw3lVKo8dPdsbaFga3miQYE0&ust=1696893585649000&source=images&cd=vfe&opi=89978449&ved=0CBAQjRxqFwoTCIjWgK3L54EDFQAAAAAdAAAAABA-

White-box Logic Obfuscation (WBLO)

"Q "YRYRYRYRY

QY "Q"YRYRY

Diverse
Key
Locking

Design Time

L QWY  "AYRYRYM 8 AY

6o YRy oo s o Q)

Easy for the designer, given the full
knowledge of the FSM specifications

Attacker’s

W Target

"QYRYRYRY "QYRYRYRYRYRB RY

Execution Time

VI?) MO D HAYO Pl ‘@h VOO QA W
-xmmJ P .,.._._

)
b @CYR) mgokn TE

Difficult for an attacker with only a netlist, as it

requires multi-cycle functional reasoning. 40



Principles Behind White Box Defenses

« Moving the security foundation from empirical attacks to proofs

« Security reduction has played a key role in cryptography
« It allows for cryptographic protocols to prove security requirements are met

Build B basedon A

~ Hard Security
Problem Protocol
k A B

Solving B means solving A

Theold problemA s reducible to thenew problenB

41



Candidates in the EDA area

* Many hard design and analysis problems exist in the EDA area

* Potential for some of them to be used in building security solutions
Manufacturing problems
. DFM TPT/QPT

Vt spacing
Rules
TPT Via 1
A il Metal Fill SADP Design rules
Reliability problems . — Rules g
Rules Implant Multi-
g - Nl Piacement Rules Voltage
Density A Rules

Multi-Row
Height

/ nsjsioec ure Ce”S
‘ [= Track Layout problems
4 ST|A Reduction Global
omp ety Pin Access Route
Complexity Congestion

Complex Multi-Inputs \, Models
Voltage Cap PSwutchlng
Design Models essimism

Power problems Lo onchip Wovsfoem
e Variations Propagation .
Modeling problems

Proximity-
Based Power
Leakage Analysis
Power Multi-
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Defense-in-Depth

« A Hardware Root of Trust (RoT) is the foundational, immutable anchor
of security embedded directly into the physical silicon of a device.

* It Is the starting point for a system's chain of trust.

« Realworld security emerges not from one perfect defense, but from
many imperfect defenses working together.

Hardware root of trust (if present)

Firmware

Operating system kernel

Application software
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Bridging Security & Reliability

Functional States @ Corrupted States Corrupted States
w/ Valid Parity w/ Invalid Parity w/ Valid Parity
Undetectable Progressively
@ Detectable S
..ETTOr : . Error "
Y : . Undetectable
rradiional | ® (. ) @ 50 V. @] Proposec
Error
o _ Detectable Detectable @ Method
Detection Error @ Error
v / d /

Breaking the one-shot detection barrier by allowing errors to

propagate, creating multiple opportunities for detection over time. "



Why Hardware Security Matters TODAY?

Growing Efficiencyin Custom Chip Design Embeds Pervasiveness of
Hardware Design More IP in a Hardware Format ICs in Society

Industria
L Control

Reused Commercial
Hardware/IP

B Reused Public Domain
Hardware/IP

B Reused In-house Hardware/IP

nication LS Infrastructur
e

<

Hardware security  underpins the trustworthiness of

> L - S
modern society's critical computing infrastructure.

4
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