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Capstone Overview

• Senior level course

• Team based

• Real world problems
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Projects Offered
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Capstone Process

• Weekly meetings and check-ins
• Separate coach and client 

meetings

• Four sprints spread across 16 
weeks
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Sprints

• Four sprints, one every month
• Code and associated items

• GitHub issues, to-do boards, 
branches, and pull requests

• Sprint report

• Client meetings report

• Sprint demo video
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To-Do Board
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Sprint and Client Reports
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Final Deliverables

• Poster

• Final Report

• Final client meeting

• EECS Poster Showcase
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Final Report
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• 29 Pages



ML Malware Analysis

• Millions of new malware emerge 
each year

• Goal: To build a malware detection 
platform that is accurate, 
explainable, and trustable
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Ember 2024 Dataset

•3.2M malicious & 
benign files

•6 file types (Win32, 
Win64, .NET, 
APK, PDF, ELF)

•Data from Sep 2023 - 
Dec 2024

•VirusTotal-sourced 
submissions

•6,315 evasive 
challenge samples
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Pipeline

PE file upload 

Feature Extraction 

LightGBMClassification 

SHAP + Lime Explainability 

LLM Report
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Explainable AI

Shapely Additive Explanations(SHAP) – 
Which features matter the most and 
why

Local Interpretable Model-agnostic 
Explanations(LIME) - If we changed 
small things about the file, what 
happens
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LLM Report

• Classification Verdict

• Key features

• Risk Content
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