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Why Blockchain?

Transparency

\

4 N\

Decentralization

Immutability
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Blockchain Applications
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What are the Frameworks?

Data Collections

loT

Supply Chain Management

Machine Learning

Cloud Computing

Scientific Workflows

Digital Forensics

Neisse et al. (2017)

MLAKumar Narendra, et al (2025Hu et al. (2020), Caro et al.
(2018), Pahl et al. (2018), Javaid et al. (2018), Ali et al. (2018)

Gurupatham, Twinkle et al (2025),Cui et al. (2019)

Kulothungan, Vikram(2025),Luthi et al. (2020)

Zhang et al. (2017)

Haq, Rashid Ul, et al(2025),Coelho et al. (2019), Hoopes et al.
(2022), Ramachandran et al. (2018), Nizamuddin et al. (2019)

Mbimbi, Butrus(2025) ,Siddiqui et al. (2023), Troyer et al.
(2021)Li et al. (2019), Borse et al. (2021), Ahmed et al. (2023),
Agbedanu et al. (2023), Siddiqui et al. (2023), Hoopes et al.
(2022), Ruan et al. (2021), Tosh et al. (2019), Demichev et al.
(2018), Sifah et al. (2018), Duong et al. (2021), Lone et al.
(2018), Tsai et al. (2021)



Provenance in Different Domains

Meta Data _

Domains
\
|
Product Supply Chain Digital Forensics Scientific Collaboration
Unique Product ID Case Number Task ID
Batch or Lot Number Investipation Stage  Workflow 1D
Manufacturing and Expiration Date Case Start Date Execution Time
Travel Trace Case Closure Date  User ID
Product Type or Catepory File Types Input Data
Manufacturer ID Access Patterns Output Data
Quick Access URL or QR Code Files Dependency  Invalidated Results




What are the Important Requirements of s
Frameworks?

C Access control

¢ Provenance
A Capturing
A Querying
A Verifying
C Domain Specific Needs
C Security
C Expansion
C Evaluate the framework
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Digital Forensics

Identification Preservation

Locating Making exact
digital evidence  copies (images)
(e.g..emaiis, logs,  of data without

deleted files) altering it

Analysis

Examining the data
using forensic tools
to uncover patterns
or reconstruct events

Documentation Presentation

Keeping detailed Explaining findings
logs of how
evidence was

clearly in court
or a formal report

handled
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ForensiBlock29]

4[

Objectives }

A Demonstrate and manage distinct investigation stages
A Track data versioning across the forensic process
A Control access and manage dynamic policy updates

A Ensure a verifiable chain of custody throughout the lifecycle of digital
evidence

4[

Research Questions }

A How can blockchain be adaptively integrated with digital forensics
workflows?

A How can we verify and manage multiple versions of digital evidence?
A How can we log forensic provenance?

A How can provenance be extracted efficiently and reliably?

A What access control method best fits the needs of digital forensics?
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ForensiBlockArchitecture
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Data Dependency

Case N

> File A2 I

File C

File ABC2
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Role-Based Access Control
with Staged Authorization (RBAGA)

Protocol 1 RBAC-5A Protocol

I: procedure RETRIEVEACCESSINFO(transaction)

2 Read role and stage information from hles

3 Stored_stage = transactionf current_stage’|

4: Sender_pubhik_key = rransaction| sender_public_key’ |
5: if current_stage is invalid or # Stored_stage then
b
7
3
9

return 'Invalid stage’
Retrieve public_key_role based on Sender_public_key
if public_key_role is None then

return "Access Denied’

10: Retrieve public_key_rights based on current_stage and
11: public_key_role

12: if public_key_rights is None then

13: return 'No access rights’

14: return public_kev_rights

17



What about Provenance records?

Record Description
Case Number Unique identifier for a case
Timestamp Time of the action/event

Initial Block Number

Block where the initial case transaction was recorded

Current Stage

Current stage of the case

Token List

List of tokens associated with the case

Access Request

User request to access specific case data

Client Info

Information about the user/client

Token dependency

analyzed Tokens drived from a files

Validity of Access

Matching system permissions for the access request

Stage Change

Change in the tokenized smart contract’s stage

Type of Data Upload

Indicates raw data or analyzed data
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How to Accelerate the Extraction of
Provenance Records?



Merkle RootConstiuction
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Merkle Tree per each case
for validation with storage

Case Merkle Root
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Verification of Merkle Root

Algorithm 1 Enhanced Storage Verification

procedure STORAGEVERIFICATION(case_number,
sorted_case_list)
M.... + null
for block in sorted _case_record do
Mblnck «— null
Myiock — BlockMerkleRoot(block_case_record)
Mease — Mease |I Mbiock
stored _merkle root «— Retrieve stored Merkle root for
the investigation
if M.... matches stored_merkle_root then
Data integrity verified
else
Data integrity compromised
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Implementations

C Evaluatd-orensiBlockinder varying conditions with up th0,000blocksand
1,000synthetic cases

C Case Initialization:

C Cases begin withnitialUploadto trigger first stage (e.glnvestigation
Court Presentation

C New cases introduced probabilistically
C Randomized sampling

A Case Progression

A Synthetic Transaction Types

23



Average Time (s)

Retrieval Time for Different Quantity of Cases
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Average Time (Secound)

Results With Transaction Processint

Read Oriented transactions Write Oriented transactions
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C Simple reaebnly transactions; by contrast, the redgpe transactions in our workload are significantly richer and thereforddraio process

C  Write transactions; existing results use straightforward write operations, whereas ourtypiéecases involve considerably gter complexity
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ForensiBlocka Secure Framework

Security Guarantee Implementation Element Purpose

Hashes, signature

Ensure data wlasn
checks

Integrity

Mem logs, user IDs,

: ) Know who did what
audit trail

Accountability

Non-Repudiation Signature validation Prevent denial of actions

C Research questions:

C How can we prove thatorensiBlocks secure under adversarial conditions?

C CanForensiBloclpreserve its security when composed with other protocols or framewdrks

26



Secure when reused or combined

C Support Modular Design
C Other SecurityProof Paradigms

> >y X D> >

X

Trustedparty paradigmGoldreichet al[1]

Synchronous communicatio@oldwasseet al[2]

Multiple protocol executions running simultaneously

Modular compositionGoldwasseet al[3]

Reactive simulatabilityPfitzmannet al [4],

Limited in scope, either focusing on singkssion security or static environments

C Universal Composability [5]

V
V
V

Security preserved under arbitrary concurrency
Handles adaptive corruptions
Prove each module onae plug-andplay reuse

[1] O. Goldreich, S. Micali, and\Wigderson dHow to play any mentajame,ora completeness theorem for protocols with honest majoéin, ProvidingSoun&oundations for Cryptography:
On the Work of Shafi GoldwassardSilviaMicali,2019 pp.307¢328.

[2] S. Goldwasser and L. LeiRair computation of general functiomspresenceof immoral majoritye in Conference on the Theory and Applicatai@ryptography Springer1990Q, pp.77¢

93.

[3] R. CanettiSecurity and composition of multiparty cryptograppiotocolsgJournalof CRYPTOLOGY, 18l.pp.143¢202 2000[20] B.Pfitzmann M. Schunter, and M. Waidner,
oCryptographic securitgfreactivesystems; Electronic Notes in Theoretical Computer Science 32ybp.59¢77, 2000

[4] B.Pfitzmann M. Schunter, and M. WaidnaiCryptographic securitgfreactivesystems; Electronic Notes in Theoretical Computer Science 3&ybp.59¢77, 2000

[5] Canetti, Ran. "Universally composable security." Journal of the ACM (JACM) 67.5 (2020): 1-94.
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UniversalComposable Security (UC)

C Remains secure even in reaorld environments with adversaries
C Security proven through ideal vs. real world indistinguishabillity
C Enables stepwise security proofs via intermediate hybrid models

Ideal World Hybrid 1 Hybrid 2 Hybrid n Real World

28



UC Security Analysis ofForensiBlock

Environment
——————————————————————————————————————————————————————————————
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Hybrid 1: Adversary can observe
Hybrid 2: Adding Contract Functionality
Hybrid 3 ( real world) : Adding Signature Scheme, Adversary can change
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Second

leak information to the

adversary, but they can only What can | change to

observe never alter Unlike the trick the
Environment?

Ideal World, | don't know
everything magically and |
attempt to calculate with
Randoms
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function HYBRID2CASECREATION(CreateCase, CID, Roles, U, o)
Upon receiving (CreateCase, CID, Roles, U, o) from E

Assert the current time 7.

Record (CreateCase, CID, Roles, U, Firststep, T) in Mem.
Send (CreateCase, CID, Roles, U, o, Firststep) to S

I leak information to the
adversary, but they can
only observe—never
alter. | perform the
calculations needed to
structure data

Hybrid 2
(asthe new
|deal World) '9>

G

What can | change to

~ Simulator

trick the
Environment?

Hybrid 3
(as the new
real world)

e ———
AT VETTySIZ(PK, 11, 0) = Talse then
abort

The adversary can

edit and | can detect

T

Adversary

| LA

4

/‘}

/‘\ EAm H 11

Environment

St ep

function SIMCASECREATIONHYBRID2(CreateCase, CID, Roles, V)
Upon receiving (CreateCase, CID, Roles, [/, o, Firststep) from (I14)

(PK.SK) « KEYGEN(U)
in Mem where CID = CID"”

—PendineSessions T TCIDT

5 =il ) ‘ SeC ’ (A 0) J a L) A

Upon receiving (CreateCase’, CID’, Roles’, V", ¢'”) from A

xtract C om PendingSessions

XLract (Lreatecase, Cll, Roles, U, o, PR, Step, 0 O NG Where G =
g’ :— Siene ‘re. “ase’ ! Roles’ U’ o'

if o' # 0” then
ForgeryDetected ¢« true
clse
ForgeryDetected < false

if ForgeryDetected — true then

if step — Firststep then

PendingSessions.remove (entry)

Send (CreateCase, CID, Roles, U/, ForgeryDetected) to (I12)
else

abort

Who am |

talking to ?
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Algorithm 3.13 Hybrid 2 ForensiBlock (II5)

: function HYBRID2CASECREATION(CreateCase, CID, Roles, U, o)

Upon receiving (CreateCase, CID, Roles, U, o) from E
Assert the current time T'.
Record (CreateCase, CID, Roles, U, Firststep, T') in Mem.
Send (CreateCase, CID, Roles, U, o, Firststep) to S
Upon receiving (CreateCase, CID’, Roles, U) from S
if record with CID’ exists in Mem and step is Firststep then
Extract (CreateCase, CID, Roles, U, Firststep) from Mem where CID’ = CID.
Extract the set CorruptedUsers from Mem
if U € CorruptedUsers then
Abort
Extract the set CorruptedUsers from Mem
if U € CorruptedUsers then
Abort
Extract (Rolesgiored, StoredStage) from Mem where CID’ = CID
Set CurrentStage + stage0
if U’ ¢ Rolesgyoreq then
abort
else if CurrentStage # StoredStage then
Result « "fail”
else
Role «+ lookupRole(U’, Rolessiored)
Rights <~ lookupRights(CurrentStage, Role)
if 7 CreateCase” ¢ Rights then

> Invalid stage

Result « " fail” > Role not permitted to create case

else
Result < ”Successful”
Extract (Mprev, block.number, H (Thiock)) from Mem where CID’ = CID
Mease +— Hash(CreateCase||CID||Roles||U||”Result” || H (Thiock )
Update Mem with (Result, CID, Mcage, Roles,U > T _number; U, T', Finalstep)

> Generate Merkle root

Record (Result, CreateCase, CID, Mcase, block_number, Tyjock, U) in SimProvenance
Send (Result, CreateCase, CID, Roles, U, o, block_number, H(T},jock ), Finalstep) to S

else

abort
Upon receiving (Result, CreateCase, CID, Roles, U) from S
if record with CID’ exists in Mem then

Extract (Result, CreateCase, CID, Roles, U, o, T', Step) from Mem where CID’ = CID.

if Step = Finalstep then
Send (Result, CreateCase, CID, Roles, U, o, T) to E.
else
abort.

else

abort.

- R )
Lo

. function HYBRID2STAGEUPDATE(UpdateStage, CID, NewStage, U, o)

Upon receiving (UpdateStage, CID, NewStage, U, o) from E
Assert current time T

Record (UpdateStage, CID, NewStage, U, Firststep,7T") in Mem
Send (UpdateStage, CID, NewStage, U, o, Firststep) to S

Upon receiving (UpdateStage, CID’, NewStage, U) from S
if record with CID’ exists in Mem and step is Firststep then

Extract (UpdateStage, CID, NewStage, U, Firststep) from Mem where CID’ = CID

Extract the set CorruptedUsers from Mem
if U € CorruptedUsers then
Abort
Extract (Rolesggored, StoredStage) from Mem where CID’ = CID
Set CurrentStage «— StoredStage
if U ¢ Rolesgtoreq then
Result « ”fail”
else
Role < lookupRole(U, Rolesgtored)
Rights < lookupRights(CurrentStage, Role)
if " UpdateStage” ¢ Rights then
Result < " fail”
else
Result < " Successful”
Update Mem with stage where CID to NewStage
Extract (Mprev, block.number, H (Thjock)) from Mem where CID’ = CID
Mgtage + Hash(UpdateStage||CID||NewStage||U ||” Result” | H (Thiock))
Update Mem with (Result, CID, Mgtage, NewStage, U, T', Finalstep)

Record (Result, UpdateStage, CID, NewStage, Mstage, block-number, Thiock, U) in SimProvenance

Send (Result, UpdateStage, CID, NewStage, U, o, Finalstep) to S
else

abort
Upon receiving (Result, UpdateStage, CID, NewStage, U) from S
if record with CID’ exists in Mem then

Extract (Result, UpdateStage, CID, NewStage, U, o, T, Step) from Mem where CID’ = CID

if Step = Finalstep then
Send (Result, UpdateStage, CID, NewStage, U, 0, T) to E
else
abort
else
abort

Hybrid 2 ForensiBlock (II,) Part 2
1: function HYBRID2EVIDENCESUBMISSION(SubmitEvidence, CID, Hash(Data), U, o)
2 Upon receiving (SubmitEvidence, CID,Hash(Data),U,o) from E
3: Assert the current time 7.
4: Record (SubmitEvidence, CID, Hash(Data), U, Firststep, T') in Mem.
5: Send (SubmitEvidence, CID, Hash(Data), U, o, Firststep) to S.
6: Upon receiving (SubmitEvidence, CID’, Hash(Data),U) from S
T if record with CID’ exists in Mem and step is Firststep then
8: Extract (SubmitEvidence, CID, Hash(Data), U, Firststep) from Mem where CID’ = CID.
9: Extract (Mprev, block_number, H (Thiock)) from Mem where CID’ = CID
10: Mease ¢ Hash(SubmitEvidence||CID||Hash(Datal||U||” Result” || H (Thiock ) > Generate Merkle root
11: Extract the set CorruptedUsers from Mem
12: if U € CorruptedUsers then
13: Abort
14: Extract (Rolesstored, StoredStage) from Mem where CID’ = CID
15: if U’ ¢ Rolesgyoreq then
16: abort
17 else if CurrentStage # StoredStage then
18: Result < "fail” > Invalid stage
19: else
20: Role + lookupRole(U’, Rolesstored)
21: Rights < lookupRights(CurrentStage, Role)
22: if ”CreateCase” ¢ Rights then
23: Result « "fail” > Role not permitted to create case
24: else
25: Result < ”Successful”
26: if Result = ”Successful” then
27: if Hash(Data) is a list of parent tokens then
28: Concatenate all K; in Hash(Data) to get Tconcat
29: Hash(Data) <+ Hash(Tconcat||T)
30: Update Mem with (Result, CID, Hash(Data), U, Mcase, Thiock: 1 Finalstep)
31: Record (Result, SubmitEvidenc, CID, U, Mcage, block_number, T}jock ) in SimProvenance
32: Send (Result, SubmitEvidence, CID, Hash(Data), U, o, block_number, H(T}0ck ), Finalstep) to S
33: else
34 abort
35: Upon receiving (Result, SubmitEvidence, CID, Hash(Data),U) from S
36: if record with CID’ exists in Mem then
37: Extract (Result, SubmitEvidence, CID, Hash(Data), U, o, T, Step) from Mem where CID’ = CID
38: if Step = Finalstep then
39: Send (Result, SubmitEvidence, CID, Hash(Data), U, o, T') to E
40: else
41: abort
42: else
43: abort
.
Hybrid 2 ForensiBlock (II,) Part 4 Hybrid 2 ForensiBlock (IT,) Part 5
function HYBRID2PROVENANCEVERIFICATION (VerifyProvenance, CID, Mcomputed cases U, @) - =
Upon receiving (VerifyProvenance, CID, Iucomputed case: U, o) from E 1: function H\’BRIDQACCRSS(.‘\CCGSS, ACCGSST}"[)Q.CID,L‘.G)
Assert current time 7' 2: Upon receiving (Access, AccessType, CID, U, o) from E
Record (VerifyProvenance, CID, ‘”computed case, U, Firststep, 7') in Mem 3: Assert the current time 7.
Send (VerifyProvenance, CID, Mcomputed case: U, 7, Firststep) to S 4: Record (Access, AccessType, CID, U, Firststep, T) in Mem.
.Upon PeoeLVInE gVerlfyl?rovenance,CID, MF°"‘P“‘ed case; U) from § 5: Send (Access, AccessType, CID, U, o, Firststep) to S.
if record with CID’ exists in Mem and Step is Firststep then 6: U i A & A T CID. ) f S
Extract the set CorruptedUsers from Mem 4 pon receiving ( ccess, Access Lype, : ) rom
if U € CorruptedUsers then T: Extract the set CorruptedUsers from Men
Abort 8 if U € CorruptedUsers then
}i‘x;ra;tR(FI{()les,w,-cgl,lSToredStage) from Mem where CID’ = CID 9 Abort
if U OleSstored then 10 if record with CID’ exists in Mem and Step is Firststep then
cls:li)t? g‘"mmSmgc - StoredStage b 11 Extract (Access, AccessType, CID, U, Firststep) from Mel;ﬂ where CID' = CID
Result « *fail” > thvatill : g Exge;cth(I}olesstomg}.lstoredStage) from Mem where CID' = CID
else . v O0l€Sstored then
Role + lookupRole(U, Rolesyiored) 14: Result + ”Denied”
Rights < lookupRights(CurrentStage, Role) 15 else
if ”SublnitE\jde}lj:é’ ¢ Rights then 16: Role + lookupRole(l/, Rolesytored)
elsé‘tcsult. el 17: Rights + lookupRights(StoredStage. Role)
Result < ”Successful” 18: if AccessType ¢ Rights then
if Result = "Successful” then 19: Result « "Denied”
Extract Mcase from Mem where CID = CID’ 20: else
if Mcase = i\llcnnipllmvf.l case then " 21: Result + " Accepted”
elseResult Bl masssetl 22 Extract (Mprey. blocknumber, H(Tpoq)) from Mem where CID' = CID
Result < Result||"-fail” 23: Meage ¢ Hash(Access|| AccessType||CID| U|| Result| H(Tpjock))
Extract (Mease, block-number, H(Thjock)) from Mem where CID' = CID 24: Update Mem with (Result, Access, CID, U, Maccess, T, Finalstep)
Mease + Hash(M casel|” VerifyProvenance” ||” Result” || H (Tyiock)) 25: Record (Result, Access, AccessType, CID, Maccess. block number, Tyjoek, U) in SimProvenance
Update Mem with (Result, CID, Mcase, U, T, Finalstep) 26: Send (Result, Access, AccessType, CID, U, o, Finalstep) to S
Record (Result, VerifyProvenance, CID, MResult, block_number, Tyjock. U) in SimProvenance 7. else
Send (Result, VerifyProvenance, CID, U, o, block_-number, Thock, Finalstep) to S 98: abort
elsibort 29: Upon receiving (Result, Access, CID.l/) from S
Upon receiving (Result, VerifyProvenance, CID, Mcomputed case: U) from S 30: if record with CID' exists in Mem then
if record with CID’ exists in Mem then 31 Extract (Result, Access, CID, U, 0, T, Step) from Mem where CID' = CID.
Extract (Result, VerifyProvenance, CID, Mcomputed cases Us 0, T, Step) from Mem where CID’ f= CL 32: if Step = Finalstep then
if Step = Finalstep then 33: Send (Result, Access, CID, U, 0, T) to E.
Send (Result, VerifyProvenance, CID, Mcomputed cases U @, T) to E 34: else
else
aborE 35: abort.
ks 36: else
abort 3 abort.




CID

Algorithm 3.14 Simulator for Hybrid 2 (Sz) Part 1 Simulator for Hybrid 2 (S2) Part 2
I function SMCASECREATIONHYBRID2(CreateCase, CID, Roles, U) |: function SIMEVIDENCESUBMISSIONHYBRID3(SubmitEvidence, CID, Hash(Data), U)
e Upon receiving (CreateCase, CID, Roles, U, o, Firststep) from (II2) Y: | Upon receiving (SubmitEvidence, CID, Hash(Data), U, o, Firststep) from (Il2)
3 Record (CreateCase, CID, Roles, U, Firststep, o) in Mem . A 3 e A
A 5 B: Record (SubmitEvidence, CID, Hash(Data), U, Firststep, o) in Mem
(PK, SK) < KEYGEN(U) . PK.SK KeyGEN(U
9 Record (PK, SK) in Mem where CID = CID” &% (PK,SK) + Key SE! ¢ ) — B
[§ o” := Signg g (CreateCase, CID, Roles, U, o) 9 R:zcord ‘(PK’SK) tr Men weliece G _,CID
1 PendingSessions < [(CID)] : 0" := Signg (CreateCase, CID, Roles, U, o)
§ Send (CreateCase, CID, Roles, U, o) to A [ PendingSessions « [(CID)]
9 Upon receiving (CreateCase’, CID’, Roles’,U’,s’”) from A B: Send (SubmitEvidence, CID, Hash(Data), U, o) to A
10 Extract CID” from PendingSessions D: Upon receiving (SubmitEvidence’, CID’, Hash(Data)’, U’,c"’) from A
11 E,xtract': (CreateCase, CID, Rolcs, {2 SK,, PK, step, 0”) from Mem where CID"' = CID 10: Extract CID” from PendingSessions
1é g’ = SlggsK(CreatcCase’,CID ,Roles’, U, 0""") 1: | Extract (SubmitEvidence, CID, Hash(Data), U, step, SK, PK, o) from Mem where CID” = CID
%Z if o/ # 0” then 23 o' := Signg g (SubmitEvidence’, CID’, Hash(Data)’, U’, o""")
] els:‘orgeryDetected < true 3 if o # 0" then
4 .
14 ForgeryDetected < false g elseForgeryDetected e
}E 1% F;lr)iil;yneteCted s=ignns Lhen 6: ForgeryDetected < false
19 if step = Firststep then 7: if step = Firststep then
2(] PendingSessions.remove(entry) 8: PendingSessions.remove(entry)
2] Send (CreateCase, CID, Roles, U, ForgeryDetected) to (I12) 9: Send (SubmitEvidence, CID, Hash(Data), U) to (Il2)
22 else 0: else
23 abort 1 abort
24 Upon receiving (Result, CreateCase, CID, Roles, U, 0., T’ Finalstep) from (Ilz 2. Upon receiving (Result, SubmitEvidence, CID, Hash(Data), U, 0,,7,Finalstep) from (1)
g Update Mem with (Result, CreateCase, CID, Roles, U, o, T, Finalstep) . . . .
p L5 RO R S T ) Rateiaey HUER 3: | Update Mem with (Result, SubmitEvidence, CID, Hash(Data), U, , Finalstep)
24 Extract (SK) from Mem where CID” = CID 4. Extract (SK) f M rhere CID — CID
27 o7 := Sign g (Result, CreateCase, CID, Roles, U, o, T) ¥ xtract (SK) from Mem where »
S ’ ’ d ’ 5: o” := Signg g (Result, SubmitEvidence, CID, Hash(Data), U, o)
24 ) (
2d PendingSessions + [(CID)] 6: PendingSessions « [(CID)]
3(} Send (Result, CreateCase, CID, Roles, U, o) to A 7 Send (Result, SubmitEvidence, CID, Hash(Data), U, 0, T) to A ,
31 Upon receiving (Result’, CreateCase’, CID’,Roles’,¢’’,U’,T’) from A 8: Upon receiving (Result’, SubmitEvidence’, CID’, Hash(Data)’, U’,¢"”’,T') from A
32 Extract CID” from PendingSessions 9: Extract CID” from PendingSessions
39 Extract (Result, CreateCase, CID, Roles, U, o, 6”) from Mem where CID” = CID 0: Extract (Result, SubmitEvidence, CID, Hash(Data), U, Finalstep, o, 0”) from Mem where CID"" =
5‘3 o’ fe= Signg i (Result’, CreateCase’, CID’, Roles’, U’, "/, T") ik o' := Signg g (Result’, SubmitEvidence’, CID’, Hash(Data)’, U’, ¢, T")
39 if o’ # ¢” then 2: if o/ # 0” then
gc Detect Forgery $: Detect Forgery
v if step = Finalstep then 5 o — Tirale
39 PendingSessions.remove(entry) ?) i b;ee?lti_j.nglszsl:zei:h:el;ove(entry)
39 Send (Result, CreateCase, CID, Roles, U) to (I 4 N
A(] alse S S wleld ) e (g 6: Send (Result, SubmitEvidence, CID, Hash(Data), U) to (II5)
11 aboiE S else
38: abort
Simulator for Hybrid 2 (S,) Part 3 Simulator for Hybrid 2 (5;) Part4
|: fUmctjon SINSTAGEUPDATEIYBRIDIUpdateotage, CID, Newstage, U, FIststep) > #kncfon SIMPROV ‘”““QCE.\;LPR,’““““H"é‘l%g(ylmfyp rovenance, ?ID];,{\ILU"‘P"t“‘f‘d°"D)n
). U i UpdateSt CID. NewSt U0, Firststep) fr (Ily) H Upon receiving (VerifyProvenance, s Mcomputed case,'b,(r, irststep) from (II3)
s on recelving ( pdatestage, ,INewodtage, U, 0, sistep).irom (1o 3: Rdcord (VerifyProvenance, CID, Mcomputed case: U, Firststep, o) in Mem
3: Repord (UpdateStage, CID, NewStage, U, Firststep, o) in Mem 4: (HK, SK) + KEYGEN(U)
I: (PK,SK) + KEYGEN(U) 5. Rdcord (PK,SK) in Mem where CID = CID"’
) Repord (PK, SK) in Mem where CID = CID" ? a’ = Signsx_(CmﬂtOCﬂse, CID, Roles, U)
) o= SignSK(CreateCase‘ LI Roles U) 8: 1;: 231?33225;‘:2‘S{L;r£23181)£ M, U, o, Firststep) to A
2 : : . V. °NE 2y y Mcomputed case; U, 7, stste] q
k PejdingSessions « [(CID)] 9: Upon receiving (VerifyProvenance’, CID’, Mc,omputed caser U1 o', Firststep) from A
3: Sefd (UpdateStage, CID, NewStage, U, o) to A 10:  Hktract CID” from PendingSessions
):  Upon receiving (UpdateStage’, CID’, NewStage’,U’,0’) from A 11:  Hktract (VerifyProvenance, CID, Meomputed case: Us SK, PK, step, @) from Mem where CID” = CID
0: Eftract CID” from PendingSessions 12: of := Signgy (VerifyProvenance’, CID/, 'J‘/]Z'()nlpllitd caser o)
1: Eftract (UpdateStage, CID, NewStage, U, step, SK, PK, o) from Mem where CID” = CID 13:  iff o’ # ¢” then
21 of:= Signgk (UpdateStage', CID’, NewStage’, U’, T") }‘3 ForgeryDetected « true
. s ! » E9 M ege
3 He 5o dan 16: ForgeryDetected < false
4. ForgeryDetected + true .
5: cle ig iff ForgeryDetected = true then
¢ 2 abort
6: ForgeryDetected < false 19: ifl step = Fi
3 v step = Firststep then
T iffstep = Firststep then 20: PendingSessions.remove(entry)
8: PendingSessions.remove (entry) 21: Send (VerifyProvenance’, CID’, M{ormputed caser U') t0 (T12)
9: Send (UpdateStage, CID, NewStage, U) to (II2) %g efe ok
0:  elke : anors . . .
24: on receiving (Result, VerifyProvenance, CID, Mcomputed case; U, 0., T, Finalstep) from (Il2)
s abort ) 25: tract (SK) from Mem where CID” = CID
24 Upon receiving (Result, UpdateStage, CID, NewStage, U, o,, T, Finalstep) from (II3) 126: pdate Mem with (Result, VerifyProvenance, CID, Mcomputed case: U, 7, Finalstep)
J: Update Mem with (Result, UpdateStage, CID, NewStage, U, Finalstep, o) R7: = Signsz‘:(Result,\’CrifmeV‘?nanCO, CID, Mcomputed cases Uy T')
4:  Eftract (SK) from Mem where CID” = CID %S g nil?ésesilz;‘s,;‘r,[((’m)] CID. M B o e
. { e i . : nd (Result, VerifyProvenance, s Mcomputed cases U; @) to
;5 7 s Slgns}{(R%ult’ UpdateStage, CID, NewStage, U, 0, T, Finalstep) 30: on receiving (Result’, VerifyProvenance’, CID’, M ted case: U1 07) from A
0:  PdndingSessions + [(CID)] ’ » g i =
. . 31: Ektract CID” from PendingSessions
e Sqnd (Result, UpdateStage, CID, NewStage, U, 0, T) to A 32: Ektract (Result, VerifyProvenance, CID, Mcomputed cases Us 0, SK, PK, Finalstep) from Mem where CID"” =
8:  Upon receiving (Result’, UpdateStage’, CID’, NewStage’, U’, 0", T) from A CID
9. Egtract CID” from PendingSessions 33:  of := Signgg (Result’, VerifyProvenance’, CID", M{ i od caser U’ T7)
0: Eftract (Result, UpdateStage, CID, NewStage, U, SK, PK, Finalstep, o, 0”) from Mem where CID” [34: i o’ # o’/ then
1:  o/):= Signgy (Result’, UpdateStage’, CID’, NewStage', U’, o', T) 35? ForgeryDetected < true
). [ ! ” )l ejse
: & UD#tU tt;l‘en 37: ForgeryDetected < false
’4 f s eCF Olrgel‘yh 38: iff ForgeryDetected = true then
4. ifjstep = Finalstep then 39: abort
D: PendingSessions.remove (entry) 10: iff step = Finalstep then
6: Send (Result, UpdateStage, CID, NewStage, U) to (II3) 11 PendingSessions.remove (entry)
7 clke 3‘2; Send (Result, VerifyProvenance, CID, Mcomputed cases U) to (Tl2)
D egse
4 I abort .
abort
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: function SIMACCESSHYBRID3(Access, AccessType, CID, U)

Upon receiving (Access, AccessType, CID, U, o, Firststep) from Il
Record (Access, AccessType, CID, U, Firststep, o) in Mem

(PK, SK) < KEYGEN(U)

Record (PK,SK) in Mem where CID = CID"

o” = Signgy (Access, AccessType, CID, U, o)

PendingSessions + [(CID)]

Send (Access, AccessType, CID, U, o) to A.

Upon receiving (Access’, AccessType’,CID’,U’,¢’) from A
Extract CID” ¢+ CID from PendingSessions

Extract (Access, AccessType, CID, U, step, SK, PK, o) from Mem where CID” = CjD

o' := Signgy (Access’, AccessType', CID', U’, o)
if o/ # o'’ then
ForgeryDetected < true
else
ForgeryDetected < false
if ForgeryDetected = true then
abort
if step = Firststep then
PendingSessions.remove(entry)
Send (Access, AccessType, CID,U) to Il
else
abort
Upon receiving (Result, Access, CID, U, 0, T, Finalstep) from I,
Update Mem with (Result, Access, CID, U, o, Finalstep) in Mem where CID' = CIb
Extract (SK) from Mem where CID” = CID
o” := Signg i (Result, Access, CID,U’,0,T)
PendingSessions <+ [(CID)]
Send (Result, Access, CID, U, o) to A
Upon receiving (Result’, Access’, CID’,U’, ¢/, T') from A
Extract CID” « CID from PendingSessions
if record with CID” does not exist in Mem then
abort
Extract (Result, Access, CID, U, o, Finalstep) from Mem where CID” = CID
o' = Signg (Result’, Access’, CID", U’, o', T")
if o/ # 0" then
Detect Forgery
if step = Finalstep then
PendingSessions.remove(entry)
Send (Result, Access, AccessType, CID, U) to Il
else
abort

Sim
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C We formally prove that even a powerful adversary cannot distinguish
between the realworld and the idealvorld executions.

C The UC framework guarantees thaEdrensiBlocks secure in isolation, it
remains secure even when composed with otherdéCure protocols.

35



