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Vertical Federated Learning 1.Label-Inference Stage — attacker trains a surrogate classifier on

(VFL) enables a small auxiliary set to infer labels of local training samples .
collaborative machine 2.Backdoor Injection Stage — : |
learning across multiple a) choose source and target classes

parties, each holding non- b) embed a small saliency-guided trigger into a subset of

overlapping feature subsets source-class features
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applications like financial * Train a Masked Auto-Encoder (MAE) on clean training
fraud detection and loT embeddings.
device management. « At inference, for each participant i, let the MAE reconstruct i's
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However, VFL Is vulnerable to backdoor attacks, rec_on;irucﬂ_o n error votes that i Is SUS.pICIOUS. . o e T —_
where a malicious participant manipulates training . Majorlty_votlng over N —1 reconstructions flags malicious

data to embed triggers, causing misclassifications for emboeadings . ACkn OWIEdgmentS
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* Feed the incomplete vector back into the MAE to reconstruct

a purified full embedding, which is then passed to the top VICEROY Northwest Institute for

Attack model model . Cybersecurity Education and Research
(CySER) provided by The Office of the
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specific Inputs while preserving normal model
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Experimental Setup
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One or more feature-hosting participants (< 50 % of and Engineering, in collaboration with the Air

parties) Settings Force Research Laboratory and f

» Access & modify their local features/embeddings Datasets CIFAR-10 (image) and Bank-Marketing (tabular) Griffiss Institute. ‘V
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* No access to labels or server weights Participants 4-party VFL split — 3 benign + 1 attacker UNIVERSITY
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Local model: ResNet-18 for images / 4-layer FCN for

Architecture tabular & Global model: 3-layer FCN
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