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VICEROY 
Institute for 

Cybersecurity 
Education and 

Research 
(CySER) 

•Established in June 2021 and funded by the Department 
of Defense through the  VICEROY program

• VICEROY = Virtual Institutes for Cyber and Electromagnetic 
Spectrum Research and Employ

• VICEROY Institutes are managed by the Griffiss Institute

  

•Mission 

• Trains DoD-aligned civilian workforce and ROTC in cybersecurity 

• Integrates cybersecurity research and education with professional 
skills in teamwork, leadership and lifelong learning

•Builds a strong consortium in the Pacific Northwest for 
cybersecurity education and research 

• 4 institutions with complementary strengths and diversity

• WSU (lead), Univ of Idaho, Montana State Univ, and Central 
Washington Univ

 

•Seeks to position WSU to attain Center of Academic 
Excellence in Cybersecurity designation



CySER 
Overview & 

Program 
Elements



CySER Program Formalization (Certificates at WSU)



Dissemination



Student Clubs

Cyber competition participation

•Cyber Force (Nov 4-5, 2022)

•NICCD (Nov 11-12, 2022)

•Spokane Mayor’s Cup (Feb 11, 
2023) – won first place (picture)

•National Cyber League (2023, 2024, 
2025) – ranked 27th among 400+ 
schools in the Spring 2025 session 

•VICEROY’s Dr. Boom Competition 
(Oct 2023) – two WSU teams 
participated and won 2nd place and 
6th place out of more than 20 
teams in the competition  

•VICEROY Spectral Cloak 2024 – a 
WSU team won first place



Student 
Success: 
Examples

• VICEROY MAVEN 
2023--2025

• VICEROY ENVOY 
2023--2025

• VICEROY Symposium 2024, 
2025

• ACE Program 2024
• 2024 VICEROY Dr. Boom 

Competition 
• 2025 VICEROY Spectral 

Cloak Competition
• National Cyber League 

Competition (2023, 2024, 
2025)

• Spokane Mayor’s Cup (2023, 
2024) 



New BS in Cybersecurity Program

Independent degree program (major)

Focuses on cyber operations

Emphasizes hands-on coursework, experiential learning

Credits Required: 120 (4-year) 74 Comp Sci/Cyber; 16 Math/Stat; 30 
General

First two years very similar to BS in Comp Sci; last two years heavy on 
cyber courses 



BS in Cybersecurity: design 
considerations

ABET requirements

NSA Center of Academic Excellence (CAE) in Cyber Operations (CO) 
requirements

General BS degree requirements

Need to finish in 4 years

Industry feedback
Example: Amazon, Boeing, F5 Inc.



Cybersecurity Courses

Required
• CptS 327: Fundamentals of 

Cybersecurity and Cryptography
• CptS 427: Cybersecurity of Wireless 

and Distributed Systems
• CptS 428: Software Security and 

Software Reverse Engineering
• CptS 455: Introduction to Computer 

Networks and Security
• CptS 439: Cybersecurity of Critical 

Infrastructure Systems
• CptS 426: Hardware Security and 

Hardware Reverse Engineering
• CptS 432: Cybersecurity Capstone 

Project 

Electives
• CptS 424: Cyber Law, Ethics, Rights, and 

Policies

• CptS 425: Cyber Forensics and Anti-Forensics

• CptS 429: Virtualization and Offensive Cyber 
Operations

• CptS 431: Security Analytics and DevSecOps



Other courses in the BSCYBER degree



Key Cybersecurity Research Areas at 
WSU

AI for security and security of AI

Software engineering and security

Security of cyber-physical systems and critical infrastructure

Cryptography and post-quantum computing security

Hardware security

Web security and privacy

Cyber education





          

WSU SFS Program (Started in Jan 2025)

● Aims to recruit and train 20 undergraduate and 6 graduate 
students over the course of five-years 

● Provide excellent academic experience to SFS scholars through 
integrated research, career mentoring, experiential learning, and 
internship opportunities

● First cohort will begin in Fall 2025

● Info available at: https://cyser.wsu.edu/sfs



          

WSU SFS Program Research Areas and Team

1. Artificial intelligence and Security 

2. Cyber-physical Systems Security 

3. Cryptography and Post-Quantum Security 

4. Software Supply Chain Security

5. Hardware Security 

6. Web Security 
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