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Energy Resilience and Emergency Management 
Office’s mission is to provide comprehensive and 
sustainable emergency management, resilience 
development and cybersecurity services for 
Washington’s energy sector. To accomplish this, 
we coordinate with communities, stakeholders at 
all levels of government, and electric and natural 
gas utilities, the petroleum industry, and 
renewable sectors statewide to develop planning 
documents and standards, trainings, and 
operational support during emergencies. 
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Our strategic priorities are guided 
by our mission, vision, guiding 
principals and values and, in turn, 
inform our yearly goals.



All about critical infrastructure 



WASHINGTON STATE DEPARTMENT OF COMMERCE 8

• There are 16 different critical 
infrastructure sectors. 

• Critical infrastructure refers to 
the systems, networks and 
assets that provide services 
that are so essential that their 
incapacitation or destruction 
would debilitate security, the 
economy or public health or 
safety.
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• Critical Energy Infrastructure means, 
systems and assets, whether physical 
or virtual, the incapacity of destruction 
of which threatens to disrupt or 
diminish the supply of energy to the 
extent that the public health, safety, 
and general welfare maybe 
jeopardized. 
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Washington law (RCW 43.21F.045) 
mandates securing energy 
infrastructure against physical and 
cybersecurity threats. The Energy 
Physical & Cybersecurity Program 
supports all energy sectors in 
addressing these concerns. 



Energy Physical & Cybersecurity Program 
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Washington State Energy 
Cybersecurity Coalition 

(WA CyfERS)

NERC’s 
GridX25

Electric 
Subsector 

Coordinating 
Council’s Cyber 

Mutual 
Assistance 

Program 

Cyber Threat Management

Training & Exercise 

Partner Engagement • Incident Response 
Checklist 

• Incident Response Plan
• Lessons Learned

• Implement as sub-program
• Provide facilitation support
• Contribute to long-term 

success

• Gather interest
• Develop priorities
• Propose charter
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• WA CyfERS – energy sector workgroup to support industry and 
state collaboration.

Promote best practices in 
cybersecurity & critical 

infrastructure protection. 

Facilitate an open 
information-sharing forum 

between government 
jurisdictions & key 

partners.

Address energy cyberattacks & 
threats to energy critical 

infrastructure through policy & 
operational guidance. 

Discuss potential WA State policy 
gaps regarding cybersecurity & 

physical security as proposed by 
new legislative sessions. 



WASHINGTON STATE DEPARTMENT OF COMMERCE 15

• NERC’s GridEx VIII  
• Largest energy specific cyber and physical security exercise 

and is conducted every two years. 

• Cybersecurity for solar installs, EV Charging, 
distributed energy resources (DERs) 

• Baseline development for electric distribution utilities and 
DERs 

• Bringing the Public and Private Sector Together
• Specific and clear protections for critical energy infrastructure 

information. 

• EV Charging Infrastructure risks and vulnerabilities 

• Existing workforce engagement and collaboration on future 
workforce needs for training and education. 
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