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Discussion Topics
Threat Landscape Overview

Risk Assessment and Management

Use of Security Frameworks and Standards

Incident Response Planning and Execution

Employee Training and Awareness

Advanced Defense Mechanisms

Insider Threat Mitigation

Real-World Examples 



The concepts of deny-by-default, 
least privilege, and need-to-know 
should underpin any security program.



The trust we place in each other can 
be weaponized if fundamental 
safeguards are not present.



We are all prime targets.



A Return to 
Privateering

The use of criminal actors to 
launch crippling attacks that 
permit the theft of sensitive 
technical data by hostile 
intelligence services and other 
nation-state adversaries 
demands our full attention.



Attacks are nearly instant

2013 Today



Most intrusions begin with 
stolen or reused 
passwords.







Control Effectiveness

Level Description Example
6 Make the operation unnecessary. Modification to eliminate the operation. 
5 Automate the process. Automation instead of a manual process.
4 Create an error-proof process. Bounds checking, input sanitization.
3 Use visual aids and checklists. Visual controls.
2 Verify the output. Inspections and audits.
1 Train or provide feedback. Retraining.



Risk Estimation



Residual Risk Categorization 
Example: Inherent risk of 20 for a given threat (e.g., DDoS attack)
  Mitigating controls are assessed as 70% effective

  20 * (1-.7) = 6 (Moderate Risk)



Internationally 
recognized 
security standards 
are auditable and 
widely accepted. 

ISO 27001 IEC 62443-4-1





The external risk 
surface must be 
precisely defined and 
constantly audited. 



Web Application 
Firewall

Next Generation 
Firewall and IDS/IPS

Web Proxy

Email Defense

Endpoint 
Detection and 

Response

Employee 
Training

• Network Segmentation
• Security Operations Center
• Security Incident and Event 

Management (SIEM) Platform
• Privileged Access Management
• MFA and Conditional Access
• Removable Device Control
• Encryption at Rest and in Transit
• Deception Technology



Threat signal
Time zero

Initial triage and 
containment
10 minutes

Analysis begins
1 minute

Full eradication
60 minutes

Constant vigilance is essential



The most damaging threats 
often come from within.



How does an Insider Become a Threat?

Malicious CompromisedNegligent



Negligence or Carelessness

Personal Email File Sharing/Sync Mobile Devices

Unapproved Software Bypassing Security Controls



Recent Incidents



“On February 12, criminals used compromised 
credentials to remotely access a Change Healthcare 
Citrix portal, an application used to enable remote 
access to desktops. The portal did not have multi-
factor authentication. Once the threat actor gained 
access, they moved laterally within the systems in 
more sophisticated ways and exfiltrated data.
Ransomware was deployed nine days later.”

Testimony of Andrew Witty
Chief Executive Officer, UnitedHealth Group

Before the House Energy and Commerce Committee
Subcommittee on Oversight and Investigations

“Examining the Change Healthcare Cyberattack”
May 1, 2024



“As chief executive officer, the decision to pay 
a ransom was mine. This was one of the 
hardest decisions I’ve ever had to make. 

And I wouldn’t wish it on anyone.”
Testimony of Andrew Witty

Chief Executive Officer, UnitedHealth Group
Before the House Energy and Commerce Committee

Subcommittee on Oversight and Investigations
“Examining the Change Healthcare Cyberattack”

May 1, 2024



“As we have previously confirmed, based on
initial targeted data sampling to date, we found 
files containing protected health information (PHI) 
and personally identifiable information (PII), which 
could cover a substantial proportion of people in 
America.”

Testimony of Andrew Witty
Chief Executive Officer, UnitedHealth Group

Before the House Energy and Commerce Committee
Subcommittee on Oversight and Investigations

“Examining the Change Healthcare Cyberattack”
May 1, 2024



Which of the controls we 
discussed thwarted exploitation 
of this zero-day attack?



Questions
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