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Introduction to Smart Grids

National goals of renewable generation

2015: 70 GW of wind and 20 GW of solar
2020: Enable 50% DER in distribution system?
Enable 10% Wind (113 GW)? and 2% Solar (50 GW)3

2030: Enable 20% Wind (224 GW)? and 14% Solar (330 GW)3
Trans.&Dist.
2035: Enable 35% Variable Generation!
10% of Grid Flexibility comes from Loads, EVs, DER?
80% Clean Electricity*

L .
I Bulk market

Vision of power system

Build a sustainable, secure, and reliable electricity grid
that drives a clean-energy economy

Renewable energy brings variability and
uncertainty to the power system operation

1.EERE Strategic Plan - http://energy.gov/eere/downloads/eere-strategic-plan

2.Wind Vision Report - http://energy.gov/eere/wind/wind-vision . . Ll
3.SunShot Vision Study http://www.energy.gov/eere/sunshot/sunshot-vision-study Distributed Energy Resources

4.President’s Climate Action Plan - https://www.whitehouse.gov/sites/default/files/image/president27sclimateactionplan.pdf
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Introduction to Smart Grids

Cyber-physical Smart Grid
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Control Center

* Monitoring functions

e Control functions

Physical System
e Generation

e Transmission

e Distribution

(_Jphysical Layer ) Monitoring Devices (3 Control Devices = Network Links

) CO nsum pt|o N D Cyber Layer °Protectlon Devices === Communication Links . FDI Attack

Vulnerabilities of smart grids?

[1] A. S. Musleh et al "A Survey on the Detection Algorithms for False Data Injection Attacks in Smart Grids," IEEE Transactions on Smart Grid, 2020
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Introduction to Smart Grids

— Information & communication technology and loT technology

— Huge attack surface for cyber-physical attacks

— 362 power interruption reports related to cyber-physical attacks
between 2011 and 2014

— DNP3-SA or IEC-61850 protocols are used in the communication, not all

packets are encrypted during communication

Control Center - Sensor S(?nsor
icati y,=C(x, )+w,
State estimation . » measurements Corrrl\lr;!:wn:raktlon v, ( ,) s
Bad data detection Y, ‘ .
Physical device

EMS ‘

- Contingency analysis i ‘ -4

>PO>»PoOwn

- Optimal power flow - g . ﬁ

- Network reconfiguration ”7 Z:,—-" A "72.—« | e

- Security-constrained unit CP attacks a ’4 b b
commitment e ﬁ —

- Automatic generation control - x . =Ax + B(u )+ w
Hrl T Y ' x
------ ‘ U Communication
Control Network Actuator
commands
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Introduction to Smart Grids

Supervisory Control and Data Acquisition (SCADA) System

— SCADA supervises the whole system in real-time
— Collects, analyzes, and visualizes the power system data

— Functions in EMS generate control commands, then SCADA sends these commands

to remote substation control devices

Firewal InternetWAN
[ ] { )
Local substation processors il i L
— Remote Terminal Unite (RTU) SCADANetwork —
Database Server ‘ Router Power applications server
— Programmable Logic Controller (PLC) L '_ T
I | |
— Intelligent Electronic Devices (IED) |'“ emote Station 2 Hemete Station
i, r _|; e o s . _(E: -e---w.;-"‘_. N ). e —

Figure 1.1: SCADA system network.
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Energy Control Centers
Remote terminal unit

Communication link

Substatiqn

—

EMS 1-line diagram (Source: Anurag, WSU) EMS alarm display
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Introduction to Smart Grids

Power System State Estimation (SE)

— SE’s input is SCADA measurements and output is the voltage of each bus
— Weighted Least Square (WLS) is the most common SE method
— Optimal voltage estimates due to measurement noises, errors, redundancy

— Bad data detection (BDD) in SE detects large measurement errors and attacks

)

Bad Y
data detector
rt]1<z

State
» estimation

z,[7]

_| Topology processing | % 1] Load

| |
[ %
: (observability check) 1] WA | estimate
7y I No |
|
z,[1] : AC state Bad data |
| estimator filter N AGRADG]
L e |
v
AC/DC OPF
X [t+1]
Optimal generation
2[1] dispatch
P [t+1],0,4[t+1]
Pt +1],04[t +1]
7777777777777777777777777 Measurements Physical system
A= ) + 1] A0 @® Powerflow A Power injection
Role of SE in power system operation IEEE 14-bus power system
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Blackout from Cyber Incidents

Timeline 2003-2015
6003 Northeast\ @07 Arizona \ @15 Ukraine \

Blackout Blackout Blackout

Cause: Alarm Cause: Unexpected Cause: Remote cyber
system failure due activation of load intrusions after the

to software bug shedding program malware installation
Consequence: 50 Consequence: Consequence: 225K
million customers 100K customers customers lost

\ost electricity _/ \lost 400 MW load / \electricity )
1

|
@03 Italy Blackoh @08 Florida \ 6011 Southwest \

Cause: Cascading Cause: Disabled Blackout

failures between relay protection Cause: Monitoring
communication and during a diagnostic equipment failure at
power infrastructure process a substation
Consequence: 56 Consequence: 1 Consequence: 2.7
million customers million customers million customers

@ected / \Qst 3650 MW Ioad) Qst electricity /




Cyberattacks against Smart Grids

Timeline 2015-2022¢

l

2020

l

2021

|

2022

1

2022

l

Industroyer Shamoon3 Electromagnetic Solarwinds REvil (2021) Vestas, Nordex, Lazarus (2022) Sandworm
(2016) (2018) Attack (2019) (2020) Target:US renewable Deutsche (2022) Target: US, Canada, (2022)
Target: Ukraina Target: Italian gas Target: Venezuelan | | Target:US Dep. of Energy company Target: Wind turbine and Japan energy Target: Ukraine
power grid contractor power grid Energy, FireEye, ... Impact: Data leakage,| | manufactures suppliers power grid
Impact: Cut one Impact: Data Impact: Outage of | |Impact: Data leakage, | | Ransomware Impact: Ransomware, Impact: Long-term Impact: power
fifth of city’s power| | wiping, file the entire country Unauthorized network Data leakage, IT service || unauthorized access,| | substation
consumption disruption access shut down Data leakage interruption

2022

1

BlackEnergy3 WannaCry
(2015) (2017)

Target: Ukraina Target: Energy

power grid sectors

Impact: Power Impact: Data theft,

outage for 230000 Ransomware

CONsumers

sPower (2019)
Target: Utah
elecrical utilities
Impact: Operation
interruption

Snake/Netwalker
(2020)
Target: European
energy sector Enel
Impact: Data
leaking, Ransomware

Darkside (2021)
Target:Brazilian
energy company
Impact: Service
interruption,
Ransomware

LockBit (2021)
Target: Italian energy
sector ERG
Impact: Ransomware,
Data leakage, Service
Interruption

BlackCat (2022)
Target: Italian energy
sector GSE, European
gas pipeline Creos
Impact: Ransomware,
Websites and systems
taken down

EnerCon (2022)
Target: Wind turbine
manufacturer
Impact: Disruption of
communication services
provided by 30,000
satellite terminals

[1] M. Liu et al., "Enhancing Cyber-Resiliency of DER-Based Smart Grid: A Survey," IEEE Transactions on Smart Grid, 2024
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Cyberattacks in Smart Grids
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Cyberattacks in Smart Grids

Cyberattack types

— Data availability attacks (DoS attacks)

— Control signal attacks

center

— Measurement attacks a Monitoring Control Coritral

. ’GPS spoofing ) : Commumcatlor\‘l channel
- Contr0| Slgnal and | attack Measurementsl [D_C'S» &

—— | =7 Byzantine attack | [
Load & | LL pd ! o
redistribution _1//"' . V} o) /f,.f\l | L\\\f Aurora
attack i \ { ! Line-outage |||/ N attack
measu rement attaCkS - N \ \1'_ masking i -\.I."’ N
AGC ' 1 Pricing
attack : Stuxnet-like i artadk
N — | | \ attack ' : _________________
________________ H
Power plant Transformer Transmission Substation Distribution
Physical devices
'—I g
|k | Attack ¢/ &.Iﬁ Target
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Cyberattacks in Smart Grids: Control Signal Attacks

Aurora attacks!

— Maliciously open and re-close the circuit breaker of a generator
— Generator protection is delayed to prevent unnecessary tripping
— Re-close the breaker before any protection device kicks in

— High torque and currents caused by re-close cause physical damage

Pricing attacks?

— Demand-response is a control mechanism

— Manipulate the price signal, bid prices, and bid quantities
— Cause mismatch between generation and consumption

— Cause system operation stability issues and economic losses

. R~ = + . '
S | SRS G e

[1] M. Zeller, ‘‘Common questions and answers addressing the aurora vulnerability,”” Schweitzer Eng. Lab., 2011
[2] R. Tan, el al, ‘‘Impact of integrity attacks on real-time pricing in smart grids,”” in Proc. ACM SIGSAC Conf. Comput. Commun. Secur., 2013
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Cyberattacks in Smart Grids: Control Signal Attacks

Windshark attacks against wind turbine

— Wind Energy is the predominant source of renewable energy

— SCADA system controls the wind turbine and substations

— |[EC-61400-25 defines communication requirements for wind plant

— Operator can remotely set on/off/idle, and emergency shutdown

— Emergency shutdown (AKA hardstop) induces excessive wear and tear on critical

mechanical components

Washington State University
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Cyberattacks in Smart Grids: Control Signal Attacks

Windshark attacks against wind turbine

— Python based tool to hijack the turbines and damage them.
— They can list the IP address to target and send commands to the

turbine such as emergency shutdown.

=]
[T e,
/FEESE\ “Cous

Attacker ""'i-'fiog,%
=] JRLTSY
OPC : Request

L I ?
Cmmmmmmmmmmnmnnes
OPC Client OPG: Response Wind Turbines

“Hard-stop to death”

Jason Staggs et al. "Wind farm security: attack surface, targets, scenarios, and mitigation." International Journal of Critical Infrastructure Protection
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Cyberattacks in Smart Grids: Measurement Attacks

False Data Injection (FDI) attacks

— Manipulate SCADA measurements received by system operators

— Cause a bias AX in the operator’s estimated voltage

— Follow the physical law of power systems to remain stealthy to bad data
detection (BDD) Chi-2 detector

Washington State University

B
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Cyberattacks in Smart Grids: Measurement Attacks

FDI attacks mathematic model

L~ \
Za:Z+a Z‘ Za

") > SE

X + Ax

a= h(X-l—AX)—h(X) Stealthy

B}

v

— X, Z is the state and measurements before attacks
- X+ AX,Za is the state and measurements after attacks

— k() is non-linear power flow equations

FDI attack knowledge requirements

— System topology, represented by 5(.)

— Transmission line impedance, represented by h()

— Bus voltage x

Washington State University



Control Signal and Measurement Attacks

Line outage masking attacks

— Physically disconnect some lines from the attacked area

— Mask the measurements within the attacked area by DoS or FDI attacks

— Cause immediate failure and block the operator’s awareness at the same time

— Lead to cascading failures

——— : Information Flow «-<----+ Physical Attack @ : Cyber Attack

o @ MU o
I _E __________________ 1 %30 37 i:{s
|RC'3\[].J\ | 8 S
- a_ll . |~= ) - WA 26 23 L1 29
Topology Processing|=—*  State Bad Data d.“d (V. 9) 1\ T JTL
| & Observability Estimation |5 Q: Parameter Error Pas o ’ LT
| L - [ A m— : i |:V. "': it , ds5 R W] | ——
7 |F: Check G C )| Detection (BDPED) | I
[ 1+—  3— 18 17—
| Bad Data Remove | I 1 |51—\>
|  State Estimator & Parameter Correct Fail | : ? —?T 4 14
———————————————————— — 39
I
B = ( Attacker ) I .
i T |
i Force |_ | _ _ _ _ _ J —
> ¢ Z{ Sensor | T 1nvasion ’ ! "
. 971 T 10— 20
M | False Data —W 8
| /i ; | Injection s T 2 H
Line outage masking attack blocks IEEE 39-bus power system

[1] X. Liu, et al. "Masking Transmission Line Outages via False Data Injection Attacks," in IEEE Transactions on Information Forensics and Security, 2016
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Defense Strategies in Smart Grids
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Defense Strategies in Smart Grids

Control Center

I . e AR RN -
Defense Strategies ‘ \ Cewewy )/ omtma ) o esmant, )
/ WAMPAC /7 o et /
e _ri Tg ( P‘i"“fff"f/ , Bad Data Detectlor/u
© OZ |
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@@2/ @@/ @@/ 9Y,
/" Automatic ) ,” Network , /Demand ),/ Secondary
(’_Ge_n_eritl_oE(ioEtiolf f 7Ricor1j|§uiag@ Ay _Response,, ’! Voltage chtrol ',/
. a &
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i =y ey -
iy /i
A &y 0
i/ £

— Data-driven approaches 9 £ ramsmisions £/ = y

4 \ _ Distribution _/ -

A ——
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@ Measurement .. communication £ IT Attacks (e.g., Byzantine Attack, DoS)
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Defense Strategy : Securing Measurement Sensors

— Cyberattacks require write access to control/measurement signal
— A natural approach is to select and protect critical control/measurement signal
— Protecting all sensors vs protecting a few sensors

— Optimally select and protect sensors through graph analysis and optimizations

minimize  |P)|
PCM

subject to  rank (H{-p}_*) — rank (H{P}’{I\.D}) + |D].

5 Bus number

12) Line index 18 =

7| Meterindex 12 _Y__ (19
Line flow meter

Y [Injection meter
Unmeasured lines 12

112 Protected meters

7 (14

Fig. 2. A measurement placement for the IEEE 14-bus testcase. Fig. 3. An illustration of MMST from the IEEE 14-bus testcase.

[1] S. Bi, et al "Graphical Methods for Defense Against False-Data Injection Attacks on Power System State Estimation," IEEE Transactions on Smart Grid, 2014
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Defense Strategy: Moving Target Defense

— Actively change the system configuration to invalidate the attacker’s
knowledge about true system configuration

— Distributed flexible AC transmission system (D-FACTS) devices are
attached to transmission lines

— Line impedance can be controlled by D-FACTS devices using encrypted

communication

MTD Planning MTD Operation

— Location of D-FACTS devices — Setpoints of D-FACTS devices
A s g - < 105% |
i Y e ki 0.87, , 1.2r,

¥,  Original line impedance
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Defense Strategy: Moving Target Defense

MTD Operation
i Setpoint Dispatch Operation Cost
Moving Target Defense [+] | S0%
Metrics [=] | 120% | Voltage Stability
v
Cost L) . | Hidden Operation
(X
Detection MTD PIannfin
Capital Cost
Stability

Detection Effectiveness

Stealthiness Hidden Placement

G Control === Communication Operator

* How could operator optimally place D-FACTS devices considering cost and detection?
* How could operator optimally determine setpoints considering operation cost?
* How could operator adjust D-FACTS setpoints to ensure the voltage stability?

* How could operator design a hidden MTD to smart attackers?

Washington State University



Defense Strategy: Moving Target Defense Planning

MTD Planning Objectives Planning Requirements

— Maximum detection effectiveness araph theory Black graph: spanning tree

— Minimum number of D-FACT devices m=ssssm) — Red graph: no loops
— Economic benefits of D-FACTS devices — D-FACTS on lines with high PLIS

MTD Planning Solution Planning Algorithm

Algorithm 1: D-FACTS Placement for the Incomplete MTD

Input: The edge-weighted graph G{L, £} of a power grid topology
Output: DF: set of D-FACTS lines; NDF: set of non-D-FACTS lines
I: Initialization: &, = @ /1 set of edges in a loop

2: NDF =find the MST in G /{ NDF candidates

3: DF = € - NDF

4: Generate a graph Gpr composed of DF lines and all nodes
5: while Gpr has loops
6
7
8

Add all edges in the first loop to set £,

14 Arrange edges in €, in ascending order of their weights
15 for each edge e in £, // start from the lowest-weight edge
9: ew=¢ewxAl /f decrease the positive weight (A < 1))
8 I Bus7 G5 10: NDF = find the MST in weight-updated G
Bus 4 11: DFZE*NDF .
* 12: Update Gpr using new DF lines
13: if Gprhas no loops
6 14: return DF, NDF
15: else if the same loop &, still exists in Gpr
16: £.w = e.w =+ A /lrestore ¢, try the next edge in loop
Bus 3 17: else
L 18: break //loop £;, doesn’t exist, move to the next loop
19: end if
20: end for

21: end while

Optimal planning for the IEEE 14-bus system 22:_return DF, NDF
B. Liu et. al. "Optimal D-FACTS Placement in Moving Target Defense Against False Data Injection Attacks," in IEEE Transactions on Smart Grid, 2020
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Defense Strategy: Data-driven Approaches

Machine Learning Detectors oo ®
— Collect historical measurements ; . i,’
— PCA dimension reduction - e 3
7
— Supervised classification methods s A w e

Characteristic of normal and attacked data [1]

Deep Learning Detectors

— High Dimension measurements (Convolutional Neural Network)

— Measurement pattern (Recurrent Neural Network)
— Imbalanced data (Generative Adversarial Network/ Autoencoder)
— Power system configuration (Graph Neural Network)

[1] M. Esmalifalak, et.al, “Detecting Stealthy False Data Injection Using Machine Learning in Smart Grid,” IEEE Syst. J., Sep. 2017.
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Highly Stealthy Cyberattack
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Data-driven Approaches

20

[ ] [ ] I@
Machine Learning Detectors o, ©
10 @
— Collect historical measurements ;f -
/T &)
— PCA dimension reduction T Aacked )
5t @@

— Supervised classification methods

-20 1 1 1 1 1
-40 -30 -20 -10 0 10 20

Zir1

Characteristic of normal and attacked data

Research Question
— What is the limitation of these ML detectors?

— How could the attacker smartly construct an FDI attack?

Highly Stealthy | + High Impact

Washington State University



Matrix-Completion (MC)-FDI Attack

— First FDI attack designed to maintain stealthiness against machine
learning (ML) detectors and the BDD

— Apply MC to make compromised measurements consistent with the
temporal correlation of historical measurements

— Maximize the incremental voltage to ensure a sufficient negative
impact on the power system operation

& MC-FDI attack model ‘.c?; Hybrid defense model - B D D C h |-2 Dete CtO r
> sE ol mernr |, [ Chiz Detector 4 Physical law of power system
Model >
» Collect Data p (11),(14) AC-FDI (9) w ’| ML Detectors |
V4
° — ML detectors
at
P z v 7 Consistent with historical
—> Power System L » + »| State Estimation -

9 X, measurements

B. Liu, H. Wu, Q. Yang, H. Zhang, Y. Liu, and Y. Zhang, “Matrix-Completion-based False Data Injection Attacks against Machine Learning
Detectors,” IEEE Transactions on Smart Grid, Sept. 2023.
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Preliminaries: Matrix Completion (MC)

— A technology aiming to estimate the unknown elements in an

incomplete matrix that has a low-rank property
— Original matrix and incomplete matrix

o A
¥, T x\._ \?:?"

}‘o#“% RS ,r! K .-Tw‘_._'_“’:::
(@) Original matrix (b) Incomplete matrix M (c) Completed matrix X
— Formulation MC
min (Rank of matrix X) Xgéﬁlf}@ |
Elements in X = Known elements in M St X, =M

— Research Question: How can we use MC to construct highly stealthy FDI?
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Highly Stealthy MC-FDI Attack

Matrix Formulation

Ps [ [ [ 229 | | >
t t t ¢ t || time
1 2 3 T-1 T
Attack area
B . S2 4 Bus 13
20
__, Bus 12 Bus 14
| 0 19
L_a Bus 11 LV
> ~N
N 16 Bus 9
12 13 11 —
oS N Bus10 ~~ I Bus 8

0 i Bus 6
| Bus 4
L-. Bus 1 10 7 - e *
- Bus5 _ -~ _~ I
2 P I
— — -
~ e I I/ _ 74 I 6
== ~< s
Iy I~ < I I
L_gJ ~ I ﬁ ______ Bus 3
< Bus 2 3
CGD G2 G3
——> Eavesdrop ——> Launch attack —  Known-admittance line
-1
| ) )
Vm B, 0, P Oy L J' Unknown — — Unknown-admittance line
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Highly Stealthy MC-FDI Attack

MC-FDI Mathematic Model

min (Rank of matrix Z))

Known Z, = normal measurements Z,

Unknown Z_ = compromised measurements Z,

Linearized FDI attack equation

Voltage deviation constraints (target buses)

Voltage deviation constraints (non-target buses)

Washington State University

min ‘Za . —iHAle
Ax
st.  Z,0)=Z,() i € idx;
Z,()=Z,(i)+a i €idx!
a = H(x,)Ax

Ax, () <AX()<Ax, (i)  ieidx’™

a

Ax(i)=0 i ¢ idx™

a




Highly Stealthy MC-FDI Attack

Experiment Results

— Stealthiness of MC-FDI attacks against ML detectors
— 500 Traditional FDI and 100 MC-FDI attacks

Traditional FDI
T T T T 0.5
Normal data
AM =03
AM=0.2 B
AM=0.1
AM =0.05
AM =0.01

T T

« Q@‘ %  Normal data
Qﬁ@ o  Compromised data

0.5

-0.5

-1.5

-2.9

2.4

PERFORMANCE OF ML DETECTORS ON DETECTING FDI ATTACKS

-0.5

1

1

-3

-2.9

-2.8

-2.7

24

PERFORMANCE OF ML|DETECTORS ON DETECTING MC-FDI ATTACKS

Detector AM Norm Precision Fl
0.1 0.015 0.93 0.35 0.51
SVM 0.3 0.049 0.97 0.74 0.84
0.1 0.015 0.94 0.52 0.67
ANN 0.3 0.049 0.96 0.78 0.86
LR 0.1 0.015 1.00 0.26 042
03 0.049 1.00 0.70 0.82

Washington State University

Detector A MNorm Precision
3.1 0.057 0.67
SVM 32 0.140 0.78
3.1 0.057 0.67
ANN 32 0.140 0.77
LR 31 0.037 1.00
32 0.140 1.00




Highly Stealthy MC-FDI Attack

— Impact of weight 4 on MC-FDI attacks

46 T T T T T T T T
O  Undetected TFDI *
458 L %  Detected TFDI * % 1
g  Undetected MCFDI * *
456 | * i
* " * * N
* * O*
454 * *
|- * * —
= * R * * *
*
S452 | skk k¥ X 4
N * * * ¥ *;: O** %e * ¥ 5 N
s * B ok £ 00 Sx oM
[ * W % 3@ s B
* * * O
44.8 % @ 00 ¥ 1
*
000, %™ 0 o
44.6 i Gg o i
g o —>
44 1 1 1 | 4| increase
0.04 0.05 0.06 0.07 0.08

x|
(a) MC-FDI attacks in norm-norm space
Detection of MC-FDI attacks?

— Securing Measurement Sensors

— Moving Target Defense

Washington State University

02 |

-04 |

-0.6 I I I I i3

min HZ ) —ZHAXH
Ax a 1
0.8
@
0.6 0.274
D
T
’f*;i * 0273
0.272 O
02 | ’H’% . A increase

-2.824 -2.822 -2.82 -2.818

%  Normal Data
o Compromised Data

-3 -2.9 -2.8 -2.7 -2.6 -2.5 -2.4

(b) Stealthiness of MC-FDI attacks



Thanks
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