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Who is this person?
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Who Do You Trust?
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Traditional Quality Control Goal: 
   Ensure that it does what it should

Security Goal for Mission Critical Systems: 
   Prove that it does what it should
         and nothing more
           no matter what happened or will happen

Mission Critical Systems Add Challenges and Complexity
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What Do We Do About It???
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Applying Security to Supply Chains
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Can I keep information about my suppliers, 
processes, or devices secret?Confidentiality

Can I ensure that all stages in my supply chain are 
implemented correctly so that the end product is 
what is expected and nothing more?

Integrity

Are the devices, people, or other resources I need 
available when I need them?Availability
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To know thyself is the beginning of wisdom 
  --Socrates
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But What About the Software?
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Just Seeing Isn’t Enough, 
  We Have to Understand
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Sometimes, it can be obvious!
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Software, too
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Systems are harder
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Just Understanding Once Isn’t Enough, 
  We Have to Continuously Manage
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Continuous Improvement Is Critical
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But I am mortal, and liable to fall!
 -- Charles Dickens, A Christmas Carol
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Designed Security 
Defense in Depth

Endpoint Security
Antivirus

Network Monitoring
SIEMs

Analytics
AI? 

Tools are Critical!
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But do you trust your tools?
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I am but mad north-north-west. When the 
wind is southerly, I know a hawk from a 
handsaw.
 -- Hamlet
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The Missing Piece
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All of this depends on the acceptable level of risk
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Questions?
Jess.Smith@PNNL.gov
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