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Who is this person? R 1Y

» PhD from WSU, MS and BS
from Uldaho

» Working at PNNL now, have
worked at SEL, MITRE,
NASA

» Owns an alpaca ranch
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Who Do You Trust? <
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Mission Critical Systems Add Challenges and Complexity %vf/
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» Traditional Quality Control Goal:
Ensure that it does what it should

» Security Goal for Mission Critical Systems:

Prove that it does what it should
and nothing more

no matter what happened or will happen
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Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for

you.

20% complete
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Applying Security to Supply Chains E{%&est
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Can | keep information about my suppliers,
processes, or devices secret?

Confidentiality

) Can | ensure that all stages in my supply chain are
Integrlty implemented correctly so that the end product is
what is expected and nothing more?

. op: Are the devices, people, or other resources | need
Avallablllty available when | need them?
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To know thyself is the beginning of wisdom
| --Socrates
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But What About the Software? il
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ust Seeing Isn’t Enough,
We Have to Understand
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Sometimes, it can be obvious! ol
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REFERENCE DEVICE SAMPLE #1
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Software, too
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Customer Support : 1-877-360-0485

- - Micosoft
Hl Windows

Product Key

Please Enter Product Key
Windows Defender prevented an unrecognized and malicious software on your computer.
Please enter your Windows Product Key. The Product Key should be on a label or the card
inside: the box that Windows Disk came in or in the confirmation email you recieved after
buying it. if you have upgraded to Windows 10, you have a digital license instead of a key.

A product key is a 25 character code used to active Windows. It look like this:
PRODUCT KEY: 2000020000 -2CO000- 0000 0000K
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Systems are harder %
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Just Understanding Once Isn’t Enough,
We Have to Continuously Manage
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Continuous Improvement Is Critical \%/
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"~ But | am mortal, and liable to fall!
-- Charles Dickens, A Christmas Carol
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Tools are Critical! 3
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» Designed Security
B Defense in Depth

» Endpoint Security

B Antivirus

» Network Monitoring
B SIEMs

» Analytics
H AI?

November 19, 2024 21
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~ But do you trust your tools?
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| am but mad north-north-west. When the
wind is southerly, | know a hawk from a
handsaw.

-- Hamlet
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The Missing Piece o
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All of this depends on the acceptable level of risk
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Questions?
Jess.Smith@PNNL.gov
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