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What is Web Tracking?
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Why Does Tracking Exist?
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Classic Tracking

Cookies

• Website stores an id on the client
• The client returns the id to the server 
• The id is what allows re-identification
• “Stateful”
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Do websites still know who you are?
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What Is Browser Fingerprinting

“A device fingerprint, machine fingerprint, or browser 

fingerprint is information collected about a remote 

computing device for the purpose of identification. 

Fingerprints can be used to fully or partially identify 

individual users or devices even when cookies are 

turned off.”

• Browser fingerprints can be trivially collected by any website the user visits through a series of JavaScript 
APIs.
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Browser fingerprinting is a double-edged sword

Usage scenarios

● Security Enhancement

○ Bot Detection: Differentiate between bots and legitimate web users

○ Authentication: Differentiate between a legitimate owner of an account and someone 

impersonating that owner 

● Privacy Concerns

○ Track users against their will (stateless tracking) 
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Risk-Based Authentication and Two-Factor Authentication (2FA)

• 2FA creates friction for users 
• Certain websites only trigger 2FA for suspicious login attempts
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Advanced Risk-Based Authentication That Uses Browser Fingerprinting
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Legitimate Login 

Bypass 2FA?

https://www.target-website.com
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Overview of our attack workflow

Authentication Pitfalls of Browser Fingerprinting
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1

3

Enable FP-extractor extension

Page with fingerprinting script

“Extract” fingerprinting code

Phase1: attacker visits target websites and "extracts" their fingerprinting code

https://www.target-website.com

Automatically replicate the exact
fingerprinting process of target 

websites

2

Visit target-website

4

xlin48@uic.eduAuthentication Pitfalls of Browser Fingerprinting
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2

Deploy phishing site

Visit phishing website

https://www.phish-website.com

Collect login, password 
and fingerprints

3

Page generates fingerprints
of user's device

John Doe

***********
4

Generate fingerprints identically 
to the ones expected by target 

websites

Phase2: attacker obtains user’s credentials and fingerprints

Authentication Pitfalls of Browser Fingerprinting
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1 3

Visit target website

Page with fingerprinting script

John Doe

***********

4

Spoof fingerprints, 
send login, password

5
Grant access 
    or
trigger 2FA

Successful 
Login

OK

Fingerprints 
Match！！

Phase3: attacker spoofs fingerprints and bypasses 2FA mechanism

Enable FP-Spoofer extension
https://www.target-website.com

2

Authentication Pitfalls of Browser Fingerprinting



16CySER 16

What about the real world ?
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Website Fingerprinting Technique IP Address Restrictions Vulnerable
BasicFP Canvas/WebGL Fonts Audio IP Check Bypass

Bank-A ✓     - ✓

Bank-B     ✓  

CreditCard ✓    ✓ → ✓

Trading-A ✓     - ✓

Trading-B     ✓ → ✓

Tax-A ✓ ✓   ✓  

Tax-B ✓ ✓ ✓   - ✓

Tax-C ✓ ✓ ✓ ✓  - ✓

Tax-D ✓ ✓ ✓ ✓ ✓  

eCommerce-A ✓ ✓    - ✓

eCommerce-B ✓    ✓  

RideSharing ✓ ✓ ✓  ✓ → ✓

Food&Beverage-A ✓    ✓ ○ ✓

Food&Beverage-B ✓    ✓  

Risk-based authentication mechanisms in popular web services

➢ We completely bypass 2FA in 9/14 websites that use FPs for authentication!
➢ Attack only prevented by IP address checks.
➢ We inject X-Forwarded-For header (used by proxies) with the user’s IP to bypass IP-checks (→).
➢ Certain sites only require an IP from the same city (○).
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Browser fingerprinting is a double-edged sword

Usage scenarios

● Security Enhancement

○ Bot Detection: Differentiate between bots and legitimate web users

○ Authentication: Differentiate between a legitimate owner of an account and someone 

impersonating that owner 

● Privacy Concerns

○ Track users against their will (stateless tracking) 
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Browser fingerprinting heavily relies on JavaScript.

Online tracking 
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Privacy-focused browsers and anti-fingerprinting extensions
➢ Spoof certain APIs
➢ Disable JavaScript (entirely or partially)

Fingerprinting countermeasures
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Is fingerprinting possible without JavaScript?
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Our approach: Implicit stylistic browser fingerprinting

Implicit stylistic browser fingerprinting
➢Does not use any JavaScript
➢Provides highly discriminating fingerprints



23CySER 23CySER Seminar 

What can we use to detect the stylistic differences? 

Dimensions! 

Chrome Firefox Safari

 
12-hour Time 24-hour Time

23

English OS Chinese OS

34px/13px 40px/15px 183px/16px 

146px/32px 

425px/35px 

99px/32px 

425px/41px 
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Fingerprinting attributes 

AIU: captured by AmIUnique  FPJS: captured by FingerprintJS  
: partial feature support : full feature support

dimensions339
Fingerprinting Elements

Certain HTML elements have different sizes 
depending on certain environmental factors. 

Implicit Stylistic Fingerprints
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• The page only needs 25 iframes.
• All elements are placed in an 800px by 1000px iframe (main iframe) to ensure that their dimensions remain consistent across 

different browser window sizes. $a1
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iframe/column

A B C D E F G H I J K L M N O P Q R S T U V W X Y

Main iframe
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iframe/column
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Other Tracking Vectors: Using Extensions
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Other Tracking Vectors: Using Favicons
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1993 2015
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If you’re interested in breaking 
and fixing on the Web, please 
contact me at: xu.lin@wsu.edu
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