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Vulnerability Analysis 

Static 
Analysis

Dynamic 
Analysis

Fuzzing

Deep Learning-
based Analysis

• Trained/Evaluated: Synthetic Datasets.

• Real-world Datasets: Small. 

• Results: Highly Inflated

We urgently need datasets:
• Large-scale
• Realistic 
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Realistic Vulnerability Dataset
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Wild Collection:
• Much human time
• Automatic Tool: Low Precision

Automatic Generation:
• FixReverter: 

• Manual Designed Rules
• Diversity Limited

• Neural Code Editors:
• Chicken-Egg Problem
• Semantic Aware

• Deep Learning 
• Semantic Understanding 

• Pattern Mining/Application
• Small Training Set

VGX:
• Human-knowledge-enhanced edit pattern formation
• Value-flow-based pre-trained Transformer for localization learning
• Large-scale vulnerability data generation with high accuracy.



VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses
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• Approach

Pre‐training
code corpus

Existing 

vulnerability 

fixes

Vulnerability

documentation

Preprocessing

Step 1:
Value-flow-based 

localization learning
(Semantics-aware contextualization)

Step 2: 
Human‐knowledge

‐enhanced edit 
pattern formation

Production
Normal 
Program

Vulnerable 
Program

Value-flow-based 
position encoding for 

the Transformer model

Code localization 
specific pre-training

Pattern 
refinement and 
diversification

Data 
augmentation
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Preprocessing

Pre-order traversal the 
green nodes to get the 
linearized AST.

Value-flow-based 
position encoding for 

the Transformer model

Code localization 
specific pre-training
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 1: Semantics-aware contextualization

• Self-Attention block with value-flow-based position encoding 

Output hidden 
representation of 
the i-th token.

Attention 
between i-th and 
j-th tokens.

Traditional relative 
position encoding

VFG-based relative 
position encoding

Traditional absolute 
position encoding

VFG-based absolute 
position encoding

Message passing 
aggregation

Sum up to get the 
graph representation

multiplied with a weight matrix
to get the value-flow-based 
position encoding
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 1: Semantics-aware contextualization

• Pre-training tasks:
• CodeT5 Tasks: mask span prediction (MSP), identifier tagging (IT), masked identifier prediction (MIP)

• Code-AST Prediction (CAP)

• Irrelevant Statement Prediction (ISP)

• Data augmentation for fine-tuning
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 2: Human‐knowledge‐enhanced edit pattern formation

• Pattern Extraction: Same as VULGEN

• Pattern filtering/ranking:
• Prevalence score (spreval)

• Specialization score (sspec)

• Identifier score (sident)

• 𝑠𝑟𝑎𝑛𝑘 = 𝑠𝑝𝑟𝑒𝑣𝑎𝑙 × 𝑠𝑠𝑝𝑒𝑐 × 𝑠𝑖𝑑𝑒𝑛𝑡
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 2: Human‐knowledge‐enhanced edit pattern formation

• Pattern refinement
• Select the top-300 patterns in the ranking

• Read the CWE documentation

• Removed 21 patterns that are too general which cause many false positives

• Manually derived 20 patterns which support regular expression

• Pattern diversification
• Manually derived 4 pattern mutation rules to diversify the patterns

• Obtained 305 new patterns

• Finally got 604 patterns for vulnerability injection
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 2: Human‐knowledge‐enhanced edit pattern formation
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Approach

• Step 3: Vulnerability Data Production
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• VGX effectiveness
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Evaluation Dataset
• 7,764 samples
• Training: 6,989, Testing: 775 

BigVul 

PatchDB 

CVEFixes 

ReVeal 
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Ablation Study
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Large-scale production

• Based on 738,453 real-world normal samples
• VGX generates 150,392 samples

• Success rate: 90.13%

• Vulnerabilities cover 23 CWE types
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Downstream analysis improvement
• Sample 10% of the generated samples (15,039) for augmentation

• Vulnerability Detection • Vulnerability Repair

• Vulnerability Localization
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

• Real-World Vulnerability Discovery
• CVEs Detected by Improved LineVul but missed by the original one among the 71 CVEs 

between 2021-2023
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Empowering learning-based vulnerability analysis via automated data augmentation

• Summary
• Presented VGX, a state-of-the-art technique for large-scale vulnerability data generation.

• Integrated human knowledge and semantics information into the pipeline.

• Demonstrated that VGX is able to generate practical vulnerability dataset. 
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• Take-aways
• Value flow information helps transformer models learn vulnerability injection location 

• Task specific pre-training (through respective objectives) facilitates model’s learning of 
general knowledge specific for the task (of vulnerability injection).

• Human knowledge about vulnerability overcomes overfitting to limited seed samples of 
vulnerability edit patterns. 
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