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Vulnerability Analysis

* Trained/Evaluated: Synthetic Datasets.

Deep Learning-
based Analysis

* Real-world Datasets: Small.

Static
Analysis

* Results: Highly Inflated

( Fuzzing 1

We urgently need datasets:
* Large-scale
e Realistic

Dynamic
Analysis

Background->Motivation->Technique->Effectiveness->Usefulness



Realistic Vulnerability Dataset

Automatic Generation:
* FixReverter:
* Manual Designed Rules
* Diversity Limited
* Neural Code Editors:
* Chicken-Egg Problem

* Semantic Aware
\

Wild Collection:
e Much human time
e Automatic Tool: Low Precision

* Deep Learning VGX:
* Semantic Understanding * Human-knowledge-enhanced edit pattern formation

* Pattern Mining/Application * Value-flow-based pre-trained Transformer for localization learning
* Small Training Set * Large-scale vulnerability data generation with high accuracy.
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach

Code localization
specific pre-training

Value-flow-based
position encoding for
the Transformer model

Step 1:
Pre-training Preprocessing Value-flow-based
code corpus localization learning

(Semantics-aware contextualization)

Data
augmentation

S Normal ; Vulnerable
Existing Production

vulnerability Program Program
fixes

Step 2:
Vulnerability Human-knowledge
documentation -enhanced edit
pattern formation

Pattern
refinement and
diversification
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach
* Preprocessing

Pre-training
code corpus

Existin%
vulnerability
fixes

Greprocessing \
Value flow | Sub-graph » Relative and
analysis VEGs extra%:tign absolute VFG
»[ Source subgraphs
code linearize
> AST parsing——p Linearization4d> Code
ASTs ASTs +AST
1 int foo(char *password
2 { Arrowed lines indicate
3 char *bMIZ sizeof(char)); value flow, with different
4 int res; colors just differentiating
> if(but==NULL) the value flow of different
6 return -ENOMEM; variables (e.g., “password’
7 if(strlen(password)>=BUFSIZE) and ‘buf’).
8 return -EINVAL;
9 strcpy(ouf, passwordy; Grey background marks
10 res=check (buf); where vulnerabilities may
11 if(res==1) { be injected (e.g., Lines 5-8).
12 printf("auth successful.\n");
13 free(buf);
14 return res;
15 } else {
16 printf("auth failed.\n");
17 free(buf);
18 return res;}
19}

Code localization
specific pre-training

Pre-training

code corpus -

Preprocessing

Step 1:
Value-flow-based

localization learning

Existing

Normal

vulnerability
fixes

Vulnerability

Program

Step 2:
Human-knowledge

documentation

-enhanced edit
pattern formation

Value-flow-based
position encoding for
the Transformer model

A 4

Production
A

Vulnerable
Program

enhanced for_statement

if_ statement
parenthesized_expression expression_statement

Property p org

method_invocation

method_invocation @ @ argument_list
| contains | n

Pre-order traversal the
nodes to get the
linearized AST.

I result |
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach

e Step 1: Semantics-aware contextualization

Relative and
absolute VFG
subgraphs

Code
+AST

Output hidden
representation of
the i-th token.

Attention
between i-th and
j-th tokens.

(

ﬁtep 1: Seman

tics-aware contextualization

(model training)

Customized Transformer

>

value-flow-based
position encoding

V.

Fine-tuning

input embedding

Pre-training

(objectives:

CAP, ISP,...)

.

N

Traditional relative
position encoding

VFG-based relative
position encoding

Trained
contextualization
model

Emstlnﬁ
vulnerab ility I

fixes

VFG-based absolute
osition encoding

Pre-training

code corpus

Existing

Preprocessing

Step 1:
Value-flow-based
localization learning

A 4

Normal
Production

Vulnerable

vulnerability
fixes

Program Program

A

Step 2:
Human-knowledge

Vulnerability
documentation

1
)T+ %(a

D)@ |+

-
=

_QV:G)(GKVFG)T

J

Traditional absolute
position encoding

-enhanced edit
pattern formation

Message passing
aggregation

v

’

Ty = GRU(w,, E 9(xu))
(u,0)EFR
— ’
Xg = Z Xy Sum up to get the
eV graph representatio

WraG v

rii = %Rypg

Kyvre _ multiplied with a weight matri
rii - ngVFG to get the value-flow-based

position encoding

Backgrou nd->Motivation->Technique->Effectiveness->UsefuIness



VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach

e Step 1: Semantics-aware contextualization |EEmg e |V

code corpus localization learning

6tep 1: Semantics-aware qontextualization\

(model training) TETE Normal

Program

vulnerability

Customized Transformer Trained ;
contextualization fixes

' \l/ Fine-tuning model
Relative and 4
value-flow-based -
absolute VFG g position encoding Pre':tral'nlng Step 2:
subgraphs | | b—m—r— (objectives: Vulnerability Human-knowledge
Code CAP,ISP,...)| r=—======—~ 1 Existin% I documentation -enhanced edit
vulnerability

input embedding b e sasaTid
HAST \ 70 : I' fixes

* Pre-training tasks:
+ CodeT5 Tasks: mask span prediction (MSP), identifier tagging (IT), masked identifier prediction (MIP)
* Code-AST Prediction (CAP)
 Irrelevant Statement Prediction (ISP)

pattern formation

* Data augmentation for fine-tuning
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach
e Step 2: Human-knowledge-enhanced edit pattern formation

—_—
Existing

¢’ Step 2: Human-knowledge-enhanced edit pattern formation wlnerabmty_injemon\

Pre-training
code corpus

Preprocessing

vulnerability | | |
fixes

Vulnerability

IAST parsin I——>
> - . ASTs

Pattern extraction|-&Xtracted i pattern filtering/ranking code edit patterns

’

documentation

I

\.

Human
knowledge
discovery

Step 1:
Value-flow-based
localization learning

patterns
i filtered y patterns I SR
manually defined pattems o o refinement »  Pattern Existing el
diversification wulnerability Program
manually derived pattern mutation rules »| (via mutation) y fixes

Pattern Extraction: Same as VULGEN

Vulnerability

documentation

 Pattern filtering/ranking:

* Prevalence score (s, cya)

* Specialization score (sg.)
* ldentifier score (S;yont)

S

rank ~ Spreval X Sspec X Sident

Step 2:
Human-knowledge

A

Production
A

-enhanced edit

pattern formation
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach

 ——

Existing

e Step 2: Human-knowledge-enhanced edit pattern formation

¢’ Step 2: Human-knowledge-enhanced edit pattern formation

vulnerability | | |
fixes

i Pattern extraction|-&Xtracted ol pattern filtering/rankin
p|AST parsing G attern extractio T g/l g

filtered y patterns

Vulnerability
documentation

manually defined patterns

refined patterns
>

vulnerability-injection

code edit patterns

Human »| Pattern refinement . e .
»  knowledge diversification
k discovery manually derived pattern mutation rules »| (via mutation)

Pattern

N

e Pattern refinement

* Select the top-300 patterns in the ranking
* Read the CWE documentation

Pre-training

code corpus

Existing

Step 1:
Value-flow-based
localization learning

Y
Normal

Production

vulnerability
fixes

Vulnerability

Program y

documentation

* Removed 21 patterns that are too general which cause many false positives

* Manually derived 20 patterns which support regular expression

* Pattern diversification
* Manually derived 4 pattern mutation rules to diversify the patterns

* Obtained 305 new patterns

* Finally got 604 patterns for vulnerability injection
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach
e Step 2: Human-knowledge-enhanced edit pattern formation

Table 10: Manually Defined Vulnerability-Injection Patterns step 1:

Pre-training Preprocessing Value-flow-based
*mutex*(h0): = EMPTY code corpus localization learning
Justification: “Race Condition™ mostly happens with a lack of mutex related statements, but there are many mutex related function [76]. Thus, once the located statement involve
“mutex”, we delete it.

Patterns: *“TCHECK*(h0): => EMPTY  *assert*(h0): => EMPTY Normal y vl bi
Justification: There are many samples in the training set deleting statements involving "TCHECK" and "assert", but they usually use different function names[77]. Thus, once Existing Production dinSelle
located statement involve “TCHECK” or “assert”, we delete it. vulnerability Program 'y Program

Patterns: #free*(h0); => EMPTY  *Free*(h0): => EMPTY  *destruct®*(h0); => EMPTY  *destroy*(h0); => EMPTY  *unref*(h0): => EMPTY  “*clear*(h0); => EMPTY fixes
Justification: "Memory Leak" mostly happens with not releasing assigned memory. However, there may be many different functions for releasing the memory [78]. Thus, once the
the located statement involve memory release related functions, we delete it.

Patterns: unsigned hO: => h0; _ int64_t hO; => int h0; _ static hO h1 = h2; => hO hl = h2; Step 2:
Justification: "Type Error" usually happens with not using static, unsigned, large-size types. but the current patterns specify too many details like identifier names or assigned values Vulnerability Human-knowledge
in the patterns [79]. Thus, we make these details holes so that they are more general. documentation -enhanced edit

pattern formation

Patterns: memset(h0);: => EMPTY  hO = *ERR*;=>EMPTY hO=*NONE* =>EMPTY h0=0;=>EMPTY hO=NULL:=>EMPTY *buf*=h0:=> EMPTY
Justification: "Use of Uninitialized Variables" usually happens with not initializing declared variables, but current patterns specify too many details like identifier names and values
in the patterns [80]. Thus, we make these details holes and use regular expression to represent the common initialized value, so that they are more general.

Patterns: hO = kcalloc(holel, hole2, hole3): => h0 = kzalloc(h1#h2, h3);  hO = calloc(hole0, hole1): => h0 = malloc(h1*h2);

Justification: "Memory Allocation Vulnerability" usually happens when using unsafe memory allocation functions, but current patterns specify too many details like identifier
names and values in the patterns [81]. Thus, we make them holes to make the patterns more general.

Table 11: Pattern Mutation Rules

Rule: function_name(parameters): =>new_function_name(new_parameters); <> hO=function_name(parameters): => hO=new_function_name(new_parameters);
Justification: Some function calls like strncpy may return some values but the return values do not always assign to a variable. Mutating such patterns so that they have or
remove the return value assignments increases the generalizability of the pattern set.

Rule: if(condition) return NULL/0/-1: => EMPTY < if(condition) return -EINVAL/EBADFD/ENOTSOCK/EPERM/ENODEV/ENOMEM: => EMPTY

Justification: The typical safety issue checks do some check in an if statement condition and then return an error code when found the issue. However, there are many possible
returned error codes. We mutate these returned error codes to make the patterns more general.

Rule: if(specific_condition) return error_code: => EMPTY => if(hole) return error_code:=> EMPTY

Justification: In our automatic pattern mining, the mined safety checks if statements may be too specific in the condition. However, if an if statement only has one return
statement, it is very likely that it is a safety check if statement. Thus, we remove the specific conditions in these if statements and use a hole to make the patterns more general.
Rule: if(condition) return error_code; => EMPTY < if(condition) break/continue: => EMPTY

Justification: When the safety checks if statements find issues, they may not always exit the function using a return. If the safety check is in a for/while/switch block, it may
use a break or continue to exit. Thus, we mutate the exit statement to make the patterns more general.
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Approach
» Step 3: Vulnerability Data Production

s — Step 1:
Production Pre-training Preprocessing Value-flow-based

code corpus localization learning

Normal
programs

Existing Normal Production Vulnerable

vulnerability Program Program

F———=T=-===-
1
1

fixes

Misdbotics

Trained Step 2:
contextualization Vulnerability Human-knowledge
model -enhanced edit
+ pattern formation

Pattern
matching and

| hing
\ app |(I:a ion )
A

Vulnerable
samples
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

 VGX effectiveness

Technique Precision Recall F1 Success Rate

VGX 59.46% 22.71% 32.87% 93.02%

VULGEN 17.50% (239.77%71) 15.74% (44.28%7T) 16.51% (99.09%7)  75.96% (22.45%1)
CodeT5 12.65% (370.04%7T) 12.65% (79.53%7T) 12.65% (159.84%71) 24.81% (274.93%1)
Getafix 4.67% (1173.23%1) 2.58% (780.23%1) 3.32% (890.06%7T)  57.75% (67.07%7)
Graph2Edit 13.97% (325.62%1) 13.97% (65.56%1) 13.97% (135.29%1) 21.71% (328.47%1)

Evaluation Dataset
e 7,764 samples
* Training: 6,989, Testing: 775
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

e Ablation Study

Experiment Loc Acc Precision Recall F1

VGX 55.35% 59.46% 22.71% 32.87 %

No CAP and ISP  53.03% (4.37%1)  54.36% (9.38%7) 20.90% (8.66%7T)  30.19% (8.87%7)
No AST 49.67% (11.44%71) 53.90% (10.32%7T) 19.61% (15.81%1T) 28.76% (14.29%7)
No VFG 52.13% (6.18%71)  53.29% (11.58%1) 21.93% (3.56%71T)  31.07% (5.79%7)

No Augmentation
No Diversification
No Refinement

51.61% (7.25%7)  53.33% (11.49%7T)  19.61% (15.81%7)
55.35% (0.00%7T)  62.45% (-4.78%7T)  20.38% (11.43%7)
55.35% (0.00%71)  71.91% (-17.31%1) 16.51% (37.55%7)

28.67% (14.65%1)
30.73% (6.96%1)
26.85% (22.42%1)
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

e Large-scale production

* Based on 738,453 real-world normal samples

* VGX generates 150,392 samples
* Success rate: 90.13%

* Vulnerabilities cover 23 CWE types
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

 Downstream analysis improvement
* Sample 10% of the generated samples (15,039) for augmentation

 Vulnerability Detection * Vulnerability Repair

Model Precision Recall F1 Model Top-1 Accuracy Top-5 Accuracy Top-50 Accuracy
Devign-ori 9.82% 50.19% 16.43% VulRepair-ori 8.55% 11.81% 16.29%
I@Eevign-aug-VGX 12.37% (25.97%71)  52.47% (4.54%7) 20.01% (21.79%1) | IVulRepair—aug—VGX 21.05% (146.20%7T) 29.12% (146.57%7T) 30.14% (85.02%71) |

Devign-aué-VulGen 11.23% (14.35%1)  30.03% (—40.15%T) 16.35% (-0.49%7) VulRepair-aug-VulGen 11.81% (38.13%T) 16.77% (41.20%1) 17.85% (9.85%7)

Devign-aug-SARD 15.27% (55.49%1)  15.21% (-69.69%1)  15.24% (-7.24%1) VulRepair-aug-SARD  11.07% (29.47%1)  13.92% (17.87%1)  17.18% (5.46%1)
LineVul-ori 26.42% 2.52% 4.61% VRepair-ori 2.58% 5.16% 8.62%
[LineVul-aug-VGX 11.38% (-56.93%1)  78.00% (2995%71)  19.86% (330.80%1) | |VRepair-aug-VGX 4.41% (70.93%1)  10.59% (105.23%1)  17.18% (99.30%1) |
LineVul-aug-VulGen  9.97% (-62.26%1)  3.73% (48.01%1)  5.42% (17.57%1) VRepair-aug-VulGen  2.85% (10.46%T)  7.26% (40.70%T)  14.05% (62.99%1)
LineVul-aug-SARD  9.19% (-65.21%1)  85.70% (3300%1)  16.60% (260.09%1) _YRepair-aug-SARD 1.36% (-47.28%T)  3.46% (-32.94%1)  4.96% (-42.45%T)
IVDetect-ori 9.06% 75.52% 16.18%

IIVDetect-aug-VGX

13.21% (45.81%71)

35.66% (-52.78%7)

19.28% (19.15%1) |

I'VDetect-aug-VulGen
IVDetect-aug-SARD

7.90% (-12.80%7)
10.04% (10.81%1)

65.03% (-13.89%71)
55.94% (-25.92%7)

14.09% (-12.92%1)
17.02% (5.19%1)

* Vulnerability Localization

Model Top-10 Accuracy | Model Top-10 Accuracy
Line Vul-ori 48.84% LineVD-ori 59.25%

|l :ineVul-aug-VGX 58.27% (19.31%7) | LineVD-aug-VGX 66.87% (12.86%1) |
LineVul-aug-VulGen 53.43% (9.39%71) | LineVD-aug-VulGen 52.68% (-11.09%71)

LineVul-aug-SARD

49.85% (2.07%1)

LineVD-aug-SARD

64.18% (8.32%1)
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VGX: Large-Scale Sample Generation for Boosting Vulnerability Analyses

* Real-World Vulnerability Discovery
* CVEs Detected by Improved LineVul but missed by the original one among the 71 CVEs

between 2021-2023

CVE ID Project CWEID | CVE-ID Project CWE ID
2022-46149 Cap’n Proto CWE-125 | 2021-3764  Linux Kernel CWE-401
2023-27478 libmemcached-awesome CWE-200 | 2022-47938 Linux Kernel CWE-125
2022-28388 Linux Kernel CWE-415 | 2023-23002 Linux Kernel CWE-476
2023-22996 Linux Kernel CWE-772 | 2022-42895 Linux Kernel CWE-824
2021-3743 Linux Kernel CWE-125 | 2022-34495 Linux Kernel CWE-415
2022-24958 Linux Kernel CWE-763 | 2022-47520 Linux Kernel CWE-125
2022-30594 Linux Kernel CWE-863
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Empowering learning-based vulnerability analysis via automated data augmentation

* Summary

* Presented VGX, a state-of-the-art technique for large-scale vulnerability data generation.
* Integrated human knowledge and semantics information into the pipeline.
 Demonstrated that VGX is able to generate practical vulnerability dataset.

* Take-aways
* Value flow information helps transformer models learn vulnerability injection location

» Task specific pre-training (through respective objectives) facilitates model’s learning of
general knowledge specific for the task (of vulnerability injection).

* Human knowledge about vulnerability overcomes overfitting to limited seed samples of

vulnerability edit patterns. ,_\
Q&A

17
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