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Interprocedural Binary Analysis

Example ey

absolutely

cgiFormString(Oklaéa4, &vér_9i®, O0x200); // {"user"}
cgiFormString(0Oxlaaac, &var_710, 0x200); // {"passwd"}
cgiFormString(0Oxlaccc, &var_510, 0x200); // {"start"}

cgiFormString(0xlacd4, &var_310, 0x200); // {"count"} My Cloud
if (data 2c2e4 1= 0) Personal Cloud Storage

{
sub_1194c("name --> [%s][%s]\n", &var_910);
sub_1194c("count —-->[%s][%s]\n", &var_510);
} : :
int32_t re_e; Authentication check
if (sub_l60a8(&var_910, &var_710) == 0)

{

ro_9 = sub_119a4();
}

else

{

sprintf(&var_110, "sqlsearch -t video -o %s -r %s,%.." , "/tmp/video_list.xml", &var_510, &var_310);

If (data_2c2e4 != 0) ‘\\\

sub_1194c("cmd[%s]\n", &var_110); Command injection

} /
system(&var_110);

https://www.exploit-db.com/exploits/43435



Interprocedural Binary Analysis

Example

it ((( ) *( x)arg2) 1= 0)

{ Decode Base64
__b64_pton(arg2, &var_1090, strlen(arg2)); ¢ encoded password
if (data_2c2e4 1= @)

{

sub_1194c("pwd [%s]\n", arg2);
sub_1194c("pwd decode[%s]\n", &var_1090);
}
}
int32_t r0_4 = strcmp(argl, "mydlinkBRionyg'");
int32_t ro_6; “k\\“-
voidx ro_7; Hard-coded login credentials
if (ro_4 == 0)
{
ro_6 = strcmp(&var_1090, "abcl2345cba");
if (ro_6 == 0)
{

re_7 = 1; 1s_authenticated variable
}

}
https://www.exploit-db.com/exploits/43435



Interprocedural Binary Analysis

Example
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Interprocedural Binary Analysis

Example —
 Number of paths in a function can be very large, but often many are =
infeasible e
* Automated removal of these paths can have a big impact :
» Can use automated analyses to automatically simplify an =

interprocedural CFG as it is constructed =




Interprocedural Binary Analysis

Problem Statement

Use automated analyses to interactively help vulnerabillity researchers
manage the complexity of analyzing program binaries for vulnerabillities.



Oxl120d
if (argl#0@0 == 0x0)

Bpaze

Static Analysis Framework S

rax#2@0 = Ox0 rax_1#1@0 = 0Ox0
 Built around interprocedural ox1227 ( | | ex12ad ( |
call printf("a is not zero" call printf("a is zero"
control-flow graphs (ICFGs) and a i i
typed intermediate language (PIL)
| Yy ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
e Supports symbolic analysis through 0x1247
. . ‘g . if (argl#0@0 != 0x0)
satisfiability modulo theories (SMT) ‘ ;
solvers o < — ;

®x1249 0x1250
rax_2#6@0 = Ox0 rax_2#5@0 = argl#0@0 * argl#0@0

» Open source, written in s Haskell

e Support for many executable . R

Ox1259

formats and arChIteCre Ia rax_2#7@0 = @{rax_2#5@0, rax_2#6@0}
Q BINAR\!N!NJA aﬂd f @\ | return rax_2#7@0

“Haskell logo.” https://www.haskell.org/img/haskell-10go.svg
“Binary Ninja logo.” https://www.cyberus—technology.de/assets/images/products/tycho/logo_binary ninja.png
“Ghidra logo.” https://ghidra-sre.org/images/GHIDRA_1.png



https://www.haskell.org/img/haskell-logo.svg
https://www.cyberus-technology.de/assets/images/products/tycho/logo_binary_ninja.png
https://ghidra-sre.org/images/GHIDRA_1.png

What is a Program Executable?

ELF header

Program header table

text

rodata

.data

Section header table

Suruefia, CC BY-SA 3.0 <https://creativecommons.org/licenses/by-sa/3.0>, via Wikimedia Commons

201011cO
001011c4

001011c5 ¢
001011c8 ¢«
001011cc ¢

001011d0

001011d7

001011de

001011e0
001011e3
001011e5
001011e8
001011ea
001011ed

00101174

001011fb

001011fd

00101200
00101203

00101205 ¢«
00101208 «
0010120c ¢

0010120f
00101212
00101215
00101218

0010121c

0f le fa

89 e5
83 ec
89 7d
45 ec
00 00
45 10
00 00

78

01

ENDBR64
PUSH
MOV

SUB

MOV
MOV

MOV

JMP

LAB_001011e0

MOV
MOV
SHL
ADD
MOV
MOV

MOV

JMP

LAB_001011fd

MOV
MOV
ADD
MOVSXD
MOV
ADD
MOVZX
MOVSX
ADD
ADD

LAB_0010121c

MOV

RBP

RBP, RSP

RSP, 0x28

qgword ptr [RBP +
dword ptr [RBP +

dword ptr [RBP + j],0x0

LAB_00101258

EDX,dword ptr [RBP + 7]
EAX, EDX

EAX, 0x2

EAX, EDX

dword ptr [RBP +

dword ptr [RBP +

dword ptr [RBP + 1i],0x0

LAB_0010121c

EDX,dword ptr [RBP +

EAX,dword ptr [RBP + 1]

EAX, EDX

RDX, EAX

RAX,qword ptr [RBP +

RAX, RDX

EAX,byte ptr [RAX]

EAX,AL

dword ptr [RBP + ], EAX
dword ptr [RBP + 1i],0x1

EAX,dword ptr [DAT_00104014]




Programs as Graphs

def funcA(x, y):
result = None
1T X == y:
result = 2 % X
else:
result = x + vy

return result

def funcB(xs):
result =
for x 1n Xs:
result += x
return result




Control-Flow Graphs

(CFGs)

long bar(long a) {

if (a == 0) {
printf("Error: a can't be zero.");
return 0;

}

else {
return a * a;

}

bar:

O @ 00001141 1int64_t var_10 = argl
1 @ 0000114a +if (var_10 != 0) then 2 @ 0x1167 else 5 @ Ox1156

v

Y

2 @ 00001167 1nt64_t rax_2 =
3 @ 0000116b 1int64_t rax_1 =
4 @ 0000116b goto 9 @ Ox1170

var_10 5 @ 00001156 1int64_t rax = 0

rax_2 * rax_2 6 @ 0000115b printf(format: "Error: a can't be zero.")
7 @ 00001160 1int64_t rax_1 = 0

8 @ OOOO1165 goto 9 @ Ox1170

¥

‘ 9 @ 00001170 return rax_1 I




Interprocedural Before expansion
Control-Flow Graphs ,

(ICFG S) (1f (argl#0@o == 0x0)

Ox118e
rax#2@0 = 0x0

Call to bar expanded

Ox1179
if (argl#0@0 == 0x0)

l

Ox1l18e
rax#2@0 = 0Ox0

.

Ox1llab6
rax_2#1@0 = Ox0

Oxllab
rax_2#1@0 = Ox0

» Control-flow graphs (CFGs) that :

0x1193

may span across function calls A prinerr s o oo

 |In ICFGs, function calls are
expandable call nodes _—
| e i;

* |CFGs can be constructed retirn rax aesge o e
programmatically or by user ‘
Interaction

0x1193
call printf("a is not zero")

Enter foo -> bar

Ox1141
if (argl#0@0 != 0x0)

Ox119f
rax_2#4@0 = call bar(argl#0@0)

Ox1167
rax_l#2@1 = argl#0@0 *x argl#0@0O

;

Ox1170
return rax_1#2@1

L

Return foo <- bar

'

Oxllac
rax_2#5@0 = @{rax_2#1@0, rax_1#2@1}
return rax_2#5@0




Dominators
Influence of a Node |
!

Ox118e Ox1l1la6
* A node x in a control-flow graph roxke0 = oo rax 24160 = ox6
dominates node y if every path from J

the root to y passes through x ox1193

call printf("a is not zero")

A node may have many dominators

Enter foo -> bar
argl#0@l = argl#0@0O

0x1141
var_l1l0#1@1 = argl#0@1

if (var_10#1@1 != 0Ox0)

¥

Ox1167 0x1156
rax_2#1@1 = var_10#1@1 rax#3@1l = Ox0
rax_1l#2@1 = rax_2#1@1 * rax_2#1@1

l \




Ox1179
if (argl#0@0 == 0x0)

Branch Contexts argl != 0 argl == 0,
[ [ [ l
Domlnatlng ConStralntS S:iiggo = Ox0 ?)a()](-igzl@o = Ox0
* Nodes dominated by a W printeCra ts ot zeron |
conditional branch are in a | ivar_10 == argl
branch context Enter foo -> bar
argl#0@l = argl#0@0
 Every branch context is J
. . . 0x1141
associlated with a constraint TR . Var_10#1@1 = argl#0QL |  geesssssssssssssssssasees E
tvar_10 != @ if (var_10#1@1 != 0x0) var 10 =
 Branch contexts can be nested . »
Ox1167

rax _2#1@1 = var_10#1@1

° Use branCh COnteXtS -to rax_1#2@1l = rax_2#1@1 * rax_2#1@1
determine if a node Is ke
reachable




Constraint-Driven Transformations

Call Expansion

Ox118e

Ox1179

if (argl#0@0 == 0x0)

rax#2@ = 0x0

:

Ox11lab6
rax_2#1@0

Ox0

©x1193

call printf("a is not zero")

¥

Ox119f

rax_2#4@0 = call bar(argl#0@0)

Yv

Oxllac
rax_2#5@0 = o@{rax_2#1@0, rax_2#4@0}
return rax_2#5@0

Ox1141
if (argl#0@0 != 0x0)

E;.Fé.i.é.t.).é. .r:....!. ;...6.E
hulmmuui ...................

Ox11l67
rax_1#2@0 = argl#0@0 * argl#O@O

Unsatisfiable

vy

Ox1170
rax_1#5@0 = o{rax_1l#2@0, rax_l#4@0}
return rax_1#5@0




Ox1179
if (argl#0@0 == 0Ox0)

Constraint-Driven Transformations - —

Ox1llab6 Ox1l18e
rax_2#1@0 = 0Ox0O rax#2@0 = Ox0

Call Expansion J

0x1193
call printf("a is not zero")

E Enter foo -> bar

* |nfeasible path is automatically removed from the ICFG |

Ox1141
if (argl#0@0 != 0x0)

 The call to bar is expanded

0x1141
if (argl#0@0 != Ox0) 0x1167
e e e I ¢ rax_1#2@1 = argl#0@0 * argl#0@®
I |
0 g Ox1167
0 rax_1#2@0 = argl#0@0 * argl#0@0
1
1
0 I Ox1170
1 ] return rax_1#2@1
0 ( ) |1 L
1 . |
i 1
0 Return foo <- bar
1
i 1
------------- |
| i$
0x1170
rax_1#5@0 = @{rax_1#2@0, rax_1#4@0} Oxllac
return rax_l#5@0 rax_2#5@0 = o@{rax_2#1@0, rax_1#2@1}

return rax_2#5@0




CVS Example

;................................................................................................................-

Bx450aa3
if (risw1@e == oxe)

0x450aa5
rbp_1#1@0 = [argl¥e@® + offset 0x8)

¥
Ox450a8e
rax_4¥3@0 = call stremp(riSe1@e, rbp_1¥1@0)

¥

Ox458ab5
if (rax_a¥3@e != 6x0)

call xfree(rlSs3@a)

h 4
Bx450ac3
rax_5#4@8 = [kill_scratched_file)
[scratched_f1ile] = oxo
if (rax_5m4@0 == @xe)

P T

ox450e90
rdi_33¥4@0 = [protocol]

0x450adc
rdi_4n5@0 = [protocol)

h 4 h J
0x450zea
call buf_outpute(rdi_4a5@e, "Removed ")

0x450e9e
call buf_outputd(rdi_33#4@0, "Remove-entry ")

W rrsssasnannns

8x450aef
rsi_1#2@0 = [arglve@e ¢ offset 0x18)
rdi_S5#7@0 = [argl¥e@® ¢ offset 0x8)

h 4
Bx450af7
call output_dir(rdi_507@0, rsi_1#2@0)

¥
Ox458afc
rsi_2#3@0 = [argl¥e@d + offset 0x6)
rdi_6#8@8 = [protocol)

h
0x458b06
call buf_outputo(rdi_6#8@8, rsi_243@8)

¥
0x458bob
rdi_709@80 = [protocol)

h 4
ox458ble
call buf_output(rdi_7#9@0, 8x49229b, @x1)

h
0x450b26
if (arg2vo@e == 6x8)

Ox458b2c
rdi_8#1080 = [arg2ne@d + of fset 8x8)
if (rdi_sv1e@e == @xe)

"missssssEsiEEEsEEEEtEEEEE e,
8x450b35 .
call xfree(rdi_sw10@e) .

Y .
0x450b3a -

[arg2v0@e + offset 0x8) = 8x0 :

.

0x458b42
rdi_9n11@0 = [arg2#e@d + offset 0x18)
if (rdi_9¥11@0 == 8x8)

0x458baf
call xfree(rdi_9s11@0)

h i
9x450b54
[arg2vo@e + offset 8x18] = 0x@
(arg2¥0@ + offset 0x68] = 0x0

0x4509e5
rlonl@e = [noexec)

Constraint-Driven Transformations

rl5a1@0 = [scratched_file)
raxn1@ = [fsbase¥o@d + of fset 0x28)

rax_1#2¢0 = 0x0
if (r1041@0 |= 8x0)

—|

L3

0x450a0b
ron1@0 = [entries_line)
if (ron1@e == 0x8)

v

0x450827
if (r15n1@e == 0x0)

@x450a3d

call error(exl, 8x8, "CVS server internal error: Reg.”, 0x8)

Bx45102e
call error(@xl, #x8, "CVS server .
.
A4 .
0x4510b3 .
r15#2@0 = [scratched_file)
.
L e s R I s e s -----.
; w
0x450abb
rl543@8 = o{rl5A1@0, rl5A2@0)
h 4
0x458abe

0x450b70
if (arg6¥oge == 0x@)

A4 ¥
9x450b86 0x451050
rax_649@0 = call buf_length(argénege) rsi_20#4@0 = [argl¥o@d + off 0x08])
rdx_9A1@0 = &var_128
' \
8x456b8b
cond:0_1A180 = argdnogo == oxffffffff 0x451067
rax_7¥1 * Sx rax_6¥9( rax_31#5@0 = call __xstat(@xl, rsi_20m4@0, rdx_9#1@0)
f (cond:0_1#1@0)
ll L]
0x45106¢
0x451190 if (rex_31¥5@0 < 0x8)
call error(@xl, 0x8, "CVS server internal error: no .", 0x0)
¥
0x451079
f (arganogo == oxffffffff)
8x45108b
rl4_1a3@0 = ofarg4¥o@e, var_11040@0}
Yy

0x450bad

var_170_1#6@0 = o{var_fBND@0, rax_7#10@0}
r14_104@0 = o{argNo@s, ri4_1¥3@0}

if (arg5#0@a == 0x0)

]

:

0x456ba6

rax_8A1280 = [checksum_supported.10388)
if (rax_8¥12@0 == oxffffffff)

|
@x4511ac
rax_8¥13@0 = call supported_response("Checksun")

¥
Ox4511b1
[checksum_supported.10388) = rax_8¥13@0

|
8x458bb7
rax_BAl4@0 = ofrax_8M12Q00, rax_8#13@8}

if (rax_s¥l4@e = 6x0)

)

0x4510e0

rdi_46015@0 = [protocol)

x4510fb
call buf_output®(rdi_46015@8, "Checksum ")
h 2
0x451100
rax_33¥15@0 = arg5N0@0 + 0x10

.

0x451120

rbp_3#4@0 = o{argSnege, rbp_3w5@0}
rB_8M14@0 = zx (zx [rbp_3¥4@e))
rdi_47#17@0 = &var_98

rax_34¥17@0 = 0x0

rbp_3#5@0 = rbp_3#4@0 + 6x1

9x45113f
call __sprintf_chk(rdi_47¥17@0, 6x1, 6x3, "%82x")

¥
0x451144
rdi_48018@0 = [protocol)
rsi_2109@0 = &var_98

)

0x45114e |

call buf_output®(rdi_48A1880, rsi_2149@8)

¥
8x451156
f (rax_33#15@0 I= rbp_3#5@0)

q

]

0x451158
rdi_49n19g8 = [protocol)

0x45116d
call buf_append_char (rdi_49¥19@8, 0xa)

1

ey

0x450bbf
if (arg3voge == 0xe)

0x450fd7

rax_27#19@0 = call supported_response("Created

8x450bc8
f (arg3ne@o == ox1)



Satisfiability Modulo Theories

(SMT)

1  (declare-const x Int)
2 (declare-const y Int)
» SMT solvers can check if a formula is 3 lassert (< x 10))
satisfiable 4 (assert (> vy 0))
5 (assert (= x (xvy 2)))
e Support for integers, floats, bit vectors, 6 (check-sat)
arrays, and more through theories 7 (get-model)
* Describe program constraints as a sat
mathematical formula (

+ Behind the scenes in Blaze, typed PIL (define=fun y (} Ini

statements are used to generate SMT > .
formulas (define—fun x () Int

2)



T

S

RitVec w

Type System

Record m

() Function R [P] Float w Bool Array n T Int w s
CString n Pointer w T Char w
i 4‘;::::::::::::://///////’////’
TABLE 1. THE TYPES AND TYPE CONSTRUCTORS AVAILABLE IN THE PIL TYPE SYSTEM. SINGLE-LETTER METAVARIABLES ARE USED AS

PLACEHOLDERS FOR UNSPECIFIED VALUES (LOWERCASE) AND TYPES (UPPERCASE).

Name Description

BitVec w Bit vector types specified by bit-width w.

Int w s Integer types specified by bit-width w and signedness flag s.
Pointer w T Pointer types specified by the pointer bit-width w and pointee type T.
Float w Float types specified by bit-width w.

Char w Character types specified by bit-width w.

Bool The Boolean type.

Record m Record types specified by a map m of field offsets to field types.
Array n T Array types specified by a length n and element type T.

CString n Null-terminated sequence of Char 8 values specified by length n.
Function R [P] | Function types specified by return type R and variable number of parameter types [P].
() The Unit type inhabited by the single value ().

T, L The Top and Bottom types.




Type Inference

A

&var_ 20

T, <:

var 20

strtol

Ts <:

T4

T, <:
Ti10 <

T

Pointer 32 T,
T3

T3

BitVec 32

Function Te [T7
T

Pointer 32 T1o
CString ?

Ts

To]

Ox15a24
ri#1@0 = &var_20
A | [[&var 20] = 0x0

var _1c#1@0 = 0Ox0
[&var 18 + offset Ox0] = Ox0
var_14#1@0 = 0Ox0

Ox15a40

call cgiFormString(0x1b190, rl#1@0, 0Ox8)

v

Ox15a4c
B |[rO#1@0 = &var 20

Ox15a50
ro_1#2@0 = call strtol(ro#1@0, Ox0, Oxa)




T, and T; are the same type.

1,,T,, and T are all the same type.
Simplify the rules to be expressed in

terms of T, and T};.

So then T, must be a subtype of
Cotring.

We saw before that T, is a 32-bit bit

vector. Unify that type with Cotring.

: Pointer 32 T,

: BitVec 32

: Pointer 32 Tqg

: Function Tg [Ty Tg Tgl
: CString 7

AN N N N AN

T, <: Poilnter 32 T,
T1 <: Pointer 32 T10

Ty, = Tqo

Ty = Tyo
T, <: CString 7

T, <: BitVec 32
T, <: CString 7
T, <: Cbtring 4

Type inference uncovers
that var_20 has type Cotring 4

Ox15a24

ri#l1@0 = &var_20

A || [&var_20] = 0x0

var_1lc#1@0 = 0Ox0

[&var_18 + offset Ox0] = Ox0O
var_14#1@0 = 0Ox0

Ox15a40 i
call cgiFormString(0x1b190, rl#1@0, Ox8) :

v
Ox15a4c
B |[[rO#1@0 = &var_20

Ox15a50
:C ||r0_1#2@0 = call strtol(r0#1@0, Ox0, Oxa)




Oxl120d
if (argl#0@0 == 0x0)

Bpaze

Static Analysis Framework S

rax#2@0 = Ox0 rax_1#1@0 = 0Ox0
 Built around interprocedural ox1227 ( | | ex12ad ( |
call printf("a is not zero" call printf("a is zero"
control-flow graphs (ICFGs) and a i i
typed intermediate language (PIL)
| Yy ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
e Supports symbolic analysis through 0x1247
. . ‘g . if (argl#0@0 != 0x0)
satisfiability modulo theories (SMT) ‘ ;
solvers o < — ;

®x1249 0x1250
rax_2#6@0 = Ox0 rax_2#5@0 = argl#0@0 * argl#0@0

» Open source, written in s Haskell

e Support for many executable . R

Ox1259

formats and arChIteCre Ia rax_2#7@0 = @{rax_2#5@0, rax_2#6@0}
Q BINAR\!N!NJA aﬂd f @\ | return rax_2#7@0
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