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Why Bits Take Bytes Out of Your Mission

E R I C H  D E V E N D O R F,  P h D

A F R L / R I G  C y b e r  C T C  L e a d



UNCLASSIFIED

UNCLASSIFIED
2

T h e  v i e w s  e x p r e s s e d  i n  t h i s  a c a d e m i c  r e s e a r c h  p a p e r  a r e  t h o s e  o f  

t h e  a u t h o r  a n d  d o  n o t  r e f l e c t  t h e  o f f i c i a l  p o l i c y  o r  p o s i t i o n  o f  t h e  

U S  g o v e r n m e n t  o r  t h e  D e p a r t m e n t  o f  D e f e n s e .  I n  a c c o r dan ce  w i t h  

A i r  F o r c e  I n s t r u c t i o n  5 1 - 3 0 3 ,  i t  i s  n o t  c o p y r i g h t ed  b u t  i s  t h e  

p r o p e r t y  o f  t h e  U n i t e d  S t a t e s  g o v e r n m e n t .  
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Competence  Commitment  Courage  Compassion

• ACE since 2011, Director 2018 – 2022 . . . Best  job?

• Exercises, Wargames, Operational Art. . . Legacy of RTS’s?

• Run, Ski, Martial Arts. . . and all nerd hobbies!

#whoami
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• Individual skills form the building blocks and preconditions for training

• Combat capability comes from the composition of individual skills in a 
high-functioning team

Cyber Operations == Warfighting

Fundamental Skills Combat Capability
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Spheres of Expertise

LEADERSHIP

CIVILIANTHEORIST

OPERATOR

WARRIOR
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What is cybersecurity?

Assuring or degrading the confidentiality, integrity, 
and/or availability of information required for a mission.
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WARFARE
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Cyberspace as a Domain

Cyberspace is a global domain inside the information 
environment consisting of…

Internet

Telecommunications
Networks

Computer 
Systems

Embedded 
Processors/Controllers

“Air gapped” Systems
Internet of “Things”



UNCLASSIFIED

UNCLASSIFIED
9

Competence  Commitment  Courage  Compassion

Cyberspace Operations

• Defense

• Actions taken within protected cyberspace to defeat specific threats that have 
breached or are threatening to breach cyberspace security measures…to 
restore the system to a secure configuration (JP 3-12)

• Offense

• Actions taken in cyberspace that create noticeable denial effects in 
cyberspace or manipulation that leads to denial that appears in a physical 
domain, and is considered a form of fires (JP 3-12)

OffenseTraditional Defense
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DOD Defensive Cyber Construct
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COMPETENCE
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• Protected and Unprotected Cyberspace

Verizon

Comcast

Hughesnet

Spectrum

AT&T 
Wireless

WPAFB

ROME

Maxwell 
AFB

NOTIONAL DIAGRAM

Eglin 
AFB

Nellis
AFB
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Unprotected Cyberspace

Distribution Statement A. Distribution Unlimited. 88ABW-2018-5944

Please ask yourself this question: Why is your customer, a Ukrainian 
company, routing packets for the United States Air Force?
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• Search for a sample system on www.shodan.io to find a system with a 
cyber and physical footprint

• Identified an ICS, monitoring system for fuel storage tanks

A Short ICS Demonstration
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Visual Trace Route
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• A trace route shows the path to a target

• Each hop represents a discrete system that handles a packet

• Hop 8 owned by Polhem Infra, based in Sweden

Determine Path to ICS

“Protected Cyberspace”

Sweden?
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Unprotected Cyberspace
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“Protected” Cyberspace

…based on the hypothesis that security violations can be detected by 
monitoring a system’s audit records for abnormal patterns…

…profiles for representing 
the behavior of subjects…
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LEADERSHIP
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On Leadership: What Resonates With Me

Give as few orders as possible.

Assume no ill intentions.

When in charge, be in charge.

Tell people what to do, 
not how to do it.



UNCLASSIFIED

UNCLASSIFIED
22

Competence  Commitment  Courage  Compassion

On Leadership: Accelerate Change or Lose

Show me a completely smooth 
operation and 

I’ll show you someone who’s covering 
mistakes.

Real boats rock.
Frank Herbert

Break policy, not law.Proceed until apprehended.
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Questions?
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