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Northwest  Plan of the talk

A Computer network defense big picture
A Cyber data and alignment to kill chain
A Big challenges in cyber

A Opportunities for mathematicians!
A Mathematical models of cyber data
A Anomaly detection
A Machine learning
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Northwest ~ Aligning data with the cyber kill chain

A Advanced P Persistent T Threat ] ]
realthy, | Somtinuel e AThe Cyber Kill Chain® lays out the steps that
an adversary goes through to compromise a
s Reconnaissance system and get what they are looking for
S < : : :
o £5° er?;rr]lr;,\lggn;o\?\zlb searches A This helps us organize how we think about
Weaponization . . :
B Using gathered recon detection i the earlier the better!
to engineer thg
explot R Delivery AHow can we protect our networks?

Dellverlng exploit by any

Exploitation @y means necessary
Using a vulnerability

<0

to run code on &0

victim’s system

A Inspect the data we have in order to discover:

V Known patterns of bad behavior

oco Installation V Unknown anomalies
-0 Load and install malware . o N
on compromised system
Command&@ | p y A Build In resilience

Control (c2) o
Channel established

N oV
for remote access tog> & " Actions on Objectives
victim & §<© With access to the system

©>I the attacker can carry out https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
their goal
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Northwest  Challenges in Cyber Defense

ACyber systems do not hav
rules. Every rule or standard can be broken.

A They can be broken by benign people that do not realize
there is a rule, or by sophisticated adversaries.

A Adversaries are finding and exploiting vulnerabilities faster than defenders can
identify them

A Signature-based alerts are still necessary,
but threat hunting and anomaly detection
are finding traction
A Caution: An anomaly on one network is perfectly

normal on another (e.g., off site backup vs. data
exfiltration)
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Observe
A Collect data

Act Orient
A Carry out the actions A Develop situational

awareness

ARun fAanalytics
data

Decide

A What should we do based on
observed data

A E.g., patch, segment, target
additional data collection
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Models

Graphs
A Model pairwise relationships
In data

A Edges connect pairs of

vertices
A Cyber examples:

A Source IP to
Destination IP in
network traffic

A Malware similarity

Our Mathematical Toolbox

Hypergraphs
A Model multi-way
relationships in data
A Hyperedges associate
groups of vertices
A Cyber examples:
A IP vs. Domain in DNS
A User vs. host in
authentication logs
A Source IP vs
Destination port in
network traffic

TR

[Topoloqical Objects
A Provide additional
perspective on multi-way
relationships
A Capture shape signature for
high dimensional data
A Cyber examples:
A Constructed from cyber
hypergraphs
A Derived using point
clouds from features
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\"‘f/ Network science: methods to study structure of
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Northwest  raphs from real data

Graph properties
ADegree (distribution)
AWalk, Path, Diameter

A Connected components
A Centrality

A Clustering coefficient T T ep———
ATriangle counting

*
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By Tapiocozzo - Own work, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=39064835

methods to study structure of

graphs from real data

measured for each vertex

. Diameter

Graph properties
ADegree (distribution)
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https://commons.wikimedia.org/w/index.php?curid=39064835

Pacific

% Network science: methods to study structure of
Northwest  raphs from real data L

Graph properties B

ADegree (distribution) i

AWalk, Path, Diameter 1 [

A Connected components

A Centrality | _ Y

A Clustering coefficient 20
ATriangle counting |

Aé *

* Number of edges, density, average distance, random graph models, link prediction
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One flow record:

Source, Destination IP

10.0.0.13, 10.0.0.1

Source, Destination Port 33165, 80

Start time

® End time

# packets, # bytes
Protocol

One edge in a graph:

2016/04/15T16:44:41.948
2016/04/15T16:44:41.950
12, 714

6 (TCP)

(6) 12, 714

10.0.0.13

110.0.0.1

2 minutes of flow |
in LANL system:
|V|=842,]E|=1038-

Data from http://csr.lanl.gov/data/cyberl/



http://csr.lanl.gov/data/cyber1/
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Graph Matrix representation Ei genval ues = nSpe
AGraphodés spectrum tells you something

A Connectivity A Average shortest path length A Independence number
A Expansion A Diameter A Number of spanning trees
A Degrees A Chromatic number A Network flows and routing

A Random walk mixing time A é
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0 1 0 0° TSl
1 0 1 1
01 0 1 > [—1.48, —1,0.31,2.17]
01 1 0
Graph Adjacency matrix Eigenval ues = NnNSpe
AGraphos spectrum tells you something
A Connectivity A Average shortest path length A Independence number
A Expansion A Diameter A Number of spanning trees
A Degrees A Chromatic number A Network flows and routing

A Random walk mixing time A é
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Graphs and Linear Algebra
aka,

nNSpectr al Graph Theoryo
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-1 0 0 TSeL
3 -1 -1
-1 2 -1 || [O, 1,3, 4]
-1 -1 2 |
Graph Combinatorial Laplacian matrix Eigenval ues = NnNSpe
AGraphos spectrum tells you something
A Connectivity A Average shortest path length A Independence number
A Expansion A Diameter A Number of spanning trees
A Degrees A Chromatic number A Network flows and routing

A Random walk mixing time

A é
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0 0

-1 -1

BB — 0,0.77,1.5,1.73
.

2

0
Graph Normalized Laplacian matrix Eigenval ues = NnNSpe
AGraphoés spectrum tells you something
A Connectivity A Average shortest path length A Independence number
A Expansion A Diameter A Number of spanning trees
A Degrees A Chromatic number A Network flows and routing

A Random walk mixing time A é




Vertex size is proportional to score, and color is

proportional to score percentile, with yellow for
higher percentiles and red for lower percentiles.
Pacific - . Closeness Betweenness
Northwest  \|easuring vertex importance |
ASome common centralities | - o)
A Closeness: measure of average distance to other vertices
A Betweenness: measure of belonging to shortest paths '
PageRank Katz

A PageRank: related to stationary distribution of modified
random walk

A Katz: related to number of reachable vertices from, with
farther vertices penalized

A Another one: Laplacian centrality® i change in

spectrum from removing a vertex

n

A Laplacian energy of a graph: &£(G) = E 7
A Laplacian centrality of a vertex: =1 O o
c
_&(G) = &(G\v)
LCG(U) — 5(G)

5 Xingqin Qi, Eddie Fuller, Qin Wu, Yezhou Wu, and Cun-Quan Zhang. Laplacian centrality: A
new centrality measure for weighted networks. Information Sciences, 194:2401 253, 2012.




Aksoy, S.G., Purvine, E. and Young, S.J., 2021. Directional Laplacian Centrality for Cyber Situational Awareness.

\%/ Digital Threats: Research and Practice (DTRAP), 2(4), pp.1-28. https://dl.acm.org/doi/10.1145/3450286.
o Directional Eigenvalue Derivative T idea and

Northwest  gdjacency matrix formulation

ARemoving a vertex, as in Laplacian centrality, does damage to the graph

Alnstead, make infinitesimal change to the graph structurei ider i vat i v
el genvalue 1 n the direction of a vert

A "QDLC: uses smallest eigenvalues
A "QDLC: uses largest eigenvalues

k-DLC
LC

k-nDLC
nLC

(a) Directional Laplacian Centrality (b) Laplacian Centrality



https://dl.acm.org/doi/10.1145/3450286
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ABase graph is snapshot from LANL
Alnject anomalies, measure perturbation of DLC measures

ATwo injections
1. Inject star and clique anomalies of increasing sizes at low importance vertices
2. Inject star anomaly of increasing sizes randomly

V| = 2,005
IE| = 2,450
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Importance percentile for vertices in injected anomalies as a function of anomaly size

102 s+ 10°
J -l — ., | k-nDLC
o . 9 e .| Insensitive
2 — to size of
10° M Injected
200 Size 300 400 500 107 0 100 200 Size 300 400 500 Star
(a) [Star Injection for 5-DLC (b) Star Injection for 5-nDLC
. Injected anomaly ~7.5% of vertices, DLC percentile > 99%
n J Clique . r’l Cligue
E J_/—IJ % 10
o o 10-
6 T T 250 =00 1072 6 T 300 250 =0
Size Size

Even very small
injections iIncrease (c) Clique Injection for 5-DLC (d) Clique Injection for 5-nDLC

percentile an order of
magnitude
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Star injected at random root

ARoot connected to random k% of vertices

ATest detection (increase in importance score at root) and sensitivity (larger
Increases in score for larger values of k)

Results 0.1% 0.5% 1.0% 5.0% 10.0%

averaged over (2 edges) (10 edges) (20 edges) (100 edges) (201 edges)

500 trials Score PCTL  Score  PCTL  Score =~ PCTL  Score  PCTL Score PCTL
O Before 2.30 44% | 1.08 45% | 1.11 45% | 0.83 43% | 2.04 46%
E}{ After 2.37 55% | 1.11 64% | 1.19 67% | 1.47 74% | 205.68 99%
" Change || 0.01 11% | 0.03 20% | 0.08 22% | 0.64 31% | 203.63 53%
SI Before -4e-5 50% | -7e-5 52% | -9e-7 50% | 5e-5 49% | -9e-6 51%
a1 After -8e-4 1% | -2e-3 1% | -4e-3 1% | -2e-2 1% | -3e-2 1%
i 1 Change || -7e-4 -49% | -2e-3 -51% | -4e-3 -49% | -2e-2 -48% | -3e-2  -50%

DLC shows
detection and
sensitivity
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data focused on multi-way relationships O

ATo ask certain kinds of questions o

V Connectivity of entities \

V Clustering structure Co) )\
ATo model certain kinds of interactions ® g

V Multi-way relationships

®
AHypergraphs provide a mathematical model of .

H=(V.E),EC2" Ny

Co-occurrence of characters in Les Miserables,
restricted to single character neighborhood. Image
generated by HyperNetX.
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NZ Hypergraph properties
% ADegree (distribution)
L f:r, /.7 AEdge size (distribution)
. 1_0,’/ ) / As-Walk, s-Path, s-Diameter
g X/ @ As-Connected components
% ' Y ,_,..—f/ A s-Centrality
3 i’ i/j < o ACIustering coefficient?
/ [ | fr ATriangle counting?
15 {aﬁn :4, 18 :\ Aé
5
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AReleased by DARPA to enable research that enhances understanding of and
defense against APTs at scale

A 17 billion events generated from a simulated network consisting of ~500 hosts
over 5 days of benign data plus 3 days that include red team behavior

A Host and network |OgS' actions on file, process, flow, registry, module, thread objects

= m src_ip sty g o] e b

[ SysClient0201.systemia.com NT AUTHORITY\SYSTEM 4] 142.20.56.198|] 142.20.59.255 UDP System
z SysClient0201.systemia.com NT AUTHORITY\NETWORK SERVICE 864 10.20.4.125 224.0.0.252 5355 UDP svchost.exe
B SysClient0201.systemia.com NTAUTHORITY\NETWORK SERVICE 864| 142.20.59.255|] 224.0.0.252 5355 UDP svchost.exe
SysClient0201.systemia.com SYSTEMIACOM\zleazer 636] 142.20.56.198|| 222.206.244.5 443 TCP firefoX.eX (e1422059255
SysClient0201.systemia.com NT AUTHORITY\SYSTEM 4] 142.20.59.149|] 142.20.59.255 138 UDP System 1
SysClient0201.systemia.com NT AUTHORITY\NETWORK SERVICE 864{ 142.20.59.149|] 224.0.0.252 5355 UDP svchost.e %L
AHypergraph construction from tabular data: choose hyperedge

columns and node columns

A A vertex is contained in a hyperedge if there is a record with that
combination I n the data. Think nhy
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" homology

A Topology = stretchy geometry
ATwo shapes are considered
can be continuously deformed into one another

A Homology = method to count holes in any
dimension in a topological object

A Connected components (0-dimensional holes), loops

(1-dimensional holes), voids (2-dimensional holes), oswe  typarave g
and higher dimensional analogs
AFoundation of ATopol ogical \/'7 -v\/ c}wosimplicialcomplex
A We study homology of simplicial complexes & 2 constructions from a
derived f b h h N | W Q Q hypergraph
erived rrom cyber hypergrapns W
A Cyber citation: Helen Jenne, et al. "Stepping SO - 0 O

out of Flatland: Discovering Behavior Patterns
as Topological Structures in Cyber
Hypergraphs" https://arxiv.org/abs/2311.16154

Homological feature
¢ of nesting object
D. capturing adversary

activity in OpTC data



https://arxiv.org/abs/2311.16154
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Northwest Methods

A Persistent homology (PH) captures topological fingerprint of point cloud or metric space
data (without PH point clouds have trivial homology)
A Connect points within given distance threshold,
A Compute homology of resulting simplicial complex,
A Sweep across distance thresholds and record birth/death of homological features

A Can be applied to arbitrary nested sequence of simplicial complexes

A Result is barcode or persistence
diagram, can be used to compare metric

o - spaces or as input to ML pipelines
: Lo A Cyber citation: Paul Bruillard et al.
\N\,f fAnomaly detection u:
homol ogy. o I n 2016 C\
Persistent Symposium (CYBERSEC), pp. 7-12.

Ho

Mﬂﬂ

homology  |EEE, 2016.

Hy

04 06 08 10 12 14 16

o
ol
N
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15

. . . . il . Most arromalous
AMain assumption: Behavior varies smoothly from set of ! Sy
recent (or representative) small time windows to the next .| e
window NS o
APHANTOM algorithm built on this assumption SR oot |
A Behavior = summary of small time window via e
custom vectorization Current Baseline with additional points added
A Baseline contains many time windows / vectors | records
A How, and how much, does a new L N
tlmf th)r][?]OW / vector Baseline o J -
pertur e :: > N = >
base“ne’) records oL R ' o : — ~ Sl,OVL, .
\/- One point for New point added Persistent Homology provides
A Pertu rbation measu red each time interval representing current dissimilarity scores to measure
USi ng pers|stent system state how much the behavior changed
homology U

If sufficiently not anomalous,
add new point to baseline
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A Day 1 of OpTC included ping sweep on Host 201 around 13:15

A ICMP traffic, Source port = 8, Destination port =0 . 3001
A Explored many vectorizations with varying levels of tailoring to & TSS _
this specific activity. Three examples: 0
A 1. Ping sweep clearly seen 200001
V' Count unique: process IDs %18888:
V Count values: source port 0 and 8, destination port O and 8, protocol ICMP £y

A2. Looks I|ike it aligns with ping s
V Count unique: process IDs 150 -
V Mean of size _ Anomaly score sensitive to size % 100 4
V Count values: source port 0 and 8 , destination port 0 and 8, protocol ICMP ~ ®* 501
A 3. Ping sweep clearly seen 0
V Count unique: process IDs, destination ports 600 1
V Count values: protocol ICMP %400'
; @2 200 -

A 4. Ping sweep seen, overshadowed by earlier spikes globally
V Count unique: process IDs, destination ports
V Count values: protocol ICMP, TCP
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A Homology of a single simplicial complex does not =« JT | Autoencoders
r n mi 0:10 ¥ AR Q) trained on stats
account for dynamics S qaned on st
A PH requires nest nce of simplicial i zigzag barcodes.
quires nested sequence of simplicia W[ AL R
complexes - - with known
A Topological analysis of temporal sequence of WM B
simplicial complexes requires Zigzag Persistence & 7 &5 2§ 3§38 58§54
approach
A Fill out sequence to include sequential KUUK1 K UKz
pairwise unions (or intersections) Zigzag
A Similar algorithm as PH persistence bN w
A Cyber citation:Audun Myers, et al. AiMEl iSei BusS a

Cyber Activity Detection Usinyg, Zl'\j/'zag'}j?_‘g.
Ky

In IEEE Conference on Dependable and Secure

Computing Workshop on Al/ML for Cybersecurity, D
2023. N g



7 Dynamics of benign vs malicious activity
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@) \Q” 4 &~ svchost.exe
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A Temporal cerort o
hypergraph Communicate2 : :
. Communicatel } :
ATrajectory of Constructl —
temporal sub- Acquire4 | |
Acquire3 —
hypergraphs I |
Meetingl —
Steall } i
Acquirel | i
: : : i l l l | l l l |
1 2 3 4 ! 5 ) 6! /7 ) 8 9 10 11

Slide from CIiff Joslyn, Audun Myers



Pfiﬁc Zlgzag Persistence of Temporal Hypergraphs:

Northwest ~ Assoclated Simplicial Complex
K01 K12 K23 K34

I

NKE/SONE/ N

<@ > NN

Associated Simplicial Complex:

Ren, S. (2020). Persistent homology for hypergraphs and computational tools & A survey for users. In Journal of
Knot Theory and Its Ramifications (Vol. 29, Issue 13, p. 2043007). World Scientific Pub Co Pte Lt.
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Log Data

(§TTS Ihest, Fwrl Saurce 11° limage Path
WEINIO T3S 80 HYIECHY  powenshellexe
R W19 11:28 5358 10,2001 208 | ]
W29 11:25 535S 10,2001 208 chasl exe
Pac‘flc W19 11:25 5338 14220056149 svehosiexe
W29 11:25 5358 14220056139 svchost.exe
Nor thwest GIAI9 1125 S000 1422056202 firelon.exe
W9 11:25 5355 10.30.2 67 haosi.e
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W9 1145 138

14220058104 Sysiem

Hypergraph Snapshots

L1 L]

Zigzag Persistence

1
Q29 11:45 53155 10,202,164 svchosl.exe
WIA9 11:45 5355 102021654 svchos exe
. A

I == e e e o 4

Sub-window of Barcode <«

l

Vectorization:
Adcock-Carlsson Coordinates

ACC(Dy) = | - bild; = by),
i(drllax —d;)(d; — b;),
S ),
i(dm — di)*(di — b))

Benign (Training) Hosts: ‘

Autoencoder

0005, 0006, 0010, 0012, 0071, 0162
0213, 0222, 0274, 0304, 0461, 0906

Malicious (Testing) Hosts:

Autoencoder

Output

Y /7
\ ~N 7 /
AN s/
AN s/
\ AN s/

\ <y
\ 7 /

\ /

Ny
X
/N
/ \
/ v N N
/7 Code ~ O
\
;7 NN
Ve ~N
/ AN
// 7 ~N \\
- -
Encoder Decoder

0201, 0402, 0660

Loss Between
Input and Output




Ping Sweep and ARP Scan
attack

Powershell Empire, Mimikatz,
and injection attacks
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‘l \

=il

Zigzag “|—=—

Results barcode

Q —
AE (Sigmoid
0.04 - (Sigmoid)
=
0.00 - ; — 2 ; ; ; —= —=
AE (ReLU)
0.10 1 -
%0.05- \__\/\/\A
Autoencoder ool >—/]> W ™~
ACC Norm.
Loss
§01 ‘—\/\/\/\
-
0.0 1 . — . ; ; ; :
VAE
40 A ik
= = = = = = = = = = = = = = =
o — — — — — — — — — — [aN] (e (o] o
o o [ap) o o) o) ap) o [ap) o o o) o o o)
! “ ! A ! ! ! ! ! A A ! ! ! !
D D D D D (@] (@) (@] (@] D D (@] D (@) D




Pacific
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A Median ACC loss ratio of malicious and benign is 35.7
A Median summary statistics loss ratio of malicious and benign is 7.6




