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ISO 25K



Hierarchical Software QA Modeling

Standards
ISO/IEC 9126:2001
ISO/IEC 25010:2011
NIST 800-53/82
RMF (Risk Management Framework)

Quamoco (2012 Wagner et al.)
Qatch (2017 Miltiades et al.)
PIQUE (2020 SEL MSU)

Theoretical Operational



CWE-699 View Structure

Microsoft STRIDE



PIQUE Models

• Pique-Bin (INL, DHS)
• Pique-C# (CERL Army, Air Force)
• Pique-C#-Sec (CERL Army, Air Force, DHS)
• Pique-Azure (DHS)
• Pique-C++ (DHS)
• Pique-Cloud (DHS)
• Pique-ICS (DHS)





Diversity of Sources

• Variability associated with diverse sources of information is 
problematic:
• data from multiple sources leads to the propagation of inconsistencies and 

errors 
• Accuracy and trustworthiness is hampered
• We acknowledge that the variability inherent in vendors, tool versions, third 

party software, and host environments significantly influences the outcomes 
of security assessments

• How do we normalize data?
• How do we aggregate data?



Diversity of Sources

G1: Report on the high variability of SATs.
G2: Report on techniques used to aggregate results from multiple sources





Diversity of Sources

G1 focuses on delineating the problem of reliance on one 
version of a SAT (e.g., the most recent version of the tool).

G2 offers an unbiased, tool-agnostic solution that we have 
developed to facilitate aggregating tool findings from 
multiple sources. 



Experimental Methods

G1: We focus on experimentation done on:

  i) binary analysis tools CVE Binary Tool and CWE Checker
  We evaluated 660 publicly accessible binaries sourced from a Kali Linux  
                distribution with multiple versions of CWE Checker and CVE Binary Tool 

 ii) Docker Images analysis tools Grype and Trivy. 
  We evaluated a single version of each of 163 Docker Official Images (i.e., 
              containers) using the SATs Grype and Trivy. We collected these Official Images         

             from Docker Hub 



Experimental Methods
G2: We report on a procedure we have developed to aggregate results from diverse SATs. 
 



G1 Results



G2 Results



Lessons Learned and Futures
• Assessing these sources of variability simultaneously is too 

complex. Breaking each component down into more atomic 
components will facilitate understanding the nuances of each 
source of variability

• We offer a primary classification for sources of variability as a first 
step towards developing a taxonomy for classifying variability 
sources (e.g., vendor, version, environment)

• The solution that we present for aggregation has the benefit of 
being applicable for information across a range of sources where 
no oracles exist 

• Sources of variability compound uncertainty. The compounding of 
uncertainty are inevitable side-effects of aggregation 





Quality Assurance Pipeline
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Improving the confidence of machine learning models through 
improved software testing approaches 



Decomposition of 
CWE-200

Identify security 
zones and sensitive 
sections of source 
code











• Book Club 
• Independent study credit
• HackerCats club





Education
• Associates degree in Cybersecurity (Gallatin College)
• MS in Cybersecurity

• Board of Regents approved
• Seeking CAE certification

• NSF REU program –Cybersecurity algorithms
• Griffiss/DoD program to train 4 ROTC cadets on a yearly basis 

before commissioning



Power of Collaboration


