
Dan Brown, CISSP
Cybersecurity Advisor, Region 10

WSU CYSER Fall 2023





3

 What is CISA?

 Cyber Threat Intelligence (CTI)

 Tools

 Shodan demo

 Partnerships/Initiatives

 CISA Career information

Agenda
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Is WSU a Target? 
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• Center for Internet (CIS) Security Definition:
• “Cyber threat intelligence is what cyber threat information becomes once it has been 

collected, evaluated in the context of its source and reliability, and analyzed through 
rigorous and structured tradecraft techniques by those with substantive expertise and 
access to all-source information. Like all intelligence, cyber threat intelligence provides 
a value-add to cyber threat information, which reduces uncertainty for the consumer, 
while aiding the consumer in identifying threats and opportunities. It requires that 
analysts identify similarities and differences in vast quantities of information and detect 
deceptions to produce accurate, timely, and relevant intelligence.”

• TL/DR: Provide analysis on cyber related topics.

• NIST: Threat information that has been aggregated, transformed, analyzed, interpreted, 
or enriched to provide the necessary context for decision-making processes.

What is Cyber Threat Intelligence?
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Kali
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Tools used by adversaries, or to protect from them
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Shodan – search on metadata
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Shodan – search on metadata
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Joint Cyber Defense Collaborative (JCDC)

 JCDC is a public-private cybersecurity collaborative that leverages 
new authorities granted by Congress in the 2021 NDAA.

 JCDC collaborates with over 100 international cyber defense 
organizations, often known as “CERTs,” to ensure that information 
about cyber threat is disseminated.
 PNW Examples:

 Initial Access Brokers selling credentials/access.

 Breached data for sale.

 Pre-Ransomware/Ransomware

 Known Exploited Vulnerability (KEV) present on a system.

CISA Threat Intel Collaboration
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PNNL Test lab for drinking Water and Wastewater treatment

Operational Technology (OT) networks – convergence with IT networks
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Software Bill of Materials (SBOM)

 Key building block in Software 
Security.
 A SBOM is a nested inventory, a list of 

ingredients that make up software 
components.

SBOM resources

https://www.cisa.gov/sbom

CISA Initiative Example
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Secure by Design / Secure by Default

Secure by Design requirements include:
• The security of the customers is a core business requirement
• Security principles should be implemented during the design phase of a product’s development lifecycle

Secure by Default features include:
• Products that are secure to use out of 

the box
• No additional cost for security features 

(i.e. MFA)
• Gather & log evidence of potential 

intrusions
• Control access to sensitive information

https://www.cisa.gov/securebydesign
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Joining CISA

 CISA.gov/careers 
 www.usajobs.gov

 dhscs.usajobs.gov
 StudentCareers@cisa.dhs.gov

 Resume Help
 www.cisa.gov/careers/resume-

application-tips 

 Hiring Timeline
 Depending on Job, 3-8 Months.
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Contacts and Questions?

For inquiries or further information, 
contact cyberadvisor@cisa.dhs.gov

Daniel Brown
Region 10 (WA, Eastern WA, 

Northern ID)
Cybersecurity Advisor

(509) 981-9920
Daniel.Brown@cisa.dhs.gov


