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OUR PROBLEM

The advent of cybersecurity threats has increased exponentially over the last decade. Attacks are no longer affected by lone individuals but are
state-sponsored and target commercial, academic, and military sectors alike. Adversaries continue to grow, and they are helping to change the
geopolitical landscape through what is now known as the fifth domain of warfare engagement. The cyber warfare domain is large and complex,
requiring new innovative ways to create knowledge out of information. New advances in graphical databases allow us to represent this complex and
heterogeneous information in ways that allow us to query a corpus of knowledge to find cause-and-effect connections that previously required
significant computational power. We conducted a literature review of 5o peer-reviewed articles to extract relevant elements of data that helped
informed a knowledge base of facts. Herein we present the results of our work and exemplify its operational usage through simple queries to
demonstrate capacity.
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OUR FIRST QUESTION WE WANTED TO ASK NEO4J: WHAT ARE THE ATTACKS WHERE ISRAEL AND THE
UNITED STATE HAVE USED CYBER IN AN OFFENSIVE WAY? WHAT WERE THE CAPABILITIES OF EACH ATTACK?

WHAT WE PUT INTO NEO4J

neo4i$ match (p: KEY PLAYERS {PLAYERS:'ISREAL'})-[: RESPONSABLE FOR ]—(n: ATTACK NAME)-[:HAD]—
(C:CAPABILITY) RETURN p,n,C

OUR RESULT ANOTHER QUESTION - HOW ARE FANNY AND
STUXNET RELATED
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left used intelligence
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