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Graphs are Ubiquitous and used for Information Integration 
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REV2: Kumar et al. 2018
Detecting Malicious user by 
the rating of other users 

Offshore Leaks networks

Social Networks
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REV2: Kumar et al. 2018
Detecting Malicious user by 
the rating of other users 

Offshore Leaks networks

Social Networks

● Graphs  can be directed  or undirected 
● Graph can have features on edges and vertices
● Graph can have temporal attributes
● Graph can be Spatio Temporal 



Graph Representation Learning
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● Convert graph nodes into numerical vectorial representations
○ Automatic feature-engineering
○ Maximize the amount of encoded information

● High volume of research works, high interest in applications

 
N1 = [0.8,-0.6]
N2 = [0.7,-0.8]
N3 = [0.1,-0.9]

⋮
N32 = [-0.3,-1.0]
N33 = [-0.6,-1.0]
N34 = [-0.6,-1.2]

Karate network Vectorial representations Latent space



Graph Representation Learning
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● Two main representation types: 
○ Connectivity-based methods:

■ Encode nodes connectivity information
■ The  shorter  the  path between two nodes, more 

similar the generated representation
○ Structure-based methods:

■ Encode the node’s task inside the network, e.g: 
● Inside the network topology:

○ Star-center
○ Bridge node

● Group administrator in a social network 
● Hubs and authorities ins the World Wide Web

■ The  closer the role, more similar the representation

Structure-based

Connectivity-based



Connectivity VS Structure
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Connectivity VS Structure
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Structure-basedConnectivity-based

Barbell graph

Misconception: R. A. Rossi, D. Jin, S. Kim, N. K. Ahmed, D. Koutra, and J. B. Lee, “On 
proximity and structural role-based embeddings in networks: Misconceptions, techniques, and 
applications,” ACM Transactions on Knowledge Discovery from Data (TKDD), vol. 14, no. 5, pp. 
1–37,2020



Connectivity and Proximity for Social Networks 
● Many data available

● Connectivity solve this task:
○ Community Detection
○ Link Prediction
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Connectivity and Proximity Problem 
● Classification concept: all the red nodes are 

malicious because they perform a2 on the orange 
node

● What can be learned with connectivity in the 
training set ?

○ Malicious user are connected (see M1 and M2)
○ Result: M3 is not a malicious because not connected to 

M1 and M2

● Problem of cold start users
● Connectivity and Proximity does not generalize 

well.
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From Neural Networks to Graph Neural Networks 
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Graph Neural Network



GNNs and Message Passing (Sato, 2020)
● Message Passing

 

● GNNs
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Connectivity with Message Passing
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Random Initialization



Connectivity with Message Passing
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Why not just Connectivity?
● Connectivity -> Homophily principle
● Connectivity -> Models do not learn general structural patterns
● Connectivity ->Can be achieved with GNNs
● Connectivity ->It produces overfitting especially with supervised training
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Structural Representation Learning  allow to learn general structural patterns.



State-of-the-art (Unsupervised) 
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Model Connectivity-based Structure-based Neural Network

DeepWalk Yes No No

LINE Yes No No

Node2vec Yes No No

GraphSAGE Yes No Yes

ARGA Yes No Yes

VGAE Yes No Yes

SDNE Yes No Yes

Struc2vec No Yes No

GraphWave No Yes No

DRNE No Yes Yes



State-of-the-art (Supervised) 
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Model Connectivity-based Structure-based Neural Network

GIN Yes Yes Yes

GCN Yes -- Yes

GAT Yes -- Yes

More …



Motivation:

● Limited literature.
○ Many connectivity-based works (DeepWalk,LINE,Node2vec,GraphSAGE,ARGA,...)
○ Few structure-based (Struc2vec,GraphWave,DRNE)

● Limitations of the existing methods.
○ No theoretical guarantees (Struc2vec,DRNE)
○ Computational cost (Struc2vec,GraphWave)
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Unsupervised Structural Representation Learning Procedures
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Proposed methods
● Three unsupervised structural graph representation learning methods

○ SIR-GN: Structural Iterative Representation learning approach for Graph Nodes
○ SILA: Structural Iterative Lexicographic Autoencoded Node Representation
○ SparseStruct: Sparse Structural Node Representation

● Iterative approaches
● Improve upon current state-of-the-art:

○ Comparable or better performance
○ Better computational cost with plenty of possibility for extension
○ Theoretical guarantees
○ Experimental framework
○ No gradient vanishing problem
○ More interpretable
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Why iteration?

Level 1 Level 2

● Iteration + neighborhood aggregation:
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SIR-GN: Structural Iterative Representation learning approach for Graph Nodes

23Structural Latent space

Cluster 2

Cluster 3

Cluster 4

Cluster 1

● Vertex description process:
○ Structural latent space
○ Clustering:

■ Main structures in the 
graph

○ Use the cluster centroids to 
describe each point

■ Distance from point to
Cluster centroid

Euclidean distance = [7.0,3.7,1.5,3.0]



SIR-GN: Structural Iterative Representation learning approach for Graph Nodes
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● Initialization
● Iterative process: 2 steps

○ Vertex description:
■ Clustering:

● GMM
● K-Means

■ Description:
● Normalized inverse 

distance from data 
point to each cluster

○ Neighborhood aggregation:
■ Aggregate structure non 

destructive way
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SparseStruct: Sparse Structural Node Representation 
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● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence



SILA: Structural Iterative Lexicographic Autoencoded Node Representation
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● Automatic vertex description:
○ Autoencoder neural network architecture

● Autoencoder architecture:
○ Input:

■ Representations of
node neighborhoods

○ Transform to common space
○ Aggregation
○ Long Short-Term Memory
○ Minimize reconstruction error



Results
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● Latent information experiment:
○ Tested on 5 different graphs achieving the similar results

Proposed 
methods

Our propose methods obtain comparable or better results than the competitors on 
predicting centrality measures, this implies better encoding of structural properties.



Results
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● Node classification experiment:
○ Tested on 3 different graphs Brasil, Europe and American
○ American ->

A

Proposed 
methods

Our propose methods obtain comparable or higher accuracy on structural 
classification tasks. Results imply better encoding of structural properties.



Results
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● Robustness to structural noise experiment:
○ Mirrored graph

■ Known structurally equivalent pairs
○ Noise = random edges
○ Measure mean distance between:

■ All corresponding pairs and All other pairs

Mirrored network

NMED: Normalized Mean Euclidean Distance



Results
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Proposed 
methods

Bigger distance between corresponding pairs and all other pairs means lower sensibility 
to noise, our propose methods obtain comparable or better results than the competitors.



Results
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● Scalability experiment:
○ Generate synthetic graphs:

■ Erdos-Renyi random graphs
■ Sizes 100 to 1.000.000 nodes

○ Result comparison  (cpu only):
■ GraphWave: 3 years
■ Struc2vec: 28 hours
■ SIR-GN: K-Means: 1.25 hours
■ SparseStruct: 27 minutes

Proposed 
methods

Our propose methods demonstrate to be 
considerably faster than the competitors



Comparison With Supervised Procedures
● 8 different prototype 

structures

● Several duplications of this 
structures

● Interconnected with a 
certain percentage of 
random edges w.r.t. the 
number of nodes

● Classification task each 
node should be classified 
with the prototype id that 
belong with



Comparison With Supervised Procedures



Current Works

● Spatio-Temporal Models
● K-WL version 
● Explainability
● HPC and extension of SIR-GN, SILA, and SparseStruct (3-dim WL) can 

works on large scale graphs and produce powerful structure 
representations.
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 Weisfeiler-Lehman Isomorphism Test
 

Sato, R. (2020). A survey on the 
expressive power of graph neural 
networks. arXiv preprint 
arXiv:2003.04078.



Weisfeiler-Lehman Limitation
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Applications in National Security
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Detecting Botnet Nodes via Structural Node Representation Learning

● Traffic IP networks (IP 1 communicate 
with IP2)

● Peer to peer DDoS attack collected in 
2011

● Several Artificial Context
● Structural Task -> proximity problem 

44



Malware Classification, Evolution, and Explanation 
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Evolution

   
    

 

Explanation



Meta Data Traffic Anomaly Detection via Interpretable
Temporal Structural Provenance Graph Representation Learning
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This research is funded by a National Centers of Academic Excellence in Cybersecurity 
grant (H98230-22-1-0300), which is part of the US National Security Agency



Conclusion
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Conclusion
● Structural VS Connectivity
● Problems of Connectivity
● Approach for Unsupervised Structural Representation Learning

○ Sir-GN
○ Sparsestruct
○ SILA

● Applications in National Security
○ Offshore Leaks Networks
○ Malware
○ Botnets
○ Meta Data Traffic Anomaly Detection (NCAE-grant)

● Future Directions
○ Improve expressive power of Graph Representation Learning Procedure (K-WL)
○ Improve performance and creation of parallel/distributed version
○ Spatio Temporal Extensions 
○ Graph generation
○ Explanation 48
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Thanks
Any questions?

50



Identifying Malicious Users in the Offshore Leaks Networks via Structural 
Node Representation Learning

● Blacklists SDN entities
● Novelty detection task to identify new 

malicious user
● Structural Task

51



 Weisfeiler-Lehman Isomorphism Test
 



k-dim Weisfeiler-Lehman 
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k-dim Weisfeiler-Lehman Costs 

Each iteration in k-WL and k-FWL cost O(n^{k+1})

Even for the 2-FWL the cost of each iteration is O(n^3) 

Not Practical
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Limitation of 2-FWL and 3-WL
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Bouritsas, G., Frasca, F., Zafeiriou, S., & 
Bronstein, M. M. (2020). Improving 
graph neural network expressivity via 
subgraph isomorphism counting. arXiv 
preprint arXiv:2006.09252.

Graphlet Feature in Graph neural 
Networks or iterative algorithms.

Still limited to the order h of the 
graphlets

Paths of size h+1



Theoretical guarantees
● Theoretically proof that:
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SILA: Structural Iterative Lexicographic Autoencoded Node Representation
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● Automatic vertex description:
○ Autoencoder neural network architecture

● Autoencoder architecture:
○ Input:

■ Representations of
node neighborhoods

○ Transform to common space
○ Aggregation
○ Long Short-Term Memory
○ Minimize reconstruction error
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SILA: Structural Iterative Lexicographic Autoencoded Node Representation
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● Iterative process: 3 steps
○ Lexicographic ordering 

of current node 
representations

○ Train autoencoder
○ Extract new node 

representations

● Theoretically proof:
○ Same as SIR-GN



SparseStruct: Sparse Structural Node Representation 
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● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:
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○ Proof of convergence



● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence

SparseStruct: Sparse Structural Node Representation 

65



● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence

SparseStruct: Sparse Structural Node Representation 

66



● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence

SparseStruct: Sparse Structural Node Representation

67



● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence

SparseStruct: Sparse Structural Node Representation

68



● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence

SparseStruct: Sparse Structural Node Representation

69



SparseStruct: Sparse Structural Node Representation

70

● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence



SparseStruct: Sparse Structural Node Representation 

71

● Inspired on Weisfeiler-Lehman 
Isomorphism Test

● Iterative steps:
○ Generate Index
○ Initialization
○ Sparse vertex description
○ Concatenation

● Truncated SVD
● Theoretically proof:

○ Same as SIR-GN
○ Proof of convergence


