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What is Behavioral Security Research?

“Behavioral InfoSec research is a subfield of the broader InfoSec field
that focuses on the behaviors of individuals which relate to protecting
information and information systems assets (Fagnot, 2008; Stanton et
al., 2006), which includes computer hardware, networking
infrastructure, and organizational information. Recently, a number of
studies have been published about the behaviors of individuals in
protecting these assets.”

Crossler, R. E., Johnston, A.C., Lowry, P. B., Hu, Q., Warkentin, M., Baskerville, R., 2013, Future Directions for
Behavioral Information Security Research, Computers & Security, (32:1), 90-101.



Criminological Theory of General Deterrence

Figure 1. The Security Impact Model

Deterrents

as represented by properties such as:
® IS security efforts
® Dissemination of information about penalities
® Guidelines for acceptable system use
® Policies for use

Rival Explanations

as represented by properties such as:

® Preventive security software
® Motivational factors encouraging abuse
® Environmental factors encouraging abuse

Computer Abuse

as represented by properties such as:

¢ Number of incidents

® Actual dollar loss

® Opportunity dollar loss

® Subjective seriousness index

Straub, D. W. 1990.
Effective IS Security: An
Empirical Study.
Information Systems
Research, 1(3), p.255-
276.



The Security Action Cycle
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General Deterrence Theory
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Deterrence theory & Neutralization Theory

Figure 1. The Research Model

Siponen, M. & Vance, A.
2010. Neutralization: new
insights into the problem of
employee information
systems security policy
violation. MIS Quarterly,
34(3), pp.487-502.



Protection Motivation Theory (PMT)
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Figure 1. Fear Appeals Model (FAM)
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Technology Threat Avoidance Theory
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Security behaviors in personal
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perspective. Journal of the Association
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Protection Motivation Theory (PMT)
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Fig. 1.

Research model.

Vance, A, Siponen, M. & Pahnila, S.
2012. Motivating IS security compliance:
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Management, 49, pp.190-198.



Protection Motivation Theory (PMT)
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Figure 2. Research Model for Testing the Enhanced Fear Appeal Rhetorical Framework
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Protection motivation theory & Self-Determination Theory
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Figure 2. Integrated Model of SDT and PMT for Security Appeal Perceptions
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Protection motivation and stewardship-based strategic theories
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Integration of 11 theories
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Protection Motivation Theory (PMT)
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Meta-analysis
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Selt-Determination Theory & Interest Theory
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Construal Level Theory
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The Perceptual Cycle Model
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Affective Flow
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Figure 1. Conceptual Model with Hypotheses
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