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Abstract:

A successful cyber attack on a cyber-physical platform can trigger actions that may destabilize (or even
damage) the underlying physical systems. In this talk, we will discuss how to ensure the safety of the
physical plant even when the platform is compromised. The key idea is proactively cleaning the system
through "platform-level reset" and reloading uncompromised copies of cyber components (e.g., OS
image and application binaries). We leverage that due to "physical inertia," an adversary cannot
instantaneously destabilize the plant (even with complete control over the software), thus allowing the
system to perform reboot operations systematically. We will present two approaches to ensure the
integrity of these computations in an untrusted environment: 1) a custom design: entire platform-wide
restarts coupled with a root-of-trust timer, and 2) an alternate approach using COTS hardware: utilizing
trusted execution environment (TEE) features available modern systems. We will further discuss ongoing
research to enable platform reboot for various classes of cyber-physical applications.
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