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Abstract:

Learning-based classification dominates malware detectors for Android. However, due to the evolution
of the Android ecosystem, existing such techniques are limited by their reliance on new malware
samples, which may not be timely available, and constant retraining, which are often costly. A practical
detector needs not only to be accurate on particular datasets but, more critically, to be able to sustain
its capabilities over time without frequent retraining. In this talk, we will first take a quick look into the
dynamics of evolving Android apps in terms of its run-time behaviors throughout a decade history of
Android, followed by an overview of the challenges that arose due to the evolution as well as some of
the strategies for embracing it. Next, we will dive into one specific study that measures the sustainability
of four state-of-the-art learning-based malware detectors across the span of many years, and one recent
technique that aims to bring better sustainability to learning-based malware detection. We will end by
reflecting on what we have learned in this series of research projects and remaining challenges ahead,
as well as envisioning potentially even more sustainable defenses in the future.
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