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Bio: 

Karl Scheuerman is currently a manager for CrowdStrike’s “Falcon Complete” 
managed detection and response service. Previously he spent several years as an 
analyst and researcher on CrowdStrike’s “OverWatch” threat hunting team. He began 
his career as a U.S. Air Force intelligence officer and continues to serve in the Air 
National Guard as commander of a 71-member cyber threat intelligence squadron. 
Karl holds multiple SANS certifications, a Bachelor of Science degree from the U.S. Air 
Force Academy, and a Master of Public Policy degree from the University of Maryland, 
College Park. He lives in Richland, WA with his wife and three young daughters. You 
can follow him on LinkedIn here: https://www.linkedin.com/in/karlscheuerman/   
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Abstract:  

Cyber security has become an increasingly relevant topic in our society, but what does it really look like 
for a security analyst to defend networks daily against criminal and state-sponsored adversaries? The 
presentation will shed light on cyber defense operations on the front lines, informed by examples from 
a leading managed detection and response service provider. Content will include threat trends as well 
as specific case studies. The presentation will also include discussion on ways to pursue a career in this 
line of work, including rarely considered citizen-soldier hybrid options like the National Guard. 

 

To turn the tables of complexity on the attackers, we have developed a method for mapping the sequence 
of behaviors that make up a malicious artifact to strings of text and analyze these strings using modified 
bioinformatics algorithms. Bioinformatics algorithms optimize the alignment between text strings even in 
the presence of mismatches, insertions or deletions and do not require an a priori definition of the patterns 
one is seeking. Nor do they require any type of exact matching. This allows the data itself to suggest 
meaningful patterns that are conserved between binaries. These patterns can be used to identify zero-day 
malware and can help to automate the curation and characterization of large quantities of suspected 
malware.  I will talk about our MLSTONES capabilities as an innovative and effective way of detecting and 
characterizing most types of malware artifacts.  I’ll also discuss how these capabilities can be used on other 
types of cyber security data.  
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