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Abstract:

Cyber security data in many ways mimics the behavior of organic systems. Individuals or groups compete
for limited resources using a variety of strategies, the most effective of which are re-used and refined in
later generations. Traditionally this behavior has made detection of malware very difficult because 1)
recognition systems are often built on exact matching to a pattern that can only be ‘learned’ after a malicious
entity reveals itself and 2) the enormous volume and variation in benign code is an overwhelming source of
previously unseen entities that often confound detectors. In addition, the enormous volume of malware
artifacts is overwhelming anyone trying to categorize and characterize new additions to the many malware
repositories as so much of the processing is done by hand.
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