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What is

CySER?

An Institute funded by the Department of Defense Air Force
Command through the VICERQY initiative

e VICEROY = Virtual Institutes for Cyber and Electromagnetic
Spectrum Research and Employ

e VICEROY Institutes are managed by the Griffiss Institute

Directly responds to the VICEROY call

* Training ROTC and DoD-aligned civilians in cybersecurity at
the undergraduate and graduate level, with primary
emphasis on undergraduate

Builds a strong consortium in the Pacific Northwest for
cybersecurity education and research
* CySER brings together 5 institutions with complementary
strengths and diversity of populations served
Seeks to position WSU to attain Center of Academic Excellence
in Cyber Operations (CAE-CO) designation
* Designation conferred by National Security Agency

* Requirements: 10 Mandatory and 10 (out of 17) Optional
Knowledge Units
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* CySER CAE-CO Fundamentals
* BS in Computer Science

l | |#$%
v * * CySER Basics
&, () +, * For non-CS majors (typically ROTC cadets)
* Primarily affiliated with the MISE program in
- /0121— (O - the college of business

- 22 - /134* * CySER CAE-CO Advanced

 MS/PhD students in CS, CE, EE, MISE or similar
field
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Estimated Average Cost of Cybercrime

$945,000,000,000

. . $522,500,000,000
e World is increasingly cyber

dependent, making cyber attacks
more profitable for attackers and
costly to victims $300,000,000,000

$475,000,000,000

e \Various technologies make it
easier for cyber criminals to hide
their identity, evading prosecution
after the fact

 State actors also play a role, and
may target critical infrastructure,
such as the power grid

2013 2014 2018 2020
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Generating
Synthetic
Data

Using human labor to create data is
difficult, what about synthetic?

Machine Learning offers a few solutions:
e Generative Adversarial Networks (GANs)
e Variational Autoencoders (VAES)

Can’t generate data without some
existing data to start with

Can supplement weaker datasets with
synthetic data




Generative
Adversarial

Networks
(GANS)

GANs are one of the most well-known
and modern techniques for generating
synthetic data

Basic concept is to train two neural
networks in an adversarial process, one
for generating, and the other for
discriminating

Although typically used for image
generation, GANs have found a wide
variety of applications, including security
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GAN Example Output
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GAN Training
Process

Real Samples
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* Aside from generating datasets, GANs
have been used for other IDS-related
applications

e The discriminator can be modified to
classify malware, and benefits from
the adversarial process

* The generator can be used to create
adversarial samples for an IDS and
discover weaknesses that can be fixed

Penetration

Testing
(section IlI)

False Data
Attacks

Exploratory
Attacks

Evasion

Attacks

v

GANSs in
Intrusion
Detection

A

Cyber Alert
Generation

Flow
Generation

Dealing with
Unbalanced
Datasets

Enhancing
IDS Training
(section V)

Protection vs
Zero Days

Limitations

Protection vs
Polymorphic
Malware
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* The adversarial process used for training GANs can
make optimization difficult. Challenges include:

* Vanishing Gradient: Discriminator performs

too well; Generator cannot effectively learn
from it

* Mode Collapse: Generator learns to produce a

GA N few good samples to fool the discriminator,
and nothing more

S h O rtCO m | N gS * Failure to Converge: Generator and

Discriminator do not reach equilibrium;
resulting performance is poor

e Can mitigate some of these with loss functions
and/or regularization

* Alternatively, can consider other generative
models
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VAE Training Process
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VAE Shortcomings
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b. Samples generated by VAE
e Using Google Scholar, around 34k results for “Variational Autoencoder”

* By comparison, “Generative Adversarial Network” has 124k results.

A comparison of GAN vs VAE in generating samples from the MNIST
dataset. Taken from the paper “Deep Generative Models for Image
Generation: A Practical Comparison Between Variational Autoencoders
and Generative Adversarial Networks”
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Current Works in
Progress

e Writing a survey paper on how
generative machine learning models
are used for IDS development

e Conducting research on using
supervised training to improve
performance of GANs on a variety of
time series datasets, including cyber
security data
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