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Abstract:  

Supported by the VICEROY initiative of the Department of Defense, the CySER Institute is 

established to train the next generation of military and national defense-aligned civilian 

workforce in cybersecurity, organically merging theoretical knowledge with experiential 

learning. This presentation will begin with an overview of the CySER program and its 

objectives and will then delve into several research topics at the intersection of machine 

learning and cybersecurity. We will specifically discuss ongoing research efforts on the 

application of Generative Adversarial Networks (GANs) to Intrusion Detection Systems (IDS). 

Modern IDSs rely on machine learning, however training them is difficult due to poor quality 

and availability of attack data. GANs can offer a solution to this dilemma. We will survey the 

state-of-the-art in the use of GANs to improvement of IDSs and outline our own approaches.     
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