
        
       

 

 

 
w1s 11N&TON STAIE OEPARTM ENT or 

• LICENSING 
 

 

    

        
 

    

  

~ :

0 9
,"; 7)n1Ai(AIA 

10/29/2019 tW¼t,u; 11/1/2019 

Legi~ 6%g9fc1i\lclM~B ... 
Print name an-c:ttit1~EE9903529F4CF ... 

Evelyne Lloyd, Assistant Director 

~ Heather Davison contracts and 
Ad~ inistrative Services Division 
Rea Estate Associate Manager 

Legibly print name and title Print name and title 

Evelyne Lloyd, Assistant Director 

Administrative Services Division 

Licensee signature Date DOL signatu~ DocuSigned by: Date 

~#: I {µ~J 
Licensee signature Date DOL signature Date 

  

dl 

X 

DocuSign Envelope ID: 853D3538-5587-4B91-A3B7-0EBA80D52426 

NewNew  AAccount ccount NNo. o. 
COCONTRACTED NTRACTED  PPLATE LATE  SSEARCH EARCH  

((CPS) CPS)  RenRenewal ewal  AAccount ccount  NoNo. .  
 

USUSE E  AAND ND DDISCLOSURE ISCLOSURE  AGAGREEMENT REEMENT   56561390 1390 
BasBasic ic  IInformation: nformation:  
SStart tart ddate ate  I EEnd nd  ddate ate  I FFinancial inancial Amount Amount  

UpoUpon n  EExecution xecution  OOctober ctober  3131, ,  22024 024  RevRevenue: enue:   DDependent ependent  onon   UUsage. sage.  
LLicensee icensee  
LLicensee's icensee  NName ame  LLicensee's icensee  DBOBA A  

  WashiWashington ngton StateState   UUniversity niversity TTransportation ransportation SeServices rvices   
LLicensee icensee  pphysical hysical  aaddress ddress  LLicensee icensee  mmailing ailing  aaddress ddress  

  

101040 40  NENE   CColorado olorado  SSt t PPullman ullman  WWA A  999164 9164   
LLicensee icensee  AAgreement greement  MManager anager  nname ame  LLicensee icensee  MManager anager  PPhone hone  LLicensee icensee  MManager anager  ee-mail -mail  aaddress ddress  

  

  CoCody dy  WWilson ilson  50509-335-0523 9-335-0523    CoCody.wilson@wsu.edu dy.wilson@wsu.edu  
DDepartment epartment  oof f  LLicensing icensing  ((DOL) DOL)  
DDOL OL  aadministration dministration  DDOL OL  ddivision ivision  

DatData a  SSharing haring UnUnit it  PProgram rogram  aand nd   SServices ervices  DDivision ivision  
DDOLAgreement OL Agreement  MManager anager   iinformation nformation  DDOL OL  ccontact ontact  aaddress ddress  

SSusan usan MMitchell itchell   DepDepartment artment  oof f  LiLicensing censing  
oror   PPO O  BBox ox  22076 076  

OOrpha rpha  ZZollars ollars   OOlympia, lympia,  WWA A  998507 8507  
DDOL OL ccontact ontact  ttelephone elephone  I DDOL OL  ccontact ontact  ffax ax  I DDOL OL  ccontact ontact  ee-mail -mail  

36360-902-0199 0-902-0199  36360-570-0-570-77895 895  CPCPS@dol.wa.gov S@dol.wa.gov   

AAttachments ttachments  
RRequired equired ddocuments ocuments  

TThe he ffollowing ollowing  ddocuments ocuments  are are iincorporated ncorporated by by refreference: erence:  ((Attachments Attachments incinclude lude  tterms erms aand nd condconditions, itions,  EExhibits xhibits  are are iinformation nformation  oonly) nly)  
 

1.1.  AAttachment ttachment  AA, ,  DData ata SSecurity ecurity RRequirements equirements  
2.2.   AAttachment ttachment  BB, ,  SSubscriber ubscriber  RRequirements equirements     

3.3.  EExhibit xhibit  AA   - - IInformation nformation RRequest equest  LoLog g   
4.4.  EExhibit xhibit  BB   - - SSample ample IInformation nformation  ReRequest quest  LLog og RRequirements equirements 
5.5.  EExhibit xhibit  CC   - - SSample ample NotNotification ification  LetLetter. ter.     

DODOL L rreserves eserves  tthe he  rright ight  tto o mmodify odify or or upupdate date  aall ll  EExhibits xhibits aas s  dedeemed emed aappropriate. ppropriate.  LLicensee icensee  iis s  reresponsible sponsible tto o  checheck ck  tthat hat  
tthey hey are are oonly nly  uusing sing tthe he mmost ost  ccurrent urrent  vversion ersion  ofof   dodocuments. cuments.  

 

TThe he  tterms erms  anand d  cconditions onditions oof f  tthis his  AAgreement greement  aare re aan n iintegration ntegration oof f  tthe he ffinal, inal,  eentire ntire aand nd  exexclusive clusive ununderstanding derstanding bbetween etween tthe he  
PParties, arties,  supesuperseding rseding  aall ll  pprevious revious  aagreements, greements,  wwritings, ritings,  anand d ccommunications, ommunications,  ororal al  oror   ototherwise, herwise,  rregarding egarding  tthe he ssubject ubject  mmatter atter oof f  tthis his  
Agreement. Agreement.   TThis his  AAgreement greement  is is efeffective fective uupon pon exexecution ecution by by botboth h PParties. arties.  TThe he  PParties arties  ssigning igning bebelow low  reprepresent resent  tthat hat  tthey hey  hhave ave rread ead  
andand   uunderstand nderstand  tthis his  AAgreement, greement,  anand d havehave   tthe he aauthority uthority tto o eexecute xecute onon   bbehalf ehalf  ofof   ttheir heir  enentity. tity .    

Washington Department of Licensing Page 1 DOL Agreement/Account #: 
October 2018 Version CPS Data Access Agreement 

mailto:CPS@dol.wa.gov
mailto:Cody.wilson@wsu.edu


        
       

 

  

  

This Data Sharing Agreement (hereinafter called "Agreement") is entered into by and between the Washington State 
Department  of  Licensing (hereinafter  called "DOL"),  and the  individual  or entity  named on  the first  page,  (hereinafter  
called" Licensee "). DOL and Licensee may be individually referred to as "Party", or jointly referred to as "Parties".  

BACKGROUND  INFORMATION  
1.  PURPOSE   

The purpose of  this  Agreement  is  for  DOL to establish the  terms and  conditions  upon which  it  will  grant  Licensee  
with limited access  and use  of DOL's Contracted  Plate Search (CPS) system,  for  purposes  of  accessing 
Confidential Information contained in DOL's vehicle and vessel  records.     

2.  LEGAL  JUSTIFICATION  
DOL  is authorized to enter  into  this Agreement  Pursuant  to  Revised  Code  Washington  (RCW)  Chapters  19.02;  
46.12,  and 42.56;  Washington Administrative  Code  (WAC)  308-10-075 &  308-93-087;  the  Federal  Driver  Privacy  
Protection Act  of  1994  (DPPA).  
 

3.  DEFINITIONS  
As  used throughout  this Agreement  the following terms  have the meanings  set  forth below:   

Authorized  User  or  User- means  any  individual who is  authorized by  the  Licensee  to access  CPS.   This  
definition includes all "Administrators" or account  managers  who also  access CPS.  

Confidential  Information- means information requiring protection that is more sensitive than "public" and may be 
exempt  from  disclosure to  the  public  or  other  unauthorized  persons  under either RCW  42.56  or  other  state 
or  federal statutes.  Pursuant  to this Agreement,  Confidential Information  includes,  but  is not  limited to,  
vehicle and vessel ownership information,  and  any  other personal information (such  as  name  and  address) 
of  the vehicle  and  vessel owners.  

Contracted  Plate  Search  or  CPS   means  the  record retrieval  and  display  systems for  vehicle  and vessel 
registration information from DOL's DRIVES system .  

Data   means  any  and all  vehicle and vessel  record information provided to  the  Licensee by  DOL  pursuant  to  this  
to  this Agreement.     

DRIVES   means  the primary  DOL database  from  which  vehicle  and  vessel registration  information is  retrieved 
and then  displayed to the  CPS  user  by  way  of  LicenseXpress.   CPS  users do not  have direct  access  to the  
DRIVES  database.  

Inquiry   means  any  access  to CPS  that  returns:  a  record,  or  no  record  found.  

Subscriber  - means  the agency,  firm,  provider,  releasing  entity,  organization,  individual,  customer,  or  other  entity  
engaged  in doing  business with the Licensee to  obtain,  or otherwise utilize  or  receive  benefit  from,  the Data  
received from  DOL and includes  the  purchasing  of  a service or  product  from  Licensee.  A  Subscriber must  
be  entitled  to the Data  with  a permissible  use under the  state and  federal  disclosure and privacy  laws.  

Vehicle Record   means  any  information  contained  in  CPS  that  identifies  a specified  vehicle  (of  any  type or  
category)  or  the  registered  ownership  thereof.  

Vessel  Record  - means  any  information  contained  in CPS  that  identifies  a  specified vessel (of  any  type or 
category)  or  the  registered  ownership  thereof.  

 

SPECIAL  TERMS  AND  CONDITIONS:  

4.  GRANT  OF  ACCESS  
Subject  to the terms  and  conditions  of  this Agreement,  DOL hereby  grants  Licensee with  a limited non-
transferable  license for  access and  restricted  use  of  vehicle  and  vessel  Data from  CPS  This grant  of  access  does  
not  provide Licensee  with  any  ownership rights  to the  Data;  at  all times DOL remains  the sole  owner  of  the Data.  
 

5.  TERM  OF  AGREEMENT  
The term  of  this Agreement  begins  on the  date of  mutual execution by  both  parties,  and  ends  on the date  noted  
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on the first page, unless terminated sooner, or extended by the Parties pursuant to an executed amendment. If 
licensee wishes to extend this Agreement, Licensee must timely notify DOL and renew its application. DOL does 
not send notice of expiration to the Licensee. 

6. SAFEGUARDING 
Data provided pursuant to this Agreement includes Confidential Information. Licensee shall protect and 
safeguard all Confidential Information received under this Agreement against any unauthorized disclosure, use, 
or loss as set forth in Attachment A - Data Security Requirements, and further as set forth under all state and 
federal requirements enacted or revised over time, regarding Data Security, electronic data interchange, and 
restricted Permissible Uses of such information. 

7. PERMISSIBLE USE 
Data herein includes Confidential Information, and may only be used for Permissible Uses allowed by state or 
federal law, and as specifically limited and defined under subsection - 7A. 

Any other use of Confidential Information is strictly prohibited. This includes the use of active records for 
purposes of testing and training. For purposes of training, Licensee only may use records in connection with 
actual work performed in the normal course of business. 

DOL also fully complies with Executive Order 17-01, and specifically prohibits the use of Data, or the release of 
Data to other authorities, for purposes of investigating, locating, or apprehending individuals for immigration 
related violations. 

7A. Approved Use and Disclosure 
Licensee may only use and disclose Data for the following limited purposes: 

Parking enforcement at Washington State University, Pullman campus. Will use to identify registered 
owners of vehicles not registered in our system for parking ticket association. 

The sale or other distribution of any vehicle or vessel owner name or address to another person not 
disclosed in a request or disclosure agreement executed with the department is a gross 
misdemeanor punishable by a fine not to exceed ten thousand dollars, or by imprisonment in a 
county jail for up to three hundred sixty-four days, or by both such fine and imprisonment for each 
violation RCW 46.12.640. 

8. ACCESS PERIOD 
The Access Period is a duration of time under the term of this Agreement when Licensee, and each of its listed 

, granted access to the Data. The Access Period may be suspended due to non-compliance with this 
Agreement (to include any investigation of possible non-compliance). The suspension of the Access Period 
prevents Licensee, or a specified User, from further access and/or use of data. Licensee and all Users remain 
obligated to follow all other terms and conditions of this agreement. 

9. ACCESS TO DATA 
Licensee will be granted access to the Data upon receiving the following types of inquiries: 

A. In writing by email to recordsdesk@dol.wa.gov or by fax to 360-570-7895 ($2.00 per record fee may apply). 

B. Through online internet access to CPS via LicenseXpress. (The online system is designed to provide 
continuous 24 hour access, but cannot be guaranteed. The CPS service may be temporarily inaccessible 
during periods where the system is being evaluated, updated, or repaired.) 

In order to use the CPS online services, Licensee must designate an Administrator (originally designated in the 
application) who is responsible for establishing and managing all User accounts under this 
Agreement. 
immediately remove that User account from the system. 

Each User accessing Data on behalf of the Licensee must have an individual LicenseXpress account. User 
accounts are not interchangeable and cannot be shared. Each user account must be maintained with its own 
user account name and password. All account transactions are recorded in DRIVES to identify the information 
accessed through that account. 

Licensee must actively monitor each User (including the Administrator and any account Managers) to ensure 
Data is accessed and used only for official job responsibilities, and the limited permissible uses as permitted in 
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this Agreement. Licensee must immediately revoke the access of any User who accesses or uses Data outside 
of the allowed Permissible Use or otherwise violates any terms or conditions of this agreement. DOL reserves 
the right to suspend or terminate the access of specific users if DOL determines that such user is not 
maintaining compliance with this Agreement. Continued User non-compliance may be grounds for termination 
of this entire agreement. 

The use of computerized applications (such 

10. FEES 
Licensee shall pay fees for all transactions initiated by its Users. 

A. The fee for use of CPS is $0.04 (four cents), applicable to all CPS Users, for each inquiry 
including inquiries that return a no fil or no record found 

B. There is an additional $2.00 (two dollar) fee for each inquiry that returns a vehicle or vessel record. 
(Government entities are exempt from the $2.00 fee pursuant to RCW 46.12.635). 

C. DOL reserves the right to increase or decrease fees without notice or when mandated by law. 

11. PAYMENT AND BILLING PROCEDURES 
Invoicing and payment obligations are monthly, unless otherwise agreed upon in writing. 

A. Licensee, must pay invoices within thirty (30) days of the date of invoice. Payment must include the 
CPS account number and a copy of the invoice. Payment is to be made to 

Department of Licensing, CPS (account #) 

P.O. Box 3907 

Seattle, WA 98124. 

B. Washington State agencies may pay invoices using a journal voucher (JV) or by making an inter-
agency payment (IAP) using the DOL Statewide Vendor Number SWV0011175-01. 

C. If Licensee fails to timely pay invoices, DOL reserves the right to suspend the access period, or 
release the account to a collection agency. DOL may provide advance notice of suspension or 
collection, but is under no requirement to do so if Licensee has failed to pay multiple payments. 

D. If monthly bill totals $4.50 (four dollars fifty cents) or less, DOL may not send a bill and may carry over 
the amount due to the next mont s billing. If DOL ever fails to supply a monthly invoice, that amount 
is carried over to the next month; 
obligation to pay for services, nor the obligation to fully pay upon the next invoice received. 
If Licensee fails to receive an invoice, it is encouraged to contact DOL accounting services at 360-
902-7428 immediately. 

E. DOL reserves the right to require a deposit and to charge for the reimbursement of all mailing 
costs associated with this Agreement. 

12. ADDITIONAL LICENSEE REQUIREMENTS 
To maintain an active Access Period, Licenseeshall: 

A. Maintain a current business license for the term of the Agreement and provide a copy to DOL upon 
request. 

B. Provide each Authorized User with his or her own individual copy of this entire Agreement, and 
require each User to review and acknowledge, in writing, that he or she understands and will fully 
comply with this Agreement. (Written acknowledgments are reviewed as part of an audit and must be 
submitted to DOL on an annual basis [per §27], or upon request.) 

C. Require each User to maintain individual (legible) Information Request Log(s)* (IRL) for every inquiry 
made by that User (regardless of the return information by DOL). Licensee must maintain all IRLs for a 
minimum of three (3) years. An IRL template is attached as Exhibit A. 

* Licensee may use a legible IRL of their choosing, provided the IRL contains all of the data fields 
set forth in Exhibit A and all data fields regarding a single inquiry fit on the same page. 

Advisory Note: 
activity records in DRIVES. Failure to maintain all IRL 

agreement. 

D. Licensee must notify DOL if it is an attorney or a private investigator receiving vehicle or vessel record 
Data directly on-line from the CPS program. Under such circumstances, DOL will mail out notification 
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letters to  the  individuals  whom  are  the  subject-owners  in the requested  records pursuant  to  
RCW  46.12.635(4).  DOL  reserves  the  right  to invoice Licensee  for  the  reimbursement  of  costs 
associated  with  the  required  mailing  to include,  but  not  limited to:  postage,  envelopes,  paper,  etc.  

E.  If  Licensee provides  vehicle  or  vessel record Data  to  an  attorney  or  private  investigator,  then Licensee  
must,  within  five  days,  provide written notice to the  subject  owner  of  the  requested records;  Licensee  
must further provide a copy of the notification letter to DOL's Public Disclosure unit.  

  
13.  SUBSCRIBER  REQUIREMENTS  

If  Licensee provides Data  to  a Subscriber,  Licensee  must  comply  with all  restrictions on  Attachment  B.   
Subscriber  Requirements.  

 
GENERAL  TERMS  AND  CONDITIONS  
14.  AMENDMENTS   

This Agreement  may  only  be  amended by  mutual  agreement  of  the Parties.  Such amendments  are not  binding 
unless they  are in writing and signed  by  personnel  authorized to  bind each  of  the Parties.  

Only DOL's Director or  designated delegate  by  writing has  the expressed authority  to  alter,  amend,  modify,  or  
waive any  clause  or condition of  this  Agreement.   Furthermore,  any  alteration,  amendment,  modification,  or  waiver  
of  any  clause  or condition of  this  Agreement  is  not  effective  or binding unless made in writing and  signed by  
DOL's Director or delegate.  

15.  ASSIGNABILITY  
Licensee  may  not  assign this  Agreement,  or  any  claim  arising under  this  Agreement,  without  the prior  written  
consent  of  DOL,  which  consent  will not  be unreasonably  withheld.   For  purposes  of  this  paragraph,  a  change  in  a  
corporate entity ownership and/or in the directorship of Licensee's entity, may be deemed by DOL as being the 
equivalent  of  an  assignment,  and  may  be  grounds  for  termination  of  this  Agreement.  If  Licensee  intends a  change  in  
the  ownership,  it  must  provide  notice  to  DOL.  
 
 

16.  AGREEMENT  MANAGMENT   
Licensee's Agreement  manager, and DOL's Agreement  manager,  respectively  listed on  page one (1) are  
responsible  for all communications  and notices pertaining to  this  Agreement.   All such  communications  and  
notices  are to be made  between  the  respective managers  unless alternative  personnel  are  established for  specific  
purposes.   The  use of  email,  to the most  current  email  address  on  file  for  the  other  Party,  is  an  acceptable form  of  
providing notice  for  all purposes  in  this Agreement.  

Licensee  is required to notify  DOL in  writing within three  (3)  business  days  of  changes  to:  business  name,  
ownership,  business address,  phone  number,  email  address,  or  Agreement  manager  or  his/her  contact  
information.  

17.  DATA  DISPOSITION  CERTIFICATION  
Licensee,  upon the  termination,  expiration,  or cancellation of  this Agreement  must  dispose  of  all  Data and  must  
execute a  written  certification concerning such  disposition.     Licensee,  in  making this certification  must  contact  
DOL to receive DOL's Data Disposition Certification Form then in use.    

18.  DISPUTES   
The Parties  agree  that  time  is  of  the  essence  in resolving  disputes.   The following are steps  in the  dispute 
process:  

When  a dispute concerning  a  question of  fact  arises  between  DOL and Licensee and it  cannot  be  resolved,  either  
Party may request a dispute hearing with DOL's Contracts Office. This is a requisite  prior  to seeking any  court  
action  to  resolve  the dispute.     

  
19.  GOVERNANCE   

This Agreement  is  to  be construed and interpreted in  accordance with  the laws of  the  state of  Washington  and  the  
venue  of  any  action brought  hereunder  will  be  in  the Superior  Court  for Thurston  County.  

In  the event  of  an inconsistency  in  this Agreement,  unless  otherwise provided  the  inconsistency  shall be resolved  
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by  giving  precedence in  the  following  order:  

A.  Applicable federal  and  Washington  State laws,  and  regulations;  

B.  Terms  and conditions  of  this  Agreement;  

C.  Attachment  A  - Data  Security  Requirements  

D.  Attachment  B   Subscriber Requirements;  
  

20.  INDEMNIFICATION   
To  the  extent  allowed by  law,  Licensee shall  defend,  indemnify,  protect  and  hold harmless  DOL from  and against  
all claims,  suits,  actions  and  all associated  costs  arising  from  any  negligent  or  intentional acts  or  omissions of  
Licensee,  or  any  Subscribers who  received the Data from  Licensee,  during the performance  of  this Agreement.   
This includes  all matters  related to the data security  and  permissible  uses  of  the  Data.  
 

21.  INDEPENDENT  CAPACITY  
The scope of this Agreement maintains each Party's independent status as a self -governed  entity,  and  nothing  herein  
may  be  deemed  as  causing  the  Licensee,  or any  employee,  personnel,  or  agent  of  the  Licensee  to  be  considered  as  
the  employee,  agent,  or subcontractor  of  DOL.    
 

22.  INTEGRITY  OF  DATA   
Vehicle  and vessel  Data is only  presumed  accurate  at  the moment  pulled and  is  updated on an  ongoing  basis  at  
all times.  Historical Data  may  be  used  to  satisfy  current  business  needs  and/or  requests  for  such  
Data.   Additionally,  DOL  may  not  be held liable  for  any errors  which  occur in  compilation  of  Data,  nor  may  DOL be 
held liable for  any  delays  in furnishing amended  Data.    

23.  LICENSEE  LEGAL  COMPLIANCE  STANDARDS   
Licensee,  as  a  Party  under  this Agreement  with  the DOL,  must  comply  with  all  applicable  local,  state,  and  federal  
laws,  rules  and  regulations.   Such  compliance minimally  includes  without  limitation,  all applicable  licensing 
requirements  of  the state of  Washington,  all civil rights  and non-discrimination  laws,  the  Americans  with 
Disabilities  Act  (ADA)  of  1990,  and all federal and  state employment  laws.   Failure to  comply  with  this  provision  
may  be grounds  for termination  of  this Agreement  regardless  of  affect  it  may  have  on the  subject  matter  of  this  
Agreement.     
 

24.  PUBLIC  REQUESTS  FOR  INFORMATION   
If  Licensee is  subject  to  chapter  42.56  RCW,  Public  Records  Act,  or  any  similar  Act  under its  own jurisdiction,  then  
to  the extent  consistent  with chapter  42.56 RCW,  Licensee will maintain the  confidentiality  of  all Confidential 
Information  provided  under this Agreement.   If  a  request  is  made for  Confidential  Information  Licensee will 
withhold the  information,  notify  DOL of  the request,  provide  DOL  with  a  copy  of  the  request,  and  allow DOL 
adequate time to  review the request  and  obtain a  court  injunction  if  necessary.    
 

25.  PUBLICITY  &  MEDIA  
Licensee  may  not  engage  in  any  publicity  or media,  relative  to the  subject  matter  of  this Agreement,  where  
DOL's name is included, or may be reasonably be implied ,  unless  Licensee  first  provides  copy  of  such  
publicity  and media  to  DOL,  and DOL approves and permits the  same.  If  DOL approves  any  advertising and 
publicity  matter,  DOL  reserves  the  right  to add a  disclaimer  and/or  rescind its  approval at  a  later  date.  
 

26.  RECORDS  ACCESS,  INSPECTIONS,  AND DPPA  
Licensee,  at  the  request  of  DOL,  must  provide,  access  to  all  records  retained in  connection  with this Agreement.   
This is to include  for  a period  no  less-than  the past  three  (3)  years,  and without  limitation:  All IRLs,  and  all  records 
connected  with  providing any  and all  Data  to  a  Subscriber.   Such records  must  be made available for  inspection  
and review  in  non-redacted  form  regardless  of  any  claim  of  privilege  or  confidentiality.   DOL  may  request  copies  at  
no  additional cost  to  DOL.  
 
Licensee  must  carry  forward  this  condition  to all Subscriber  contracts,  so  as to  allow DOL the  right  to access,  
review,  inspect,  and  copy  similar  records of  the Subscriber.   Licensee  may  not  agree  to any  non-disclosure 
agreements that  directly  or indirectly  restrain DOL  from  reviewing  Subscriber's  documents  under this section.  
DOL's monitoring and investigating may include, the act of introducing data containing unique but false 
information (commonly referred to as "salting" or "seeding") that can be used later to identify inappropriate 
disclosure of  Data.    
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27. RECORD AUDITS 
In addition to the right of access above, DOL may conduct random desk audits of Licensee, and may request 
licensee to provide various records, documents and other 
protocols, Permissible Uses, and any issues of compliance with this Agreement. DOL may also request Licensee 
to provide DOL with copies of any internal audit results. Licensee shall comply with all audit requests. DOL also 
reserves the right to conduct (either itself or by its agent) on-site audits. Cost of audits, and the providing of 
documents, will be at the expense of Licensee. 

Licensee will receive audit notification instructions by email. Failure to reply timely and completely to a 
notification will result in the interruption of service, or DOL may terminate this agreement. At the completion of 
the audit Licensee will receive notice that the audit was or was not completed satisfactorily. When an audit is 
not completed satisfactorily, CPS administration will provide Licensee with a listing of the errors and a 
required cure process. 

In addition to DOL conducting Audits, Licensee has the continuing obligation to perform a self-assessment of its 
Data Security and Permissible Use compliance. This self-assessment must be performed on an annual basis for 
every one-year interval period of this Agreement performed at the end of each period. Licensee must confirm in 
writing whether it is in compliance with Data Security and Permissible Use standards as set forth in Agreement. 
Licensee must also provide copies of User verifications (per §12B), for all new Users whose accounts established 
in CPS during that annual period. 

If Licensee -compliance, Licensee will make a report of such 
findings(s) and submit the complete audit report to DOL. When DOL audits Licensee, it may audit against the 

may force Licensee to undergo independent third-party audits, or DOL may terminate this agreement. 

28. RECORDS MAINTENANCE 
Licensee shall maintain all records relating to this Agreement, including all service and account records, all 
compliance records, Permissible Use documentation, investigation records related to the release and use of 
Confidential Information, and all correspondence and legal records related to Subrecipients for a period of at least 
three (3) years after the term of this Agreement. 
If any litigation or audit is started before the expiration of the three-year period, the records must be retained until all 
litigation, claims, or audit findings involving the records have been resolved including any appeals and remands. 

29. SEVERABILITY 
If any term or condition of this Agreement is held invalid, the remainder of the Agreement remains valid and in full 
force and effect. 

30. SURVIVORSHIP 
The terms, conditions and warranties contained in this Agreement that concern Permissible Use of Data, Data 
Security, and record retention, and Data destruction, survive the completion of the performance, cancellation or 
termination of this Agreement. 

31. TERMINATION 
Termination of this Agreement may be made as set forth below. All termination matters may be equally applied to 
a suspension of the Access Period instead of a full termination, except that any suspension lasting longer than 
ninety (90) days will automatically terminate this Agreement. 

A. Unilateral Termination by Licensee 
Licensee may terminate this Agreement at any time and for any reason upon providing written notice to DOL. 
If at the time of termination Licensee was under a corrective action plan, DOL may refuse future Agreements. 

B. Administrative Terminations (Administrative terminations are without cause.) 
Agreement is suspended or terminated, such a termination or 

suspension will automatically cause a termination or suspension of this Agreement. 

Additionally, if DOL, as a state agency, determines that the continuation of this Agreement no longer conforms 
olicy, and/or is no longer in the best interests of DOL or the state of Washington, DOL may 

terminate this Agreement for convenience by giving written notice to Licensee at least fifteen (15) business 
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days before the effective date of termination. Administrative terminations are without cause. 

C. Termination for Cause 
DOL may terminate this Agreement, or suspend the Access Period if Licensee 
violates a term, condition, or requirement of this Agreement. DOL has sole discretion on whether Licensee or 

-compliance is cause for an immediate termination or suspension, or whether Licensee or 
Subrecipient should be given a cure process to correct the non-compliance. 

For any determination of non-compliance, DOL must provide Licensee with a written statement identifying the 

termination, or a cure process. DOL may suspend the Access Period to Data during a cure process. If DOL 
allows for a cure process, the Parties will work together to establish the process and timeline. The agreed-
upon cure process will be put in writing and acknowledged by both Parties. If Parties cannot mutually 
determine a cure process, or if Licensee does not substantially complete the cure process within the stated 
timelines, DOL then has the right to elevate the matter to a final termination. 

If DOL chooses an immediate suspension or termination, DOL must be able to identify how Licensee or 
-compliance has caused, or could cause, harm to the rights or interests of DOL, the state of 

Washington, or any individuals of the general public. All actions made by DOL in lieu of a termination for 
cause a 
the review. 

32. NON EXCLUSION OF REMEDIES 
The rights and remedies of the Parties as provided in this Agreement, are not exclusive and are in addition to any 
other rights and legal remedies provided by law, including without limitation, the right to receive financial 
reimbursement for any incurred damages. 

33. WAIVER 
A failure by either Party to exercise its rights under this Agreement shall not preclude that Party from subsequent 
exercise of such rights and shall not constitute a waiver of any other rights under this Agreement unless stated to 
be such in a writing signed by an authorized representative of the Party and attached to the original Agreement. 
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ATTACHMENT  A  - DATA  SECURITY  REQUIREMENTS  

 
DATA  SECURITY  REQUIREMENTS  

1.  Data  Classification  
The classification  of  the  data  shared is considered:   

  Category  3   Confidential Information  
 

2.  Computer Security  
Licensee  shall  maintain  the  computers  that  access  DOL data by  ensuring  the operating system  and  
software  are updated and  patched regularly,  such  that  they  remain  secure from  known  vulnerabilities.   
Licensee  further  agrees  that  the  computer  device(s)  are  installed with an  Anti-Virus solution  and  
signatures  updated  frequently.   

3.  Access Security 
Access  to the  data  will be  restricted to authorized users by  requiring  a login  using  a unique  user  ID  
and complex password or other  authentication mechanism  which  provides  equal or greater security.   
Passwords must  be changed on  a periodic  basis  and  the sharing of  user  ID and passwords  is strictly  
prohibited.  

4.  Data  Storage  
Licensee  agrees  that  any  and  all  DOL data will be stored,  processed,  and maintained  solely  on 
designated  DOL computing  equipment  and  that  no  DOL  data  at  any  time will be  processed on,  or  
transferred to,  any  portable  storage medium.  

5.  Data  Transmission  
Licensee  agrees  that  any  and  all  electronic  transmission or  exchange of  system  and application data  
with DOL and/or  any  other  parties  expressly  designated  by  DOL shall take place via  secure means  
(e.g.,  HTTPS  or  SFTP).  

6.  Distribution  of  Data  
Licensee  shall  ensure no  DOL data of  any  kind shall  be  transmitted,  exchanged,  or otherwise  passed 
to  other  Licensees/vendors  or interested parties except  on a case-by-case  basis  as  specifically  
agreed  to in  writing  by  DOL.   Licensee further  agrees  not  to  provide screen  prints  outside their 
control.   Any  screen print  must  be destroyed  as  referenced  in the  Data  Disposal  section.  

7.  Data  Disposal  
Unless otherwise  specified  in  the  Contract,  Licensee  agrees  that  upon  termination  of  this  Agreement  
it  shall  erase,  destroy,  and render  unrecoverable  all DOL  data  and  certify  in writing  that  these  actions  
have been completed  within 30 days  of  the  termination of  this Agreement  or  within  7 days  of  the 
request  of  an  agent  of  DOL,  whichever  shall come  first.   At  a  minimum,  media  sanitization  is to be  
performed according  to  the standards  enumerated  by  NIST  SP  800-88  Guidelines  for  Media  
Sanitization.  

8.  Security  Breach  Notification  
Licensee  agrees  to comply  with  all applicable  laws  that  require  the  notification of  individuals in  the  
event  of  unauthorized release  of  DOL  data or  other  event  requiring  notification.   In  the  event  of  a 
breach  of  any  of  Licensee 's security obligations, or other event requiring notification under applicable 
law,  Licensee agrees  to the  following:  
 

a)  Notify  DOL by  telephone  and e-mail  of  such an event  within  24  hours  of  discovery:  
 DOL Help Desk,   phone:   (360)  902-0111;   email:   hlbhelp@dol.wa.gov  

b)  Assume responsibility  for  informing all  such  individuals  in  accordance  with applicable state  and  
federal laws.  

c)  Indemnify,  hold  harmless  and defend DOL and  its  trustees,  officers,  and  employees  from  and  
against  any  claims,  damages,  or  other  harm  related  to such  notification event.  

d)  Mitigate the risk  of  loss  and  comply  with  any  notification  or  other requirements  imposed  by  law 
or  DOL.  
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Attachment B   Subscriber  Requirements 

1.  Licensee  must  have  a written Subscriber  Agreement  that  requires  the Subscriber  to maintain  an 
equal or  greater standard  of  data  security  as  required herein.    The agreement  must  also restrict  
the Subscriber from  disclosing  the data to  further outside entities,  except  as specifically  allowed 
herein  for attorneys  and private investigators.  

2.  Licensee  must  acknowledge on all IRLs,  any  inquiries  that  were  performed  on behalf  of  a 
Subrecipient.   

3.  Subrecipient  must  be a qualified  individual or entity  who  is legally  eligible to  receive  the  Data,  and  
must  only  use  the  Data  for  the  Permissible  Uses  as allowed  to the  Licensee  herein.  

4.  If  Licensee  is  acting as  a  Data  Broker,  Licensee  must  maintain  and  provide DOL (upon  request) 
with a complete Subscriber  Roster  all Subscribers,  including any  their DBAs.   

5.  Additional  Requirements  For  Attorney  or  Private  Investigators   

A.  If  the  Subscriber  is  an  attorney  or  a  private  investigator,  then  Licensee  must  provide  a  
notification letter,  to the  person,  whom  the  vehicle  or  vessel information  applies.   The  notification  
letter  must  be sent  no  later  than  five  (5)  business  days  from  the  date  of  disclosure.    Licensee  must  
retain  a  copy  of  the  notification  letters  for  three  (3)  years  from the  date  of  disclosure.   Licensee  must  
produce  copies  of  notification  letters  upon  a  request  by  the  DOL.   

B.  If  Subscriber  provides  information to an  Attorney  or  Private Investigator  the Subscriber  then  
becomes  the  releasing  entity  who  must  provide notification  letters in  the same  format  set  forth 
above.    Licensee  must  also  require  the Subrecipient  to provide copies of  all notification  letters 
to  the Licensee,  and  Licensee must  provide the same  to  DOL upon  request.     

Notification letters must  conform  to  the sample  letter attached  as  Exhibit  C,  and  also  conform  
to  RCW  46.12.635(4)(a-c).    

6.  Licensee  remains  responsible to DOL  for  all  Data  provided  to  a Subscriber,  and  further  remains  
responsible  for having  all of  its  Subscribers comply  with the  Data Security,  Permissible  Use,  and 
other  terms and conditions  of  this agreement.   If  a  Subscriber  fails  to  maintain  full compliance  with  
this  Agreement,  Licensee must  take immediate actions  to correct  such  issues and  prevent  further  
non-compliance.   If  DOL  requests  that  a Subscriber  no  longer  be  eligible to  receive  Data due to 
past  or  present  non-compliance,  Lic ensee must comply with DOL's request. If there is continued 
non-compliance by  multiple  subcontractors,  DOL,  may  suspend the entire  Access  Period herein  
until such  time  that  DOL  can  determine  what  measures,  if  any,  the Licensee  needs  to  take  to 
greater  assure  future  compliance.    If  DOL determines  that  Licensee  cannot  properly  assure  
future compliance,  DOL  may  terminate  this Agreement.   
 

Subscriber  Agreement  - means  the document  between  the Licensee and  Subscriber  that  the 
Licensee  shall  provide to DOL which sets  forth  the terms,  conditions,  and use  and  required 
security of Data by the Subscriber. The agreement must include: Subscriber's name, date of 
Agreement, and Subscriber's use of Data.  

Subscriber  Roster - means  a Microsoft  Word or  Excel  document  that  the Licensee  shall provide  to 
DOL  with  current,  accurate,  and  verifiable information  for  each  Subscriber  and  must  include:  legal  
name,  address,  a contact  name with  email  and telephone number,  and the  Subscribers 
permissible  use  for  providing  them  Data  from  DOL.  Licensee shall  maintain  copies  of  the 
Subscriber  Roster  for  the  term  of  this Agreement  and for  six  (6) years  from  termination of  this 
Contract.  All Subscribers  must  be  identified  on the Subscriber  Roster,  even if  Data  is only  provided 
to  them  once.  
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